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Abstract—Standard Vehicle-to-everything (V2X) communica-
tions guarantee privacy against tracking by provisioning each
vehicle with many conditionally unlinkable pseudonym certificates,
which can be linked to each other only with knowledge of a
secret information, disclosed by ad-hoc authorities in case of
misbehavior for efficient revocation. Certificates are bound to
independent keys, but include pseudo-random indexing values
which enable such an efficient mechanism at the expense of
increasing network overhead of all V2X messages. We propose a
novel network-efficient protocol where each vehicle is provisioned
with conditionally unlinkable pseudo-random asymmetric key
pairs, thus removing the need for linkage values and reducing
network overhead while still supporting revocation at constant
network costs. Our approach represents a novel application of
hierarchical deterministic homomorphic key derivation schemes,
which are mostly known for deterministic wallets in the context of
blockchains. Compared to standards based on explicit certificates,
our approach has lower network overhead, no computational
overhead for securing communications, and same cryptographic
assumptions. Computational costs for key management opera-
tions are higher, but still affordable. We analyze the costs of our
proposal both asymptotically and analytically when instantiated
with the NIST p-256 elliptic curve recommended by standards.

Index Terms—pseudonym certificate, hierarchical key deriva-
tion, deterministic wallet, V2X, vehicular communication,
VANET

I. INTRODUCTION

Vehicle-to-Everything (V2X) communications are key en-
ablers for Intelligent Transportation Systems, but their design
includes many challenges due to the need of balancing security
and privacy with tight latency-requirements of safety-related
features, resource constraints of vehicular wireless communi-
cation protocols, and economic costs of infrastructures and, in
particular, of vehicles [1].

Privacy relates to the peculiar need of guaranteeing con-
ditional anonymity to vehicles, that is, preventing a vehicle
from being tracked by malicious parties, only as long as it
behaves honestly. As soon as a vehicle behaves maliciously,
e.g., by sending false information, it should be possible to
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efficiently revoke it from the network, thus invalidating its
privacy guarantees. As completely anonymous authentication
schemes are very expensive and not affordable in the context
of vehicular networks, the typical design choice is to adopt a
PKI-based approach based on pseudonyms [2]. Vehicles are
provisioned with a set of certificates issued by a Certificate
Authority (CA) which are similar to those used in the Web
PKI, as they are bound to the vehicle and the CA public
keys (either by explicitly including them, or via implicit
mathematical properties), and optional metadata such as the
validity period of the certificate itself. However, certificates
issued in the Vehicular PKI (VPKI) omit the real identity
of the vehicle or other user-identifiable information, and are
instead considered pseudonyms of the vehicle. Each vehicle
can authenticate its messages with different secret keys, thus
a message is supposed to be unlinkable to the real vehicle iden-
tity and to other messages authenticated by the same vehicle
with a different certificate. This allows a vehicle to maintain
its privacy while still being able to authenticate messages
within the network. The major standards for VPKI are the US
Security Credential Management System (SCMS) [3] and the
European ETSI ITS standard [4], where each vehicle is provi-
sioned with a set of pseudonym certificates and corresponding
key pairs that are valid for a specific time period (e.g., one
week). Vehicles select one of the pseudonym certificates from
its set to authenticate outgoing messages, and rotates at regular
intervals the pseudonym certificate to ensure unlinkability
between messages sent over the time period (e.g., every 10
minutes or after sending a certain number of messages) [5].
Consequently, a fundamental challenge in the VPKI is the
management of a large volume of pseudonym certificates
per vehicle. The majority of approaches [1], [2] favor occa-
sional pseudonym refills, where vehicles periodically receive
a batch of pseudonyms from the VPKI authority. Although
this approach requires, depending on pseudonym change rate
and validity period, recurrent communication with the VPKI



issuing authority, it allows some sort of protection against
Sybil attacks [6]. Revocation of certificates (and, more in
general, of cryptographic keys) is quite always complex and
possibly expensive [7]. Since pseudonym certificates do not
include any vehicle identity information, the revocation of
all the certificates associated with a misbehaving vehicle is
not straightforward if no other additional mechanisms are
implemented. Strawman approaches where the CA broadcasts
large Certificate Revocation Lists (CRLs) including all the
pseudonym certificates incur in linear costs with regard to
the number of pseudonyms, and thus do not scale well. Stan-
dards avoid such high costs by using pseudo-random indexing
identifiers (e.g., linkage values in SCMS [3]) included within
the certificates exchanged in each V2X message, to enable
authorities to reference the pseudonym certificates associated
with a misbehaving vehicle by just releasing a single secret
information. While the benefit is the distribution of small
CRLs, the drawback is the need to send the indexing value
within all V2X messages. Although such a value is currently
quite small (9-Bytes in SCMS [3]), it still represents a signif-
icant disadvantage for V2X communications where network
bandwidth is the major bottleneck, and, due to its dependence
on hash functions’ collision resistance, resizing may be needed
in the future to support higher traffic workloads, in terms of
number of vehicles and revocations, and privacy guarantees,
in terms of number of pseudonyms assigned to each vehicle.

In this paper, we propose a novel method that uses hier-
archical deterministic homomorphic key derivation schemes
(HKD) to derive the key pairs used for signing V2X messages
that do not require the inclusion of linkage values within
messages. The messages exchanged by using this technique are
smaller than those of standards based on explicit certificates,
addressing one of the main bottlenecks of V2X communica-
tions. Network revocation costs are constant with regard to
the number of pseudonyms assigned to vehicles and indepen-
dent from traffic workloads, and no computational overhead
is introduced for securing communications when compared
to standards based on explicit certificates. Intuitively, HKD
schemes allow to derive pseudo-random key pairs from a
single master key pair in a deterministic way, while still
ensuring that derived keys are unlinkable to each other and
to the master derivation key pair. Also, when combining
subsequent calls to the derivation routines, it is possible to
build a hierarchical tree of key pairs that can be used to
manage multiple pseudonyms in different time periods, while
still being able to maintain unlinkability between keys and the
same forward security property of standard linkage values.
By leveraging these properties, our method allows to derive
a large number of pseudonym key pairs from a single master
key, thus reducing the storage requirements on both the vehicle
and authority side and allowing efficient certificate issuance
and revocation. We analyze the costs of our proposal both
asymptotically and analytically when instantiated with the
NIST p-256 elliptic curve recommended by standards [3],
[4] and show that it is more efficient than standards based
on explicit certificates in terms of network overhead, while

Algorithm 1 BIP32 HKD specification using abstract algebra

1: keygen() : 1: sderive(sk, PK,info) :

2 sk < Zq 2: skinfo < sk + KDF(PK,info)
3: PK «+ sk-B 3: return sk;, s,

4 return (sk, PK)

1: pderive(PK,info) :
2: PK;pfo < PK + KDF(PK,info) - B
3: return PK;,f,

still being affordable in terms of computational costs for
key management operations. As a limitation, our approach
can only be applied with explicit certificates, and we leave
investigating the integration with implicit certificates as a
future work.

In Section II we provide the notation and background
knowledge. In Section III we present our system and threat
model. In Section IV we define an abstract protocol framework
for PKI-based V2X communications. In Section V, we present
our efficient protocol specification for explicit pseudonym
certificates. In Section VI, we discuss some asymptotic and
analytic performance results. In Section VII we discuss related
work, and in Section VIII we conclude the paper.

II. NOTATION AND BACKGROUND KNOWLEDGE
A. Notation

We denote as G an additive cyclic group of prime order ¢
built over an elliptic curve, where the Elliptic-Curve Discrete
Logarithm Problem (ECDLP) is hard with regard to a security
parameter A. Let O be the neutral element of G and B € G
be the generator of G. We slightly abuse notation and adopt
+ and - both for operations on scalars belonging to Z, and to
elliptic curve points belonging to G. Thus, X +Y denotes the
point addition operation for any X,Y € G, s- X denotes the
point scalar operation for any s € Z, and X € G, and a + b
and a-b denote scalar addition and multiplication modulo q for
any two a,b € Z,. We assume that all parameters are public
and agreed by all participants. For ease of notation, we omit
them from inputs of routines and assume them as implicit.

We denote as [a, b] the set of integers [a,a+1,...,b], and
as [a] the set of integers [1,al.

We denote as o « sign(sk, m) the digital signature o on
message m with secret key sk, and as {accept, reject} <
verify(PK, m, o) the routine for verifying a signature o on
message m with public key PK. We observe that sign may
be probabilistic or deterministic, which may depend on the
concrete specification, without affecting the validity of our
proposal.

B. Hierarchical Deterministic Homomorphic Key Derivation
and BIP32

Hierarchical Deterministic Homomorphic Key Derivation
(HKD) schemes have recently become popular in the context
of blockchains for managing so-called deterministic wallets.
We consider an abstract version of the most popular scheme
defined within BIP32 [8] for non-hardened addresses. An



HKD scheme is composed of three routines: key generation
(keygen), for generating a freshly new key pair which acts as
the root of the key hierarchy; public key derivation (pderive)
and secret key derivation (sderive), for computing derived
public and secret keys, respectively, with regard to some
information info, which is a bitstring which acts as the
scope of the key derivation, as for more typical symmet-
ric key derivation schemes such as HKDF [9]. In Algo-
rithm 1 we show specifications of the three routines, where
KDF : {0,1}* — Z, denotes a standard key derivation
function for symmetric keys [10] (e.g., implemented through
HKDF in BIP32). For modeling correctness, we denote as
{accept, reject} < check(sk’, PK') a routine which is able
to verify whether PK’ is a legitimate public key for secret key
sk'. Let (sk, PK) < keygen() be the master key pair: cor-
rectness of HKD holds if, given sk’ < sderive(sk, PK, info)
and PK’' « pderive(PK,info), check(sk', PK') accepts
with probability 1. Intuitively, security requires the unlinka-
bility of keys, i.e., secret and public keys generated from the
same master key pair and different info are computationally
indistinguishable from freshly generated keys as long as the
master key pair is not leaked. Other security guarantees are
implied for unlinkability, among which the most important is
the unforgeability of master keys and other derived keys by
only knowing some derived key. However, it is important to
remark that not all HKD specifications may generate derived
keys which are universally composable with any other cryp-
tographic scheme, in the sense of not introducing some type
of vulnerability when used as if they were freshly generated
random keys. In particular, while BIP32 is secure when used
with ECDSA digital signatures [11], it may not be secure
when straightforwardly combined with other types of crypto-
graphic systems. Note that while other universally composable
HKD schemes exist, their design prevent their adoption in
the context of efficient communications (see Section VII).
Combining subsequent calls to pderive and sderive allows to
build a hierarchical tree of key pairs which can be used for
managing multiple keys or construct deterministic wallets. The
hierarchical approach starts from a root, the master key pair
(sk, PK). By evaluating sderive and pderive for different in fo
values, one can obtain a number of level-1 derived nodes.
Since each derived node can be used as a master key for
further derivation, one can build a sub-tree of derived keys
by recursively applying sderive and pderive to a derived node.
We assume that, for each level ¢ of the hierarchy, there is
only one special info value, that we call master derivation
label (mdl), used to derive the child master key pair for the
subsequent level i + 1.

III. SYSTEM AND THREAT MODEL

We consider a Vehicular credential management system
based on a Public Key Infrastructure (VPKI) composed of a
Certificate Authority (CA) and multiple vehicles which act as

senders and/or receivers within the communication network!.
Each vehicle communicates within the network by using
many pseudonyms, and without ever using its own identity
information. The privacy of the vehicle is preserved by using
different pseudonym key pairs over time, as it is assumed
that it is difficult to link two different pseudonyms to the
same vehicle (see Section VII). To this aim, a vehicle must
obtain a set of pseudonym certificates from the CA, which
are cryptographic attestations, each binding a pseudonym
(and possibly additional metadata) to cryptographic material
used for authenticating messages. For a good security and
performance trade-off, the CA divides time into time periods
such that each pseudonym is valid only within a specific time
period, and each vehicle can obtain a maximum fixed number
N of pseudonym certificates for each time period. We identify
time periods through enumeration using index ¢ = 0,1,2, ...
to denote the ¢-th time period, and 7 the current time period.
We assume that CA and vehicles share a synchronized clock®.
Moreover, the CA may define a parameter T € N, such that
a vehicle can request sets of pseudonym certificates for up
to (T — 1) future time periods®. Thus, a vehicle can obtain a
maximum of N - T pseudonym certificates.

A CA may revoke all pseudonym certificates associated
with a vehicle by distributing revocation material (rm), that
is received by vehicles to build and maintain Certificate
Revocation Lists ({crl)). Note that, in comparison to well-
known standard Web PKI where a (crl) is directly downloaded
from a CA, for network efficiency a vehicle may need some
extra processing to build each crl records from each rm and
build (crl). Also note that a vehicle may need to update its
(crl) for each new time period, to discard old records or
build new ones. The CA owns a key pair (skca, PKca),
where skc 4 is the secret key for authenticating certificates
and PKc 4 is the public key used for verifying authenticity
of certificates. Thus, the CA may determine the real identity
of a vehicle from its pseudonym certificate even if the vehicle
has not been revoked [4, Section 6.2.3 and 6.2.4].

We model the persistent storage of each vehicle by distin-
guishing four types of data:

o (crt), the set of pseudonym certificates that is valid in
the current time period;

e ({crl), the list of all pseudonym certificates that have been
revoked by the CA in the current time period;

o crm (certificate refresh material), all the due data to
refresh and/or prepare (crt) for the next time period;

o rrm (revocation refresh material), all the due data to
refresh and/or prepare (crl) for the next time period.

'"While the efforts of protecting the privacy of a participant in a vehicular
network are typically focused on vehicles, the same principles can be
applied to other participants, such as infrastructure nodes or even pedestrians.
For simplicity, throughout the paper we will refer to vehicles as the only
participant of the network that requires pseudonym certificates.

2Note that, like standards for vehicular communications, we are assuming
a low-precision clock synchronization as typical for Web communication
networks, since a typical period lasts a week [5].

3This happens within SCMS [3], but may not be defined in other standards.
In this latter case, our analyses still apply by setting T = 1.



Vehicle CA
; per
per «— pereq(id, t)
cam cam < pcgen(per)

(crt) ,crm < perec(cam)

Fig. 1: Pseudonym certificates release

We consider passive and active network adversaries for
communications among vehicles, while for ease of presenta-
tion we assume trusted communications between vehicles and
the CA. We assume that PK 4 is known by all vehicles and
that the distribution of public keys associated with vehicles
depends on protocols specifications.

IV. PPV PROTOCOL FRAMEWORK

We propose an abstract protocol framework for describing
the management of certificates by a PKI in the context of
Pseudonym-based authenticated Vehicular communications,
which we denote as PPV. PPV is composed of three sub-
protocols: pseudonym certificate release, where a vehicle
requests and obtains a set of pseudonym certificates from the
CA; revocation, where a CA receives a notification about a
vehicle misbehavior and revokes all the pseudonym certificates
associated with the vehicle; refresh, where a vehicle updates
its certificates and revocation lists for the following time
period. Note that, while we only focus on the main features of
VPKI management, for which we propose novel contributions,
other sub-protocols may be included to cover other features
of existing VPKI standards (e.g., the initial registration of
vehicles through an Enrollment Authority [4]).

Pseudonym certificates release, shown in Figure 1, is com-
posed of three routines:

o pseudonym certificates request (pcreq): the vehicle cre-
ates a homonym data structure (that we distinguish from
the routine name by denoting it as pcr) from the vehicle
identifier i¢d and time span information A; (i.e., the
number of total subsequent time periods, overall covered
time span, for which the vehicle is requesting pseudonym
certificates, including the current time period 7);

o pseudonym certificates generation (pcgen): the CA cre-
ates a certificate approval material (cam) comprising
data which assess the approval of the input pcr by the
CA, but which may not include complete pseudonym
certificates due to the need for further processing by the
vehicle (for security and/or performance reasons);

o pseudonym certificates reception (pcrec): the vehicle pro-
cesses cam and produces a set of pseudonym certificates
(crt), which can be used by the vehicle to authenticate
messages within the current time period 7, and certificate
refresh material c¢rm, which is used during refresh to
generate {crt) for the following (A; — 1) time periods;

Revocation, shown in Figure 2, is composed of two routines:

o revoke (revoke): the CA creates revocation material (rm)
upon reception of the pseudonym certificate crt of a
misbehaving vehicle at some time period ¢ (which we

MA CA Vehicles

rm

crt, t

detection < rm < revoke(crt, t) crl + crlupdate(rm)

Fig. 2: Revocation

show as the output of an abstract detection event observed
by the Misbehavior Authority, MA);

o CRL update (crlupdate): the vehicle processes rm to cre-
ate a crl record containing all the pseudonym certificates
associated with a misbehaving vehicle.

Note that all crl output data obtained from multiple executions
of the Revocation protocol are appended to the (crl) data
structure, which is maintained within the persistent storage
of the vehicle, as anticipated in Section III.

Refresh is composed of two routines, both executed by a
vehicle:

o certificate refresh ({1 | (crt)’} < crtrefresh(
(ert) ,erm,t)) updates the current set of pseudonym
certificates (crt) for the next time period ¢, thus creating
(crt)’. The routine may fail and output L if crm
is empty, i.e., there is no certificate refresh material,
which was released by the CA, to create a new set of
pseudonym certificates for the next time period.

o revocation  list  refresh ({1 | {(crl)’} —
crlrefresh({crl) ,rrm,t)) updates the current (crl)
for the next time period ¢, possibly deleting crl
associated with pseudonym -certificates released more
than T time periods ago. The routine may fail and output
L if rrm is empty, i.e., there are no revoked vehicles in
the future time period.

V. NETWORK-EFFICIENT HKD-BASED PPV PROTOCOL
SPECIFICATION

We describe a network-efficient PPV protocol specification
(Section IV) based on homomorphic key derivation (HKD)
functions (Section II). We describe certificates release in
Section V-A, revocation in Section V-B, and refresh in Sec-
tion V-C. We conclude with some final remarks on design
choices and potential variants in Section V-D.

We recall from Section III that a vehicle can request a set
of N pseudonym certificates for each time period, for a total
of T time periods, starting from the current time period 7 and
up to T — 1 time periods in the future.

A. Pseudonym certificates release

Figure 3 shows the specification of the pseudonym certifi-
cates release protocol including three routines: pcreq, pcgen,
and pcrec. We assume that the vehicle is requesting
pseudonym certificates for the first time at some time period
7, thus {crt), {crl), crm and rrm are empty at the beginning
of the protocol. The vehicle generates a master key pair
({(sk, PK) < keygen()), and creates a pseudonym certificates
request containing the master public key PK and the number
of future time periods for which the vehicle is requesting
pseudonym certificates A;, where A; < T. If the vehicle



CA
skca, PKca,

Vehicle
(ert), {cerl) ,crm,

rrm, PKca St : (PER ) pemilvelv) = [PEGluev)
1: (sk,PK) <= keygen()
2. per = (PK, Ay)
3: if Ay > T :reject
1 PK] = PK
5: foreach t € [t + 1,7+ Ay — 1] :
6: PK} + pderive(PKé_l,mdl)
7: foreach ¢t € [, 7+ Ay — 1] :
8: foreach n € [N] :
9: PK! < pderive(PK§, n)
10 : ol, < sign(skca, (PKY,t))

_ t
1 cam = <<on>nE[N]>tE[T,T+At*1]

12: foreach n € [N] :
13 : PK] <+ pderive(PK,n)
141 (ert) < (PKJ,070) e

n - n

15: crm < <<aﬁl>n€[

N] te[t+1,7+A¢—1]

Fig. 3: Specification of pseudonym certificates release

[first] Derived master key
fort=7+1

Root master key
fort =171

[last] Derived master key
fort=7+A;—1

PK(‘)H»I

T+A -1
PK]

pderive, pderive, . ..

pderive(PK[ ", 1)

Pseudonym keys
fort=7+1

Pseudonym keys
fort=7+A;—1

Pseudonym keys
fort =71

Fig. 4: Derivation of public keys spanning A; time periods.

is requesting pseudonym certificates for more than one time
period (A; > 1), the CA must derive the master public
key PK} for each time period ¢ € [T + 1,7 + A; — 1] by
using pderive, where info is set to the reserved value mdl
(Lines 4-6). A graphical example of key derivation operated
by the pseudonym certificates release protocol is shown in
Figure 4. Then, for each time period ¢ € [7, 7+ A;—1] (where
PK§j = PK), the CA derives N pseudonym public keys
PK! from PK| using pderive, where info = n,Vn € [N],
and signs them (together with the related time period ¢ for
which the keys are valid) (Lines 7-10). For network efficiency,
only digital signatures are sent back to the vehicle within
certificate approval material cam. The vehicle receives cam
and computes pseudonym public keys for the current time
period (Lines 12-13), postponing computation of public keys
for following time periods during refresh. Thus, certificates for
the current time period ((PK7, 07 )y, () are saved in (crt),
while other signatures (<Ufl>t€[7+1,‘r+At71],n€N) are stored in
crm (Lines 14-15).

Remarks. Note that, for computational efficiency at revo-

CA

(ert) , {erl) ,crm,

Vehicle
skca, PKca,

rrm, PKca St : ((PEp)neplvev] = [PEGloev]

1: PK! « crt
2: PK} + St[hash(PK}))

3 - rm = PK}

4: foreach n € [N] :

5: PK! « pderive(PK{¢,n)
6: (crl) add((PK},) em)

7: PK} + pderive(PK{,mdl)
8: rrm.add(PK§)

Fig. 5: Specification of pseudonym certificates revocation.

cation time, our protocol requires the CA to maintain all the
master public keys PK that each registered vehicle has sent
during the pseudonym certificate release using a reverse hash
map S;. At time period ¢, S; maps each pseudonym public
key PK! to the corresponding master public key PK{, for
each vehicle v € [V] (where V is the total number of vehicles
registered in the VPKI). In Figure 3 (and Figure 5) we denote
this reverse hash map as a function S; : [(PK >:’)L€[N]]U€[V] —
[PK{]ve[v)» slightly abusing notation when writing PK{ to
denote the master public key of the v-th vehicle. Also, in our
specification we omit verification of the vehicle’s identity id
by the CA, which is orthogonal to the protocol (e.g., checking
inclusion within a database of registered vehicles). Moreover,
in order to minimize the size of messages sent over the
network, the CA does not send the derived pseudonym public
keys PK! to the vehicle, but only the signatures of and let
the vehicle derive the pseudonym public keys on its own. This
is possible because of the deterministic nature of the HKD
scheme, but variants may let the CA also send public keys for
easing computation at the vehicle side. Finally, note that at the
end of the pseudonym certificates release protocol we let the
vehicle only derive public keys, and not secret keys. This is
due to the very low computation cost of the sderive routine,
which includes the computation of a KDF function (that is, the
execution of a few hash functions or block ciphers, depending
on the specification [12]) and of a scalar addition operation,
which is negligible compared to message signing. Thus, secret
key derivation can be executed at runtime before sending the
message, and vehicles can avoid storing (up to) N secret keys
(see Section VI), which is a clear advantage with regard to
standard VPKI protocols.

B. Pseudonym certificates revocation

Figure 5 shows details of the specification for pseudonym
certificates revocation. Let crt be the certificate observed by
the Misbehavior Authority (MA) sent within some malicious
message at time period ¢, the CA only needs to publish a
revocation material (rm) containing the master public key
PK3 of the misbehaving vehicle, where ¢ is the time period



Vehicle (crtrefresh procedure)

sk, PK(
ski Tt « sderive(sk], PKJ,mdl)
PE;T! + pderive(PK{,udl)
foreach n € [N] :

PKTT! « pderive(PKJ T, n)

+

T+1
o, +—crm

(ert) < <PK,"1""17 U:L+1>

~N N B W N

n€E(N]

Vehicle (crlrefresh procedure)

1: foreach PKJ™' € rrm:

2 foreach n € [N] :

3: PEITY + pderive(PK; 1 n)
4 (erl) .add(<PK;+1>n€[N])

5: rrm.add(pderive(PKJ !, md1))

Fig. 6: Specification of refresh.

in which the misbehavior was detected, to revoke all its
pseudonym certificates. The CA may also include an additional
information if the revocation spans multiple time periods,
i.e., if the misbehaving vehicle had requested pseudonym
certificates for more than one time period, the revocation
material must be valid also for those future time periods.
The CA may also prevent the vehicle from requesting new
pseudonyms in the future [3], [4]. A vehicle that receives rm
can then derive all the pseudonym public keys associated with
the misbehaving vehicle using the pderive routine for all n € N
with the master public key PK{ contained in the CRL. The
vehicle stores all the derived pseudonym public keys for time
period t in (crl), and stores in rrm the master public key
PK(’;Jrl for the next time period ¢ + 1, if required. When a
vehicle receives a message, it can check if the message is
signed with a pseudonym public key that is listed in (crl)
and, possibly, discard the message.

Remarks. Note that, in Figure 5 (and Figure 6) we denote
as .add() the addition of an element to a set without removing
previous elements, if any. A critical advantage of adopting
an HKD scheme is its support for efficient certificate revoca-
tion. Rather than referencing pseudonym certificates through
global opaque identifiers (e.g., Serial Number in X.509 certifi-
cates [13] or linkage values in SCMS [3]), our protocol allows
to derive all the pseudonyms of a vehicle by knowing only the
master public key. This allows the CA to revoke all pseudonym
certificates associated with a vehicle at some time period ¢
(and for future time periods, if any) by simply publishing
its master public key PK}, without the need to send all the
pseudonym certificates keys or identifiers. More importantly,
V2X messages do not need to include any identifier, because
at revocation time all vehicles can use pderive with a fixed set
of known predefined indexes (n € [N]).

C. Certificate refresh

Figure 6 describes the specification of the refresh protocol
which includes crtrefresh and crirefresh. A vehicle executes
crtrefresh if, at the end of the current time period T, it has at
least one set of signatures stored in crm. In other terms, if it
successfully obtained pseudonym certificates during some time
period ¢ using as input A; > (7—t). Otherwise, it must request
a new set of explicit pseudonym certificates from the CA.
The crtrefresh procedure allows the vehicle to derive a new
master key pair ((skj ', PKj 1)) for the next time period
7 + 1 (i.e., invoking sderive and pderive using the current
master key pair and the master derivation label mdl). Then,
the vehicle derives all the pseudonym public keys PK7** for
the next time period, and generates the corresponding explicit
certificates, to be stored in {(crt), by using the signatures from
crm. The unused signatures for time periods ¢ > 7 + 1
are kept stored in crm for future invocations of crtrefresh.
Whether the vehicle has refreshed (crt) from a previous set
of signatures stored in crm or from a new invocation of the
pseudonym certificate release protocol, it must also update its
set of revoked pseudonym public keys for the next time period.
The crirefresh procedure allows the vehicle to update {crl) as
follows: for each revoked master public key (for 7+ 1) stored
in rrm the vehicle derives all the revoked pseudonym public
keys PK7*! for the next time period, and stores them in (crl).
The crirefresh procedure ends by saving in 7rm the master
public keys for future time period ¢ > 7 + 1 (i.e., invoking
pderive using the current master public key and the master
derivation label mdl).

D. Final remarks

The proposed architecture reduces the storage requirements
when compared to traditional VPKI systems. Vehicles only
need to store a single master private key and a set of explicit
certificates that are smaller than the pseudonym certificates
containing global linkage identifiers [3], [14]. The scalability
of the architecture is also improved, as the VPKI authority
only needs to store the master public keys for each registered
vehicle, rather than maintaining a large database of individual
pseudonym certificates or revocation identifiers. Section VI
provides a detailed analysis of the storage and communication
overhead of the proposed architecture.

While implicit certificates (e.g., ECQV [15] or SIMPL [16])
offer superior performance in terms of bandwidth efficiency,
they rely on elliptic curve cryptography and do not currently
extend to post-quantum settings [17], while, in contrast, ex-
plicit certificates are compatible with post-quantum signing
schemes. We leave the integration of implicit certificates as
a future work. Nevertheless, the use of HKD schemes still
provide benefits in terms of scalable pseudonym generation
and efficient revocation, even when combined with explicit
certificates in post-quantum scenarios.

VI. COST EVALUATION

We discuss costs of the proposed HKD-based PPV protocol
specification (see Section V) and compare them with existing



Protocol Network cost
Release O(N-T)
Revocation o(1)
Refresh -

TABLE I: Asymptotic costs for network

Protocol Procedure | Computation cost | Made by
Release pcreq o(1) Vehicle

pcrec O(N)

pcgen O(N-T) CA
Revocation | revoke O(1) or O(N)

crlupdate o(N) Vehicle
Refresh crtrefresh O(N)

crirefresh O(N-T)

TABLE II: Asymptotic costs for computation

standards both asymptotically (Section VI-A) and analytically
when instantiated with standard security parameters (Sec-
tion VI-B).

A. Asymptotic analysis

We analyze asymptotic costs in terms of network and
computation costs for the Release, Revocation and Refresh
protocols, and in terms of storage size used by the vehicle for
maintaining {crt), (crl), ecrm and rrm.

Table I shows asymptotic network costs, which we want
to minimize because they are the most critical bottleneck in
vehicular networks, especially when considering large num-
ber of vehicles. During Release, vehicles send a pseudonym
certificates request to the CA including the master public key
of the vehicle, the CA replies with all the signatures for each
pseudonym certificate N in each time period T, thus Release
network cost is O(N - T). During Revocation, the CA sends
a single master public key to all the vehicles, which is used
to revoke all the pseudonym certificates with public keys that
have been derived from that master public key, regardless of
their number, thus Revocation network cost is O(1). Refresh
does not require any network communication, as vehicles can
update their local storage with the new pseudonym certificates
and revocation lists without interacting with CAs.

While network costs are more critical in vehicular com-
munications, it is important that computational costs are still
affordable and kept below a certain threshold to comply
with allowed latencies of safety-related features. Our proposal
does not modify verification algorithms and thus safety-related
features are not influenced. When dynamically deriving private
keys, signing costs are only increased by a negligible amount
(see remarks of Section V-A). As for the CA, we assume
that has enough computational resources to perform all the
cryptographic operations required to manage the pseudonym
certificates, and thus we do not consider the CA as bounded
by the same constraints as the vehicles (the same applies for
network communication, where we assume that the CA is not
constrained by the same limitations as the vehicles).

Type of data Storage | Storage cost
Pseudonym certificates valid in 7 (crt) O(N)
Certificates revoked by the CA in 7 | (crl) O(N-T)
Certificate refresh material crm O(N-T)
Revocation refresh material rrm O(N-T)

TABLE III: Asymptotic costs for storage

Table II shows the asymptotic computation costs for cer-
tificate management. During Release, the vehicle performs
a pseudonym certificate request (pcreq) that computes the
master key pair, whose computation is independent of any
protocol parameter except the security level, and thus its
computation cost is O(1). Then, CA performs the pseudonym
certificate generation (pcgen) that requires up to O(N - T)
computation cost to generate all the pseudonym certificates for
each time period requested by the vehicle. Note that we assume
the worst case where the CA has to generate all the pseudonym
certificates for the maximum allowed number of time periods
T. This assumption is justified by our main design goal of
minimizing the network communication cost, thus reducing
interactions among vehicles and CAs. Finally, the vehicle
processes the certificate approval material (pcrec) to generate
the N pseudonym certificates for the current time period,
thus requiring O(N) computation cost. During Revocation
protocol, the CA performs the revocation operation (revoke)
that requires a constant computation cost of O(1) to revoke
a master public key, thanks to the reverse hash map (see
Section V-C). Different approaches where the CA does not
maintain such a data structure, and thus has to perform more
expensive search operations, could also be chosen to reduce
the CA storage requirements, however we do not see any
realistic scenario where a CA has such constrained storage.
The vehicle then processes the certificate revocation list update
(crlupdate) to update its local revocation list with the new
revoked vehicle, thus requiring O(N) computation cost to
reconstruct all the pseudonym public keys of the revoked
vehicle. During Refresh, the vehicle operates the certificate
refresh routine (crtrefresh) and the revocation list refresh
(crlrefresh) to update its local storage with new pseudonym
certificates and revocation lists to be used in the next time
period, which cost O(N) and (up to) O(N - T), respectively.

Table III shows storage asymptotic costs. Vehicles store all
the pseudonym certificates valid in the current time period in
(crt), that is, derived public keys and their associated signa-
tures, thus storage cost is O(N). Vehicles also store revocation
list {(crl), which contains N pseudonym certificates for each
vehicle that has been revoked by the CA in the current time
period. However, since each vehicle can request pseudonym
certificates for up to T time periods, the total storage required
is O(N - T) for each revoked vehicle. Furthermore, vehicles
store certificate refresh material crm, which includes the
signatures of pseudonym certificates that are valid in future
time periods, thus its storage cost is also O(N - T). Finally,
vehicles store revocation refresh material rrm, which includes



master public keys associated with the next time periods, thus
storage cost is again O(N - T).

B. Analytic evaluation for 128-bit security

We provide an analytic evaluation of our protocol and
we compare it with the SCMS standard [3]. We consider
an instantiation based on the ECDSA signature scheme [18]
with the NIST p-256 elliptic curve [19], thus with a 128-bit
security level, as recommended by current standards for V2X
communications [4], [20].

Certificate size. The SCMS architecture [3] relies on opaque
indexing identifiers called linkage values, which are included
in each pseudonym certificate released by the CA (similar to
the Serial Number in X.509 certificates [13]). Linkage values
globally identify pseudonym certificates among all vehicles,
except for a certain probability of collision which depends
on its size. The current recommended size for linkage values
is 72 bits. The authors of SCMS suggest a flexible design
of the linkage value to account for the increasing number of
connected vehicles and potential weakness of the underlying
cryptographic primitives in terms of collision resistance [3].
However, allowing such flexibility in real-world embedded
systems may not be practical. Modifying the size of the
linkage value after the system has been deployed would
require a significant effort in terms of software and hardware
updates, which is not feasible in many cases. N is defined
by the VPKI authority at setup time, and allows a trade-
off between privacy, security and scalability: the larger the
value, the more pseudonym identities a vehicle can use within
a time period, thus increasing anonymity (i.e., preventing
identification and tracking based on a series of eavesdropped
messages [21]), but also increasing storage requirements and
risk of Sybil attacks [6]. We refer to the example from the
discussion about the SCMS linkage value length in [3, Section
V.C] to better understand the impact of this design choice.
Consider 2.5 x 10® vehicles, each having N = 40 pseudonym
certificates per time period of one week, then in any time
period there are 2.5 x 108 x 40 = 10'° pseudonym certificates
in use. Revocation rate is assumed below 1%. In this setting,
exploiting the birthday paradox [22], the chance of a collision
between linkage values (i.e., the linkage value of a revoked
vehicle gets assigned also to another vehicle in the same time
period) is ~ 1 — exp(—((10'°/102) x (1019/10% — 1))/(2 x
272)) ~ 1.06 x 10~5. While this probability is small, it is
not cryptographically negligible [23], especially considering
that the SCMS system is designed to be used for many years,
and must account for the growth in the number of vehicles
and pseudonym certificates over time. To obtain a collision
probability that is cryptographically negligible, the size of
the linkage value should be increased to at least 85 bits,
which would result in a collision probability of ~ 2732 ~
1.29 x 1070, further increasing the size of all certificates
and thus the network congestion. In contrast, our protocol
does not require inclusion of any identifier within a certificate,
because certificate revocation is only based on cryptographic
keys (Section V-B). Since our approach aims to minimize

the network communication cost, a reduction of 72 bits per
certificate is significant, especially when considering the large
amount of messages exchanged in a V2X network. Moreover,
our approach is more future-proof, because its parameters are
independent of workloads.

Certificate Revocation List size. In SCMS, the revocation of
a vehicle is performed by distributing a Certificate Revocation
List (CRL) that allows vehicles to reconstruct all the linkage
values of the pseudonym certificates issued to the revoked
vehicle. Two Linkage Authorities (LAs)* are involved in the
revocation process: the CRL includes two linkage value seeds
(i.e., hash chains) and the identities of the two LAs. The total
size of each CRL is 2 x 128 4+ 2 x 32 = 320 bits, where
128 bits are the linkage seeds created by the LAs and 32 bits
are identity strings associated with the LAs. When a vehicle
receives a CRL, it can reconstruct all the linkage values of
the certificates of the revoked vehicle. On the vehicle side this
means that a single CRL expands to N linkage values, each
of size 72 bits, for a total of 72 - N bits that must be stored
to check the revocation status of each V2X message received.
The authors of SCMS assume that all vehicles will provide at
least enough storage for 10000 CRL entries (where a single
CRL entry corresponds to a revoked vehicle), which translates
to 320/8 x 10000 = 400 KB. But, when expanding each CRL
entry, the total required storage space is 72N/8 x 10000 = 90N
KB, which, for N = 40, results in 3600 KB. In our architecture,
the revocation of a vehicle is performed by distributing a CRL
that includes the master public key of that vehicle, which is of
size 256 bits for the NIST p-256 elliptic curve [19]. When a
vehicle receives a CRL, it can reconstruct all the pseudonym
public keys issued to the revoked vehicle by deriving the set
of pseudonym public keys from the master pseudonym public
key. Assuming the same number of CRL entries, the total
required size is 256/8 x 10000 = 320 KB, before expansion.
When expanding each CRL entry, the total required storage
space for N = 40 is 256/8 x 40 x 10000 = 12800 KB.
This is ~3.5x larger than the SCMS approach for explicit
certificates, however, this is still acceptable in practice, as
the increased storage space requirements are manageable for
modern vehicles. This difference in storage requirements holds
also when compared to the SCMS approach for implicit
certificates, as implicit certificates in SCMS use the same
linkage value mechanism as explicit certificates, thus requiring
the same CRL storage space for 10000 entries.

VII. RELATED WORK

Vehicular Public Key Infrastructures. The infrastructure for
vehicular networks in US and European standards is based on
PKI, and the differences in the (hierarchical) architecture from
the root CA to the vehicles allow for multifold approaches
to certificate distribution, management and revocation, with
different trade-offs in terms of security and privacy [1], [2].

4This is due to the different VPKI architecture: in SCMS there are four
different authorities, and the authority involved in certificate revocation is the
Linkage Authority.



Existing Vehicular PKI (VPKI) architectures balance the trade-
off between minimizing V2X message size via compact certifi-
cates (e.g., ECQV implicit certificates) [3], [16] and managing
the overhead of revocation mechanisms for misbehaving vehi-
cles [7], [24]-[27]. The cost of administration and revocation
of pseudonym certificates is a key factor in the design of
VPKI architectures, as it directly impacts the scalability and
efficiency of the system. Literature which proposed privacy
improvements typically, even with affordable computational
costs, have drawbacks in terms of certificate revocation and
CRL distribution [3], [16], [28]-[30]. Our protocol design
takes into account trade-offs between the size of a V2X
message and the size of the revocation lists, tackling network
and revocation costs, and creating V2X messages that are
smaller than those of SCMS [3] while providing the same
privacy-preserving features based on pseudonyms to guarantee
unlinkability. Moreover, as our protocol parameters do not
depend on communications workload as for SCMS linkage
value size, given enough vehicle storage and communication
bandwidth during certificate management operations, our pro-
tocol can scale better when provisioning more pseudonyms
to each vehicle. Other approaches for preventing tracking of
vehicles in V2X communications include pseudonym swap-
ping techniques [31], [32], identity-based solutions [33], and
decentralized key management mechanisms [24], [34]. These
approaches have several drawbacks: non-practical performance
in real-world scenarios due to heavy cryptographic operations,
pseudonym collisions or incomplete swaps due to frequent
changes in the vehicular network topology, additional com-
plexity and overheads in distributing CRLs and/or requesting
new pseudonyms, inability to remove misbehaving vehicles
from the network, scaling issues with an increasing number
of connected vehicles, or requiring frequent communication
with infrastructure nodes. We differ from these approaches
by proposing a solution that is simple, centralized and highly
scalable, achieving the same level of unlinkability and privacy
as current V2X standards, while allowing for a more efficient
V2X message size and bandwidth usage. The centralized
nature of our architecture follows the approach of [25], which
aims to simplify the VPKI architecture and reduce the attack
surface by using a single CA authority.

Hierarchical deterministic key derivation schemes. Hier-
archical deterministic key derivation schemes (HKD) are
widely used in the context of cryptocurrencies and blockchain
technologies to manage multiple keys from a single master
key [8], [11], [35]. The Arcula [36] HKD scheme provides a
robust solution for Bitcoin wallets that brings identity-based
signatures to the blockchain, and evaluate its usage in a real-
world scenario. Parallel research efforts have been made to
extend the use of HKD schemes to other contexts, such as We-
bAuthn authenticators [37], [38], and to improve their security
properties [36], [39]-[41], also in distributed [42], [43] and
post-quantum [44] settings. ARKG [38] firstly demonstrated
the use of HKD schemes for generating unforgeable signatures
in WebAuthn. Follow up works [39], [41] improved the
security properties of ARKG, allowing its use with a wider

range of signature schemes and pairing-based cryptosystems.
[40] tackles global key revocation in FIDO2, presenting a
revocation procedure based on the BIP32 standard, which can
be efficiently implemented and addresses a key challenge in
decentralized systems. As for distributed settings, the authors
of [42] present the design of a HKD protocol for DL-based
threshold cryptosystems, and the scheme by [43] enhances
ARKG by allowing the reconstruction of private keys in dis-
tributed settings, though they suffer from high communication
or verification costs, respectively. Due to the great interest in
HKD for blockchain applications, similar schemes are under
study for post-quantum contexts, while the creation of implicit
certificate schemes seems more uncertain [17]. [44] introduces
alternative security definitions for ARKG, focusing on secure
instantiations from KEMs and standard signature schemes,
with an emphasis on post-quantum security. To the best of
our knowledge, HKD have not been previously applied to the
context of PKI-based communications, certificate management
and vehicular networks.

VIII. CONCLUSIONS

We proposed a novel protocol for communications based
on pseudonyms with low network costs for authenticated mes-
sages and certificate management operations, including revoca-
tion. Our work can be applied to V2X communications, where
network costs represent major bottlenecks, and represents a
novel application of hierarchical deterministic homomorphic
key derivation schemes for distributing conditionally unlink-
able pseudonym certificates. Previous works on hierarchical
key derivation schemes do not consider the application to ve-
hicular networks, nor the problem of certificate revocation. Our
solution can be used to design scalable and efficient vehicular
credential management systems that meet the requirements
of V2X communications. We demonstrated that our approach
significantly reduces network overhead by removing the need
for linkage values in all V2X messages, while supporting
efficient revocation at constant network costs. The higher
computational costs for key management operations are still
affordable in practice, and there is no computational overhead
for securing communications, all under the same cryptographic
assumptions of current standards. Future work includes the
evaluation of further optimizations to allow even more efficient
certificate management, such as using implicit certificates, and
application to future V2X communication protocols based on
post-quantum cryptography.
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