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ABSTRACT

The evolution and widespread adoption of virtualization, service-oriented architectures, autonomic comput-
ing, and utility computing have converged, giving rise to Cloud Computing, which enables the on-demand
delivery of software, hardware, and data as services. As Cloud-based services become more numerous and
dynamic, developing efficient service provisioning policies is increasingly challenging due to the impact
of estimation errors in the operating parameters of applications such as execution time or request rate for
each application and for each service. In this paper, we take the perspective of Software as a Service (SaaS)
providers which host their applications at an Infrastructure as a Service (IaaS) provider. Each SaaS needs
to comply with quality of service requirements, specified in Service Level Agreement (SLA) contracts with
the end-users, which determine the revenues and penalties based on the achieved performance level. SaaS
providers should maximize their revenue and minimize their cost by deciding how many VMs for each
class (reserved, on-demand or spot) are to be used, while IaaS must decide the price of VMs in order to
maximize his revenue. The problem is modeled using a Generalized Nash Equilibrium Problem (GNEP).
The uncertainty in the application parameters, that are not known until run time, is specifically addressed
in this paper using a cardinality-constrained robust optimization approach to formulate a robust version of
the SaaS problem. Furthermore, we propose a best-reply algorithm to identify a robust GNE, ensuring that
the solution remains feasible even under the worst-case scenarios of uncertain parameters. An analytical
model is developed to derive the equilibrium. For validation, the analytical model results are compared with
simulations that reflect real situations, characterized by more realistic parameter distributions and limited
buffer capacities.

INDEX TERMS Cloud market pricing, Generalized Nash Equilibrium, Robust game, Microservice-based
applications.

l. INTRODUCTION

Web application architecture is evolving from traditional
monolithic, multi-tier models to more agile, loosely-coupled
microservices (MS) [1]]. Gartner [2] predicted that by 2025,
over 90% of new digital applications in large enterprises will
be developed using MSs.

MSs architecture offers numerous advantages, including
faster delivery, enhanced scalability, and reduced develop-
ment and maintenance costs. By decomposing applications
into smaller, independent services, each typically running in
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its own container, MSs provide flexibility and modularity,
making it easier to scale and maintain complex systems
[1]. This architecture is particularly beneficial for large-
scale software systems. By decoupling applications into
dozens or hundreds of services that interact via lightweight
communication protocols, organizations can quickly respond
to business demands, achieve fault isolation, and simplify
deployment and maintenance. However, the complexity of
interactions between services can exacerbate traditional soft-
ware engineering challenges such as configuration tuning,
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operational complexity, and performance management [J3].

Ensuring performance guarantees in MS-based applica-
tions is crucial due to their distributed nature and their
impact on user experience and business operations [4]. Many
businesses operate under Service Level Agreements (SLAS)
that include performance metrics like response time [S], [6]].
Failure to meet these metrics can result in financial penalties
and damage to reputation, especially in critical industries like
finance and healthcare, where high performance is essential
to maintaining uninterrupted operations [3]], [6[], [[7]].

As the number of MSs grows, maintaining performance
and troubleshooting becomes increasingly difficult. Resource
orchestration involves creating software containers on cloud
infrastructure nodes. These containers provide isolated envi-
ronments for running MSs within Virtual Machines (VMs).
Scalability is a key feature of MSs architecture, allowing
applications to efficiently handle increases in user base, data
volume, or transaction rates. MSs enable independent scaling
of each service, allowing for dynamic resource allocation
that meets varying demands cost-effectively. Optimal orches-
tration solutions are needed to manage resources efficiently,
avoid over-provisioning, and minimize costs [1]], [6].

In a cloud computing ecosystem, SaaS (Software-as-a-
Service) providers deliver application-level services to end-
users, such as customer relationship management, enterprise
resource planning, or streaming services. These applications
rely on underlying computational resources to process re-
quests, manage data, and ensure service quality. On the other
hand, TaaS (Infrastructure-as-a-Service) providers supply the
foundational infrastructure, including VMs, storage, and net-
working capabilities, that SaaS providers leverage to host and
run their services. In the modern cloud ecosystem, MS-based
software is increasingly offered as a service under the SaaS
model [2]. In this paradigm, applications are available over
the web, providing Quality of Service (QoS) guarantees to
end users [8]].

In our work, we focus on QoS to develop a solution that
ensures high-quality service delivery. Specifically, we aim to
keep the response time of MS requests below specific thresh-
olds, which vary for each service within the application. In
the SaaS-laaS paradigm, IaaS providers offer various types
of VMs, including spot instances, which are cost-effective
but have limited availability. SaaS providers often compete
for these spot instances to minimize costs [9].

Developing efficient service provisioning policies is a sig-
nificant challenge in cloud research, critical to the overall
efficiency of the framework [[10]—[/12]]. In this context, game
theory provides valuable insights into service provisioning
[[13]], [14]], with applications in resource management, pricing
[[15]l, [16], and competition among providers [17]—[20]. One
widely used concept in game theory is Nash Equilibrium,
where no player can benefit from changing their strategy if
others’ strategies remain unchanged.

In this work, we consider the perspective of SaaS providers
hosting applications on an IaaS platform. Each SaaS provider
aims to maximize profit while adhering to QoS requirements
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specified in SLAs with end users. These SLAs determine
revenues and penalties based on performance levels. Profit
for a SaaS provider is calculated as the revenue from SLAs
minus the costs of using laaS resources. However, SaaS
providers compete selfishly for these resources, while the
IaaS provider seeks to maximize its revenue.

To model the behavior of SaaS and IaaS providers in this
competitive scenario, we employ the concept of Generalized
Nash Equilibrium (GNE) [21]], an extension of the classical
Nash Equilibrium. However, traditional GNE models often
assume that critical parameters, such as service rates and
execution times, are known and remain fixed. While this
assumption simplifies the mathematical formulation, it can
lead to suboptimal or impractical solutions when applied to
real-world systems, as these parameters are often subject to
variability and uncertainty [22]. To address this challenge, we
model the problem as a Robust Game, accounting for uncer-
tainties in key parameters derived from future predictions and
runtime monitoring. By incorporating these uncertainties, we
aim to develop a robust solution that remains effective even
under worst-case scenarios. To the best of our knowledge,
the problem of ensuring stable performance even in presence
of workload estimation errors is a rather novel problem that
has seldom been addressed in literature. The approach to
model uncertainty using the number of wrongly estimated
parameters is a unique and original contribution of this study.
In summary, the main contributions of this paper are as
follows:

e« We propose a model to capture the interaction be-
tween laaS and SaaS providers as a Generalized Nash
Equilibrium Problem (GNEP). In this framework, SaaS
providers bid and compete for infrastructural services,
while the [aaS provider determines the quantity and
pricing of spot VM instances allocated to the SaaS
providers application services.

o We formulate a robust GNEP model to mitigate the
impact of uncertain parameters in the SaaS problem
and we propose a best-reply algorithm to solve this
game. The robust GNEP model relies on a cardinality-
constrained robust optimization approach as in [23]].

o We validate the effectiveness of the proposed analytical
model using a simulator. Our tests encompass several
scenarios to demonstrate the robustness of the approach.
In particular, we consider also lognormal distributions
with high variance and we take into account the pres-
ence of finite-size buffers and timeouts in the request
service model, as it is common in real cloud applica-
tions. Under these realistic conditions, we demonstrate
how performance is affected depending on the different
levels of robustness.

The remainder of this paper is organized as follows: Sec-
tion [ discusses related works. Section [[I] introduces the
system model and defines the problem. Section[[V]formulates
the Robust Game. Section [V]proposes a best-reply algorithm
to solve the game. Experimental results are discussed in
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Section while conclusions are finally drawn in Section

VI

Il. RELATED WORK

Game Theory has been applied to numerous problems in
this context. Comprehensive studies on incentive approaches
for resource management in cloud are presented in [24]]
and [_25]], grounded in artificial intelligence, game theory,
and blockchain to foster an economically sustainable cloud
ecosystem. It delves into various incentive mechanisms de-
signed to optimize resource allocation in cloud environments,
addressing challenges such as resource wastage, load balanc-
ing, and QoS violations. Recently, a utility model has been
used to examines QoS as a key factor in the equilibrium
between users and service providers in [26]]. It introduces
reputation cost to balance short-term and long-term revenue
for providers. Using incomplete information evolutionary
equilibrium theory, the paper establishes utility functions and
a utility game for both parties. It identifies a balanced QoS
solution where strategy changes result in utility loss. Finally,
it presents a QoS optimization algorithm to achieve a near-
optimal solution that balances user satisfaction and provider
profit. Similarly, [27] investigates a hierarchical resource al-
location scheme to provide high-quality computing services
to end users while balancing the benefit requirements of
all participants in the cloud-network convergence service
system. The problem is formulated as a two-layer Stackel-
berg game, including a cloud-edge subgame and an edge-
end subgame and a backward induction method is used for
game analysis, proving the Stackelberg equilibrium. Convex
optimization is employed to derive the optimal resource
price response function for the edge layer and the optimal
offloading response function for end users. A gradient-based
dynamic pricing algorithm is designed to achieve optimal
pricing in the cloud and optimal resource requests in the edge
layer.

Moreover, efficient resource management for Al appli-
cations continues to be a major challenge, as it requires
balancing dynamic resource demands and ensuring high
performance in the computing continuum. To address this
challenge, [28] introduces a design-time tool that uses a
Mixed Integer Non-Linear Programming (MINLP) model to
optimize resource selection and component placement for
Al applications. This approach addresses the pre-deployment
phase and focuses on optimizing execution costs and perfor-
mance constraints. By utilizing various heuristic algorithms,
the tool explores different deployment alternatives, ensur-
ing efficient resource allocation within the continuum based
on performance and technological constraints. In contrast,
[29] employs a Stackelberg game model to optimize real-
time resource allocation in Mobile Edge Cloud (MEC). This
approach models the interaction between a leader (MEC
platform) and followers (mobile users), aiming to balance
the platform’s resource provisioning and users’ computa-
tional demands. The game-theoretic framework facilitates
a dynamic resource allocation strategy that adapts to the
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changing demands of users and Al applications. Likewise,
authors in [30]] introduces the RLPRAF framework, which
leverages reinforcement learning (RL) to proactively allo-
cate cloud resources, optimizing resource provisioning and
management in real-time. Unlike reactive systems, RLPRAF
anticipates future resource demands based on historical data
and workload predictions, reducing Service Level Agree-
ment (SLA) violations and improving response times. By
continuously learning from the dynamic cloud environment,
the framework adapts to changing workloads and adjusts
resource allocation in real-time, ensuring efficient resource
utilization. The proposed system aims to enhance cloud
service delivery by minimizing operational costs, improving
resource efficiency, and maintaining high-QosS.

Unlike the aforementioned literature focusing on QoS,
some works emphasize improving social welfare. For exam-
ple, authors in [16] proposed a Dynamic Combinatorial Dou-
ble Auction model to enhance social welfare and resource
utilization, where the service providers and cloud users bid
for various resource combinations dynamically. They used
a greedy approximation method for winner determination
and a truthful payment scheme to handle the complexity
of combinatorial auctions. The model is proven to be ap-
proximately efficient, incentive compatible, individually ra-
tional, and budget-balanced, ensuring fairness and balanced
resource allocation while considering both parties’ interests
and resource scarcity.

Some works consider a multiple-IaaS system, such as
[31] that presents a resource allocation service aimed at
optimizing user requests for cloud resources across multiple
TaaS providers. The proposed platform acts as a broker,
offering resource scheduling services based on an SLA that
includes reliability, processing, and trust. This approach en-
ables handling diverse user requests, better aligning with user
needs, reducing scheduling costs, and avoiding QoS viola-
tions. Likewise, authors in [32] focused on preventing QoS
violations, rather than reacting, for managing dynamic in
multi-TaaS applications. They introduced capacity allocation
algorithms designed to minimize execution costs while meet-
ing average response time through joint load balancing and
receding horizon capacity allocation techniques for handling
multiple request classes. Differently, as the starting point of
this paper, authors in [33]] considered a GNEP for service pro-
visioning, taking the perspective of SaaS providers hosting
their applications at a single IaaS provider. They proposed
two solution methods based on best-reply dynamics, proving
their convergence to a generalized Nash equilibrium in finite
iterations, and developed a distributed algorithm for runtime
IaaS resource allocation among competing SaaS providers.

Unlike most studies that assume the resource demands are
given in advance, this assumption may be unrealistic because
the exact resource demands of a request implementation are
unknown until it is completed [34]]. There are a few other
studies that considered the uncertainty of the other metrics
for service provisioning and resource allocation such as
computing resource, execution time, throughput. For exam-
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ple, [35] addresses the dynamic nature of resource demands
during execution and aims to optimize resource allocation
in mobile edge computing networks to maximize network
service provider profit. It tackles the robust service function
chain placement (RSFCP) problem under uncertain resource
demands, formulates it as a Quadratic Integer Program-
ming (QIP) problem, proves its NP-hardness, and develops
a near-optimal approximation algorithm using the Markov
approximation technique. To address the uncertainty in the
task offloading process in 5SG environments, the authors in
[36]] considered both resource consumption and task reward
uncertainties. They developed a multi-armed bandit-based
online learning algorithm, demonstrating that its regret and
violations are bounded sub-linearly.

In contrast to the aforementioned studies, in this paper
we study service provisioning problem in cloud systems
under the assumption that both execution time and service
rate of each request are affected by uncertainty and propose
a cardinality-constrained robust optimization approach to
ensure the solution remains feasible even under the worst-
case scenario of these uncertain parameters. To the best of
our knowledge, none of the literature so far considered such
uncertain parameters for service provisioning in the cloud.

lll. PROBLEM STATEMENT

In this section, we present the problem and assumptions
addressed in this paper. For the sake of clarity, the relevant
symbols of the proposed model are summarized in Table [T}
In particular, we consider SaaS providers that offer multiple
applications built through MSs. The hosted applications can
be heterogeneous in terms of resource demands, workload
intensities, and QoS requirements. We denote the set of
SaaS providers by S, the set of applications of all the SaaS
providers by A and the set of applications offered by the j-
th SaaS by A;. Each application a € A; is built through
multiple MSs (e.g., login, browse, buy, etc.) and M, denotes
the set of services supported by application a.

For each MS m € M,, an SLA contract is established
between the SaaS provider and its end users which is a
commitment, detailing specific aspects of the service such
as quality, availability, and responsibilities. These terms are
mutually agreed upon by both the service provider and the
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service user. In our framework, this contract specifies SLA
levels which determine the per request revenue (or penalty)
and it is expressed in terms of average response time R, .
A threshold Ra,m is established so if the response time of
a request exceeds this threshold, then the SaaS will pay a
penalty Vg .

In the following, we will consider the run-time resource
provisioning at a single IaaS provider. MSs, running in
containers, are hosted in VMs, which are dynamically instan-
tiated by the IaaS provider, and multiple VMs implementing
the same MS can run in parallel.

Each SaaS provider must determine the optimal number
of VMs for each application, performing resource allocation
based on predictions of MS workloads. The prediction and
control, specifically starting and stopping VMs, are per-
formed periodically with a time interval 7". The interval T can
range from a few minutes to one hour (e.g., for providers who
bill VMs on hourly basis). The SaaS needs also an estimate of
the future performance of each VM in order to determine ap-
plication average response time. In the following, we model
(see [Figure 1)), as a first approximation, each microservice
as an M/G/1 queue in tandem with a delay center [37]], as
done in [38[]-[40]. We assume (as common in microservice
based systems and containerized systems [41]) the requests
are served according to the processor sharing scheduling
policy . As discussed in [39], the delay center allows to
model network delays and/or protocol delays introduced in
establishing connections, etc. Performance parameters are
also continuously updated at run-time (see [39] for further
details) in order to capture transient behavior, VMs network
and I/O interference [42], and performance time of the day
variability of the considered Cloud provider [43]]. User ses-
sions begin with a class m MS request arriving from an
exogenous source with rate /~Xa7m. The analysis of actual e-
commerce site traces (see for example [44]) or cloud-based
applications [45], [46] has shown that Cloud application
workload usually follows a Poisson distribution, hence we
assume that the exogenous arrival streams are Poisson pro-
cesses. The MS request either returns to the system as a class
m request with a probability p,, .- or it completes with
probability 1 — 3, M, Pm.i- For éxample, consider a user
on an e-commerce website, she/he will continuously sends
requests to the server, for instance at first a login request, then
with a certain probability she/he will may buy something (a
buy request) or just search some product (a browse request).
This probability depends from the starting and final type of
the request, for example if the user sends a logout request
then the probabilities are piogout,m = 0 Vm € M, and
the process completes with probability 1. Let /~\a7m denote
the external rate of arrivals for the microservice m requests,
Ao = ZleMa Ao iDim + Aa,m, where A, ,,, denotes the
aggregate rate of arrivals for the microservice m (see Figure
[T). Note that, for simplicity and clarity, we assume that the
terms ]\a,m and ) leM, Aq.1p1,m are implicitly embedded in
A m- As such, these terms are not explicitly referenced in the
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remainder of the paper. Multiple VMs can run in parallel to
support the same MS. In that case, we suppose, for the sake of
simplicity, that the running VMs are homogeneous in terms
of RAM and CPU capacity and the workload is evenly shared
among multiple instances (see Figure [I)), which is common
for current Cloud solutions [47]).

For the IaaS provider we consider a pricing model similar
to the one previously adopted by Amazon AWS and Mi-
crosoft Azure [9], [33]], [48]]. The IaaS providers offers are
as follows:

1) reserved VMs: SaaS providers apply for a one-time
payment for each instance they want to reserve.

2) on demand VMs: allows SaaS to access computing
capacity without long-term commitments.

3) on spot VMs: spawned by a possible unused IaaS ca-
pacity and for which SaaS providers bid and compete.

We denote with p the time unit cost of reserved VMs. The
on spot cost o is set by the IaaS provider and fluctuates
periodically depending on the IaaS time of the day energy
costs and also on the supply and demand from SaaS for
on spot VMs [49], it could be smaller or larger than p.
Indeed, SaaS providers compete for the use of on spot VMs
specifying the maximum cost &; they are willing to pay per
instance hour. The TaaS can also decide not to allocate any
on spot instance to a SaaS. Finally, we denote with  the
cost for on demand VMs, 4 is strictly greater than p, and
we assume o; < g¢;p for all j, with ¢; < 1. Indeed, since
the TaaS provider can arbitrarily terminate on spot instances
from a SaaS resource pool [49], no one is willing to pay for a
less reliable resource a time unit cost higher than on demand
instances that provide a higher availability level. We denote
with 7); the maximum fraction of resources allocated as on
spot VMs for SaaS j € S to allow a reasonable reliability
for every application a. Finally, the number of reserved VMs
for each SaaS provider j, denoted by 7, is guaranteed to
access through on-time payment, while the total number of
VMs available at the IaaS cloud service center is denoted by
N.

The goal of SaaS provider j is to determine the number of
reserved r,, on demand d,,, and on spot s, VMs every hour to
be devoted to the execution of all A; applications, in order to
minimize the operating costs and, at the same time, to satisfy
the prediction A, ,,, of the arrival rate of the microservice m
exposed by application a € A;. Let us denote with p4
the maximum service rate for the microservice m requests
of application a. If the workload is evenly shared among the
VMs, then the average response time for the execution of the

microservice m requests is given by:
1

Ha,m ) (1)

o Z Xa,l
a,1(Tatdatsa
lem, Ha,i (T Sa)

where D, ,, denotes the queuing network delay (see Fig-
ure EI) and we further assume the VMs are not saturated (i.e.,
the equilibrium conditions for the M/G/1 queues hold,

D lem, % < 1). Xq,m is the throughput (ac-

E [Ra,m] = Da,m +
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ceptance rate) for microservice m of the application a and
we have X, ,, < Agm, because SaaS providers can decide
of accepting or rejecting microservice requests to minimize
costs (trade-off between platform cost and rejection penalties
[40]), assuming that such decisions are taken according to
some independent and identically distributed (i.i.d.) proba-
bilistic law. SaaS providers may incur in penalties v, ,, > 0
upon rejection of request executions of the microservice m.
To guarantee a minimum availability, SaaSs have to satisfy a
minimum throughput A, ,,.

It is important to note that, parameters (g m, Dq,m and
Aq.m are subject to uncertainty, as they are derived from
predictions of future requests and run-time monitoring [22],
[33], [48]]. Therefore, we assume that the realizations of these
parameters lie within a symmetric interval around a nominal
value. The main goal of this work is to find a solution that
remains feasible even under the worst-case realization of
these parameters.

IV. ROBUST GAME FORMULATION

In this section, the robust game formulation is presented.
First, we model and analyze the SaaS problem in Sec-
tion Then, we provide the robust formulation of the
SaaS Problem subject to I'-Robustness in Section [[V-B
Finally, Section [[V-C|presents the IaaS problem formulation.

A. SAAS PROBLEM
Each SaaS provider j aims to minimize its cost function:

oin Z pra+0dg + 05 +T Z Va,mYa,m

a€A; meM,
where

yan’n Z Aa,m - Xaq,m
The variable y, ., represents the rejection rate for the mi-
croservice m included in application a. The cost function
includes the fees requested by the IaaS for instances used
while the last term represents the penalties incurred when
requests are discarded. It is the sum over all the services of
the application a of the penalty costs v, Yq,m multiplied by
the time control horizon, e.g., T = 600 seconds. Note that
o and s, are IaaS variables (see Section hence, they
could be deleted from the objective function of the SaaS since
they are constants for it but we will keep them just to quantify
the overall cost for the SaaS.

Let us consider now the SaaS constraints. The first con-
straint ensures that the response time of each MS m in
application a, given by (1)), is lower than the threshold R,
established in the SLA contract. We denote with:

and  y,m > 0.

Aa,m = Ra,m, - Da,m~
Ag,m is the maximum response time allowed for microser-
vice m of application a. Since the threshold R, ,,, must be
always greater than the queuing network delay D, ,,, we get
Aq,m > 0 and if we replace E [R, ] in (I) with Rmm, we
have:
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1

Aa, > Ha,m
’ - 1— Xa,l
leMg

Then, after some manipulations, we have
A X 1
Aa,m _ a,m a,l Z
("’a +do + Sa) lEM, Ha,l Ha,m

Fa i (Fa+da+tsa)

)

that is equivalent to

Aa,m,ufa,m -1 > Aa,m Xa,l
Ha,m - (Ta + do + Sa) lEM, Ha,l
Finally, we can obtain:

A X,
Ta + da + 5q > |:A a,mbam ] ol
a,mMam — 1 1eEM, Ha,l
Va € Aj,Ym € Mq. (2
The second constraint guarantees that resources are not
saturated, i.e. the equilibrium condition for the M/G/1
queues:
X
rq + da + Sa > Z L
meMgq Ha,m
The other constraints are:

Va € Aj. 3)

Xa,m = Xa,m Va € Aj,Ym € M, “4)
Ya,m + Xa,m > Aaym Va € Aj,Ym € M, ©)

D ra<y ©)

a€A;

D (ratda) SN=3 sa ™
acA acA

G5 < gjp ®)

Sa < (g + da) Va € A, ©

J
Ta,da,3a, Xa,msYa,m >0 Va € Aj,Ym € M, (10)

Constraints state that the throughput is greater than
or equal to the minimum throughput guaranteed by the
SaaS. However, since in our model the predicted workload
is affected by uncertainty, the predicted throughput could
turn out to be greater than A, ,, for some realizations (con-
straints (§)). For this reason, we imposed Y, ., > 0 in (I0).
Constraint (€) imposes that the sum of the reserved VMs
to allocate to all the applications cannot be greater than the
quantity established by the contract. Constraint entails
that the allocated VMs are less or equal to the maximum
number offered or guaranteed by the IaaS provider, note
also that this constraint is a link between different SaaSs.
Constraint (§)) defines an upper bound for the price the SaaS
7 is willing to pay to the IaaS for on spot VMs. Finally,
constraints (9) is introduced for fault tolerance reasons: since
the on spot VMs can be terminated by the IaaS at each instant,
it guarantees that the on spot instances are at most a fraction
n; < 1 of the total capacity allocated for application a at
[aaS.

Notice that the variables &; and 5, are not included in the
SaaS objective function but they have a fundamental role in
the TaaS problem. Moreover, they are used in the variant of
the SaaS problem involved in the best reply algorithm used to
reach the GNE of the game, we will go deeply into this topic
in Section[V]

6

System parameters

S Set of SaaS providers

A Set of applications of all the SaaS providers

Aj Set of applications of the SaaS provider j

Ma Set of MSs provided by application a

Aa,m Opverall prediction of the arrival rate for m € M,

Aa,m The external rate of arrivals for the microservice m requests
Aa,m Minimum arrival rate to be guaranteed for m € M,

Ka,m Maximum service rate for executing m € M,

Dam Queueing delay for executing m € M,
Ram Average response time threshold for m € M,
Rom Average response time for m € M,
The probability that an incoming request m return to the

Pm.m’  gystem as request m’

Va,m Penalty for rejecting a single request of m € M,

P Time unit cost for reserved VMs

é Time unit cost for on demand VMs

@ Maximum fraction of reserved VMs price for on spot VMs
i

price that SaaS provider j is willing to pay
w VM time unit energy cost for laaS provider
Maximum fraction of total resources allocated as on spot VMs

i for SaaS provider j
N Maximum number of VMs that can be executed at IaaS
75 Maximum number of reserved VMs for SaaS j
T Control time horizon
SaaS Decision Variables
Ta Number of reserved VMs used for application a
dg Number of on demand VMs used for application a
5q Number of desired on spot VMs for application a
Xa,m  Throughput for m provided by application a
Ya,m Rejection rate for m provided by application a
0 Time unit cost threshold for SaaS j for on spot VM instances

TaaS Decision Variables

Sq  Number of on spot VMs used for application a
o Time unit cost offered for on spot VM instances
2 1 if TaaS gives on spot VMs to SaaS j; 0 otherwise

TABLE 1: Parameters and decision variables.

Notice that Ry, > Do and Ra . > 1/pam, i€
the QoS threshold need to be higher than the queueing
network delay D, ,,, and MS requests service time 1/ 4 .
Thus, we can assume that Ry m > Do + 1/fta,m, i-€.
A mpam — 1 > 0. As a consequence, AA‘””& > 1
holds and constraint (2) is stronger than constraint (3 b which
can be dropped from the model. Hence, the constraint (2))
ensures both the response time is lower than the threshold
and the resources are not saturated.

Finally, we note that variables r,, d, and s, are assumed
to be continuous instead of integer, as in reality they are,
since requiring integer variables makes the solution much
more difficult (NP-hard). However, if the optimal values of
the variables are fractional and they are rounded to the closest
integer solution, the gap between the solution of the real
integer problem and the relaxed one will be very small (see,
e.g., [33[).

B. ROBUST SAAS PROBLEM

As we already mentioned in Section parameters [iq .,
Dy and A, ., are subject to uncertainty and may vary
unpredictably. Traditional deterministic optimization ap-
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proaches can lead to infeasible solutions when such vari-
ations occur. To address this problem, we follow the so-
called cardinality-constrained robust optimization approach
developed in [23]]. This approach provides a structured way
to deal with uncertainty by assuming that at most I" uncertain
parameters can simultaneously deviate from their nominal
values. In other words, instead of considering every possible
realization of uncertainty (which may be overly conserva-
tive), we define a robustness budget I' that limits the number
of uncertain parameters that can change simultaneously. This
approach effectively balances robustness and optimality, so
that by choosing an appropriate value for I', we control the
level of protection against uncertainty while avoiding exces-
sive conservatism. This approach also allows for a tractable
reformulation of the constraints containing uncertain param-
eters. Using results from linear programming duality, it is
possible to express robust constraints as a system of linear
inequalities with additional auxiliary variables. This ensures
that the resulting robust formulation remains solvable using
standard optimization techniques. Specifically, if we define
the uncertain parameters B = (B ) as follows:

Aa,mﬂa,m

(1 - Aa,mua,m)ﬂa,l
then the SaaS problem can be written as:

l
By oy =

Va € A;,Vl,m € M,

min Z Pra + 0dg + 080 +T Z Va,mYa,m (Pla)

X,ymdaeAj meM,
subject to
ra+da+Y . Bl ,Xe1>—5a Va€A;VmeEMa (Plb)
lEMq

Xam 2 >\a,m VYa € Aj,Vm € M, (Plc)
Ya,m + Xam > Nam Va € Aj,Vm € M, (P1d)
> ra<Ty (Ple)
a€A;
D (ratda) SN= sa (P1f)
acA acA

75 < gp (Plg)
Sa < 1 W (rg + da) Va€A;  (Plh)

— 7
Ta,da,3a, Xa,msYa,m > 0 Va € Aj,Ym € Mg (P1i)
Since uncertain parameters A, ,, are present only in
the right-hand-side of (PId), the robust version of con-
straint (PTd) is simply
Yam + Xagm = AG
where

Va € A;,Ym € M,,

A = max A
a,m
G Naym€Vaym

is the worst-case value of A, ,,, over the uncertainty set Vg .
We now consider the uncertain parameters B’ . We as-
sume that each B!, = takes value in a symmetric interval

Bl 3y Rl 3
|:Ba,m - Ba,mﬂ Ba,m + Ba,m]
defined by a maximum deviation Bi)m from a nominal value

B! .. Moreover, for any a € A; and m € M,, we assume
that at most I" parameters Béym can deviate from the nominal
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value at the same time, where I is a given positive integer.

We denote the vector By, = (B, ), , and

Ua.m ::{Ba,m : 3~ C M, such that |y| < T,
B(lz,'m € |:B¢ll,m - Btlz,'nn Bi,m + B(lz,mj| vi € Y

Bl =Bl Vi ¢q}
the uncertainty set corresponding to constraint (P1D).
The robust version of constraint requires that it holds
for any realization of parameters B, ,, in the uncertainty set
Ua,m. 1.e., the inequality

e +dg +  min
Bo,m€Ua,m

> Bl Xaip>=—sa (1)
leM,

holds for any ¢ € A; and m € M,. Due to the definition
of the uncertainty set U, ,,, the values of thm can be
decomposed into a nominal part (the one that contributes to
the first sum) and an uncertain part (the second sum) that

must be minimized. Hence, (TT) is equivalent to

ratda+ > Bl Xay
leM,

+ min

_Bl X > —5,- 12
yCMyg: |y|<T Z( a,m) Lo =S (12)

ley
The minimization problem in can be equivalently written
as the following binary linear programming problem:

my%n Z (_Eé,m)Xa,lué,m
leEMq
s.t. Z /U‘il,,m <Tr
leEMa
Ug,m € {0,1}
The latter problem is equivalent to a knapsack problem
where all variables have unit weights. Hence, it is equivalent
to its continuous relaxation

vVie M.

: Rl l
m;l’l Z (7Ba,m)Xa,lua,m
leMg
sty b, <T
leMg

0<ul,, <1 Vi€ M.

The Linear programming duality theory guarantees that
the optimal value of the latter problem is equal to the optimal
value of its dual problem, i.e.,

(23}

m%x |:—Faa,m —

3 Bé,m}

leMg
st. Qaym + B m = Bl Xy Vi€ M,
ag,m >0
Bhm >0 Vi€ M.

Hence, inequality (I2) is equivalent to

max |:_FOla,m_ Z ﬁ(lz,m:|

ca,mtBh 2B Xa VIEM, leM,q
Qag,m >0
BL >0 VIEM,
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+7q +da + Z Bé’mXu,yl Z —Sa-
lEMq
Since the operator max is redundant in the latter inequality

due to the sign >, the robust version of constraint (P1D) is
equivalent to the following system of linear inequalities:

ra+da+Y Bl Xai—Taam—> Bbm>—sa (13
leEMg leEMq

Qa,m + ﬁzlz,'m > B(ll,nLXaJ vie M, 14
Qa,m >0 (15)
Lm >0 VIiEM, (16)

Therefore, the robust version of the SaaS j problem can be
formulated as follows:

min Z pra +0dg +0sq +T Z Va,mYa,m (P2a)
a€Aj meMgq
subject to:

ra+da+ Y Bho,Xay

leMg
—Toam =Y Bhm>—5a VYa€A;Vm,le My (P2b)
leM,
dam + Bh o > Bl Xay Ya € Aj,¥m,l € My  (P2c)
Qa,m =0 VYa € Aj,Ym € M,  (P2d)
L >0 Va € Aj,Vm,l € Mg  (P2e)

Xa,nL Z >\a,7n
Ya,m + Xa,m Z A;m

Va € Aj,Vm € M, (P2f)
Va € Aj,Ym € Mo (P2g)

> ra<y (P2h)
a€A;

D (ratda) SN=3 sa (P2i)
acA acA
5; < qjp (P2))

§a§ 1?7] .(Ta“!‘da)

J
Ta,da, 8a, Xa,m» Ya,m > 0

VaeA;  (P2K)

Va € Aj, VYme M,  (P2D)

Constraints (P2b)-(P2¢) represent the robust reformulation
of constraint (PTB), where the uncertain parameters B, , are
decomposed into a nominal part (B(lhm) and an uncertainty
part (Bém). This reformulation expresses constraint
as a system of linear inequalities, enabling the incorporation
of uncertainty in a structured and tractable manner. The
remaining constraints are equivalent to constraints (@)-(T0)
as described in detail in Section [[V-A] Therefore, the robust
version of the SaaS problem is a linear programming problem
and can be solved effectively by commercial solvers, such
as Gurobi [50]. However, the [aaS problem, as detailed in
the following section, is formulated as a MINLP. Due to
the inherent complexity of this problem, Gurobi struggles
to scale effectively, often requiring several days to solve
large-scale instances. Consequently, Gurobi was not used
as a benchmark for evaluating the quality of our proposed
solution.

C. IAAS PROBLEM
The TaaS goal is to maximize its revenue of the on spot mar-
ket, hence it must solve the following optimization problem:

8

max Z(O’ —w)S, (P3a)
e acA
subject to:

Y sa<N=> (ra+da) (P3b)
acA acA
o> w (P3c¢)
o—0; < M(1-z) Vjes (P3d)
5’j70'§MZj V]GS (PS@)
Sq < 347 VieS, Vae A; (P3f)
$q >0 Va € A (P3g)
z; €{0,1} VjesS (P3h)

To reach the goal, IaaS has to periodically set the price ¢ for
on spot VMs, taking into account the energy cost w (P3a).
Moreover, it has to decide the number s, of on spot VMs to
allocate for the execution of any application a.

Constraint (P3b), shared with all the SaaS providers, en-
tails that the total number of on spot resources allocated
does not exceed the number of available VMs. Constraint
(P3c) guarantees that the on spot price is bigger or equal
to the energy cost to avoid negative revenue for the laaS.
Constraints (P3d), and (P3f) impose that the on spot
VMs are given to SaaS j if and only if it can pay at least o
for them. In particular, (P31)) guarantees that the on spot VMs
s, allocated for any application a are less than or equal to the
number 5, of desired on spot VMs for its execution.

V. SOLUTION

In this section, we present our solution approach to address
the robust game. First, we propose an ad-hoc algorithm to
solve the TaaS problem in Section[V-A] followed by a general
algorithm for solving the robust game in Section [V-B]

A. SOLVING THE IAAS PROBLEM

The IaaS formulation is a mixed-integer nonlinear program-
ming problem, where the objective function is neither convex
nor concave due to the bilinear term os,. However, the
special structure of the problem makes it possible to develop
an efficient algorithm to find the global optimal solution
(see [48]).

Algorithm [I] starts sorting the SaaS providers so that the
offered prices & are in decreasing order (step 1) and deter-
mines the number Sg,4;; of on spot VMs that the IaaS can
offer (step 2). During the execution of the algorithm, ¢* rep-
resents the optimal price for the TaaS, R* the corresponding
optimal revenue, Ss.;; the total number of on spot VMs sold
by the IaaS, and ¢ is an index to iterate among the SaaSs.
These four values are initialized in step 3. Steps 4-9 find
the optimal price o*. First, the [aaS computes the maximum
number Sy of on spot VMs that it can sell to the first ¢
SaaSs (equal to the minimum between the available capacity
Savail and the total number of on spot VMs requested by the
first ¢ SaaSs) and the corresponding revenue R = & Ssen
(steps 5-6). Then, ¢* and R* are updated accordingly, if
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Algorithm 1: Solving the IaaS problem

1 Sort SaaS providers so that 1y > g9 > --- > as|
2 Sa'uail =N — ZaGA(TU« + da)

// find the optimal price o*
30°"=00,R*=0,S84e1=0,t=1
4 while S, < Sqpair andt < ‘S| do

t
5 Ssell = min {Savail; Z Z Sa}

j=la€A,;
6 R = Ot Ssell
7 if R > R* then

// find the optimal values z* and s*
10 for j € S do

1 if 5; > o* then

12 z]* =1

13 fora € A; do

14 L s* = min {84, Savair }
15 Savail = Savail — 32
16 else

17 zj* =0

18 s5p=0 Vac A

necessary (step 8). While the IaaS capacity is not saturated
(Sseir < Savair) and there are still SaaS providers to consider
(t < |8)), steps 4-9 are repeated; otherwise o* is the optimal
cost. The optimal values of z7 and s; are assigned in steps
10-18 according to the price offered by SaaS providers and
their MS applications requirements.

Notice that the time complexity of Algorithm [I] is
O(max {|S]|log(|S]), |.A|}) because of the sorting at step 1
and the assignment of s, at step 14.

B. SOLVING THE ROBUST GAME
We now present the algorithm to find a generalized Nash
equilibrium of the robust game (Algorithm 2).

In step 1, the price o is initialized as 10% higher than
the cost of the energy. In steps 2-4, for any SaaS provider
J, we solve a variant of the robust problem (]EZI) called
SaaS_minimal_resources[j]:

min Z pra +0dg +0sq + T Z Va,mYa,m (P4a)
a€A; meMg
subject to:

ra+da+ Y Bl Xai

leMg
—Toam =Y Bhm>—5a Va€A;¥m,leM, (Pdb)
leMg
Qa,m + ﬂé’m > B(ll’mXa’l Va € Aj,VYm,l € M, (P4c)
Qa,m 2> 0 Va € Aj,Vm € M, (P4d)
L >0 Va € Aj,Vm,l € Mq  (Pde)
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Xam = Aam Va € Aj,¥Ym € Mq (P4f)

Ya,m + Xam > Ah Va € Aj,Ym e Mg (P4g)
S e < (P4h)
aGAj

D (ratdd) SN— D sa (P4)
acA acA

a5 < qjp (P4j)

5q < Nj (Ta + da) Ya € AJ’ (P4k)

-
ra,da,Sa, Xa,m,Ya,m >0 Va € Aj, Ym € M, (P41)
Sq =0 Va € Aj.  (P4m)

In this formulation, the throughput X, ,, is not a variable
but a parameter imposed equal to Ag ., representing the
minimum arrival rate that the SaaS must process (see (P4)).
Moreover, only the reserved and on-demand VMs are consid-
ered, i.e., all the IaaS variables s, are fixed to 0 (see (P4m)).
The objective of this formulation is to verify that the minimal
arrival rate can be guaranteed: in the positive case we proceed
with the rest of the algorithm (steps 7-27) or else we notify
that there are no sufficient resources (step 29).

If there are enough resources to solve the game (step 6),
then for each SaaS j we set &; as half of the maximum
offer that SaaS j can make (step 8). Then, in step 9, we
solve a second variant of the robust problem @, called
Ideal_SaaS[j]:

min Z pra +0dg + 054 + T Z Va,mYa,m (P5a)
a€A; meMg
subject to:

Ta +do + Z Bé,mxa,l

leMg
—Tagm =Y Bhm>—5a VYa€Aj¥m,l€ M, (P5b)
leMgy
dam + Bh o > Bl Xay Va € Aj,¥m,l € Mq  (PSc)
Qa,m =0 Va € Aj,Ym € M,  (P5d)
Bhm >0 Va € A;,Vm,l € Ma  (PSe)
Xam 2 Aam Va € Aj,Ym € Mg (P5f)
Ya,m + Xa,m > A Va € Aj,Ym e My (P5g)
S ra <7 (PSh)
a€A;
D> (ra+da) SN=Y 54 (PSi)
acA acA
5o < M (ry + dg) Va€A;  (PSj)

j
Ta,da, Sa, Xa,mv Ya,m >0

Va € A;, Vme My (PSK)

This latter problem coincides with (]EI), but the constraint
(P2]) is removed and the variable s, controlled by the IaaS is
replaced by the SaaS variable s,. In other words, the SaaS
aims to compute the best strategy assuming that, for any
application a, the desired number 5, of on spot VMs is equal
to the actual number s, of on spot VMs used.

In step 11, we check if the offer 5; of the SaaS is lower
than the current price o of on spot instances: in the positive

9
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case, we set the number of on spot VMs s, = 0 for any
a € Aj, because it means that the offer of the SaaS is lower
than the current price set by the IaaS.

In step 13, we calculate the total number S of desired
on spot VMs by the SaaS providers which offered at least
o, and in the steps 14-15 we distribute the on spot VMs
proportionally to the availability at the IaaS.

Then, we iteratively solve each SaaS problem (P2) (steps
20-21) and increase the time unit cost threshold &, by 1%
for the SaaS whose desired number of spot instances exceeds
the current number of spot instances and whose offer can be
increased according to constraint (steps 22-23). This
approach seeks to enhance IaaS revenue while satisfying the
SaaS constraints. Then, we solve the Ideal_SaaS[j] problem
to compute the best strategy of SaaS j given the new &; (steps
24-26). Finally, we solve the TaaS Problem (P3) through
Algorithm [l| which considers all the offers coming from
the SaaS providers and establishes the new value of o and
the current number of on spot s, for all applications. This
procedure ends when either all the SaaSs are satisfied in
terms of on spot instances, i.e., s, = 54, or the unsatisfied
SaaSs cannot increase their offer.

VI. EXPERIMENTAL RESULTS

In this section, we present the setting of the parameters
and all the results of the analyses performed to validate
our game approach. In Section we introduce all the
parameters considered. Then, we demonstrate the impact of
the parameter I' on the model results (Section and
analyze the price of robustness and the number of iterations
required to reach the equilibrium in SectionVI-C| We present
the results of a daily analysis in SectiofVI-D| and evalu-
ate the execution time of microservices through simulation
by considering long-tail distributions in SectionVI-E] It is
noteworthy that in our previous work [33[], we compared
the proposed game model (characterized by I' = 0 since
robustness was not a consideration) with threshold-based
policies proposed by the literature [51]-[53]]. These policies
determine the number of VMs to guarantee a specified uti-
lization target, a strategy also implemented by commercial
IaaS providers such as AWS [54] The results demonstrated
that the game approach resulted in superior social welfare
for SaaS (approximately 42% higher Price of Anarchy) and
a more favorable allocation for the IaaS provider, leading to
cost savings of approximately 62%.

A. PARAMETERS SETTINGS

Microservice applications require efficient scalability, low
response times, and dynamic resource allocation to handle
varying loads effectively. To ensure our model captures
these requirements, we set key parameters and randomly
generated instances based on values observed in real-world
microservices deployments, as outlined in previous studies
[4], [32], [55)]. We varied the number of SaaS providers and
microservices, each equally ranging from 5 to 80.

10

Algorithm 2: Game solution algorithm

10=1lw

2 for j € Sdo

3 Solve SaaS_minimal_resources[j]

4 Rounding of the solution

5 N_:ZQGA(Ta+da)

6 if N < N then

7 for j € S do

8 0 = q;p/2

9 Solve Ideal_SaaS[j]

10 Rounding of the solution

11 if 5; < o then

12 | sa=0 Vae A,

13| Stt= S Y 5,

JES: a€A;j
Gj>0

14 | for j € Ssuchthato; > o do

15 $a=.§amin{17 W} Ya € A;
16 continue = 1

17 while continue do

18 continue =0

19 for j € Sdo

20 solve Saa$S problem (P2)

21 Rounding of the solution

22 if 3o € Ajs.t.5, > s4ANDG; < 0 < qjp

then

23 7; = min{1.016;, ¢;p}
24 solve Ideal_SaaS[j]

25 Rounding of the solution
26 continue = 1

27 solve TaaS problem (P3) through Algorithm
28 else

29 L Error : Insufficient Resources

Regarding the microservices parameters, as in [32] ftg ., is
selected randomly between 200 and 400 requests per second
and D, € [0.001,0.05]sec (which is in line with the
traces obtained in real systems [55]]). The total number N
of virtual machine provided by IaaS varied between 100 and
1000. We set the penalty for rejecting requests v, ,, equal to
4.5 x 1075% and 9 x 1075% per rejected request (the latter
value was considered for |S| > 20, since with more SaaS
providers the system is characterised by higher competition
and we obtained too large rejection rates). Since the QoS
threshold an must be higher than D, ,,, and 1/pq ., We
set Ra_,m = 10/pta,m, as in [32] and with values similar to
the ones reported in [4].

We generated two synthetic traces considering real logs
from an Internet website, as shown in Figure[2] where the red
trace represents a spiky day, while the blue trace represents
a smoother, normal day. These traces are characterised by a
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FIGURE 2: Arrivals Traces

bi-modal distribution and are representative of real micro-
services deployments [55]). We randomly picked the peak
loads of these traces and introduced random noise propor-
tional to the load (£10% of the value at time t). In Section
[VI-D] we use these generated traces to monitor the trends of
various quantities, such as the number of VMs used by the
SaaS providers and the response times of microservices, over
an entire day. Specifically, we will simulate the game for each
hour of the day, using different values for the arrival rates of
the microservices. Finally, we set A\, ,,, = 0.8, ,, asin [33].

For what concerns the SaaS parameters, we set 7°; = %%
while ¢; is randomly set between 25% and 90% and 1; =
0.25.

The time horizon T' is set to one hour. p is selected
randomly between 0.015 and 4.00 $/hour and § = 4p. The
energy cost w is selected randomly between [0.05, 0.1] $/hour
based on the cost in Italy in 2022 [56]]. Finally, we randomly
initialize the maximum deviation from the nominal values of
the arrival rate and delay (i1 and D) within the range of 2.4%
to 42% considering the variability that can be achieved by
several estimation methods as discussed in [22]).

To enhance the robustness of the experiments, we gener-
ated 10 random instances using 10 different random seeds.
All the results presented in the following sections are aver-
aged over these 10 random instances. [Table 2] summarizes the
parameter values used in the experiments. These parameters
allow us to model realistic microservice behaviors, including
peak traffic loads, latency-sensitive responses, and elastic
resource allocation, ensuring that our simulation reflects real-
world application scenarios.

B. THE EFFECT OFT

In this section, we show how the SaaSs respond to param-
eter uncertainty by varying the value of I', which controls
the number of uncertain parameters. For this introductory
analysis we consider a particular settings with: |S| = 1,
IMu| =5, =0,...,10 and N = 10 to study the effect of
the deviation from the nominal value of the parameters. The
results, reported in are averaged over 10 random
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Parameters values

|S| 5, 10, 20, 40, 50, 60, 70, 80
Number of apps per SaaS 1

| M| per app 5, 10, 20, 40, 50, 60, 70, 80
N 100, 500

r 0,1,2,34,5

ta,m [200, 400] req/sec

Da,m [0.001, 0.05] sec

Va,m 4.5 X 10708,4.5 x 1075%
7 10

Ra,m m

Aa,m 0.8Aa,m

- 1N

7; 373

T 3600

P [0.015, 4]$/hour

a; [0 25, 0 9]

é

w [0 05,0.1]$/hour

m [0.024, 0.42]psa,m

D [0.024,0.42] D,

TABLE 2: Parameters of experiments.
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FIGURE 3: The effect of T" for |S| = 1.

(b) Rejected requests ratio

instances. shows that enhancing the robustness

of the solution leads to an increase in the number of VMs
requested by the SaaS. Initially, the SaaS rarely instantiates
on-spot and on-demand VMs, preferring to use the available
reserved VMs. As I increases and the reserved VMs reach
7;, the SaaS demands additional resources to protect against
parameter uncertainty, leading to an increased number of on-
spot and on-demand VMs.

Figure [3b] shows the dropped request ratio, which is the
number of rejected requests (i.e., ZaeA] Y msem, Ya,m)
over the total requests A, ,,. Since the minimum arrival rate
Aa,m is equal to 0.8A, ., the dropped request ratio is always
less than 0.2. Note that, the number of VMs and the dropped
request ratio remain unchanged when I' > | M,|.

C. THE PRICE OF ROBUSTNESS

In this section, we perform the analysis of the Price of
Robustness (PoR), that we define, for a particular value of

T, as follows:
ZJGS @F n

e Y M

Zjes @5 0 i | ﬂ|7
where ©; is the objective function (PTa) of SaaS j. This
metric evaluates the losses incurred by the SaaSs at different
levels of robustness compared to the non-robust solution,
averaged over a 24-hour period and 10 random instances.

PoR'=" = n=20,...
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S| M. T'=1 T=2 TI'=3 TI'=4 TI=5

5 5 1.8450 24112 27316  2.9385 3.0881
10 10 1.4577 1.9501 2.4549  3.0075 3.5006
20 20 1.4043 1.7800  2.1215 24280  2.7101
30 30 1.1321 1.2469 1.3530 1.4445 1.5310
40 40 1.1020 1.1942 1.2813 1.3644 1.4422
50 50 1.0794 1.1624 1.2463 1.3324 1.4222
60 60 1.1310 1.2602 1.3965 1.5387 1.6716
70 70 1.1120 1.2206 1.3308 1.4489 1.5697
80 80 1.0984 1.1954 1.2927 1.3937 1.4984

TABLE 3: Price of Robustness, spiky (average values across a 24-hour
period and 10 random instances).

S| |Ma] T'=0 T'=1 TI'=2 TI'=3 TI'=4 TI'=5
5 5 1 5 20 24 26 28
10 10 8 24 38 47 51 55
20 20 2 4 6 10 14 16
30 30 5 9 14 22 25 31
40 40 5 9 12 18 21 24
50 50 6 8 10 15 18 19
60 60 4 4 4 6 8 13
70 70 4 4 4 6 8 12
30 80 4 4 6 10 15 20

TABLE 4: Game iterations, spiky load (average values across a 24-hour
period and 10 random instances).

Results are reported in under spiky traces. Given
that spiky traces represent the most severe scenario and offer
a more comprehensive assessment, while the outcomes for
smooth traces are comparable, we have excluded the latter
due to space constraints.

The average PoR increases with I since, as the protection
levels rise, SaaSs need to allocate more instances and reject
more requests. Regarding |S| > 20, since we increased the
rejection penalty by a factor of 2, SaaS providers strive to
avoid rejections by utilizing more on-demand VMs. This
results in a lower PoR compared to smaller cluster sizes.
Similarly, the number of iterations required to achieve game
equilibrium and the execution time to solve the game tend
to increase with the number of I', as shown in [lable 4| and
respectively.

It is worth noting that, given the high cost of robustness,
SaaS providers should prioritize protecting only the most
relevant microservices, such as the most profitable, the gold
request types, or those most frequently used. Additionally,
it is noteworthy that the execution time for solving a single
problem of the largest scale—i.e., with 80 SaaS instances
and 80 microservices—ranges from approximately 5 to 42
seconds as I" varies from O to 5 (see last row in [Table J),
which demonstrates the practical applicability of our pro-
posed method in real-world scenarios.

D. DAILY ANALYSIS (ANALYTICAL RESULTS)

In this section, we analyze the metrics over a full 24-hour pe-
riod to simulate a real-world scenario where SaaS platforms
must handle requests continuously throughout the day. The
metrics we aim to analyze include the number of allocated
instances, the preemptively dropped requests, the price of
robustness, and the throughput as calculated by the analytical

12

IS| |Ma] I'=0 I'=1 I'=2 I'=3 TI'=4 TI=5
5 5 0.02 006 017 020 021 0.23
10 10 0.18 0.43 066 091 0.9 1.00
20 20 014 033 047 056 068 0.77
30 30 0.57 0.92 1.26 154 218 2.49
40 40 0.89 178 2.64 3.06 306 337
50 50 196 2588 3.51 420 466 555
60 60 170 274 329 418 534 589
70 70 2.03 3.66 870 1061 951 8.17
80 80 564 773 2622 2785 3262 4289

TABLE 5: Average execution time (seconds) to solve the game, spiky load
(average values across a 24-hour period and 10 random instances).

model. We considered up to 80 SaaSs, each with up to 80
microservice{] and adjusted the arrival rate to follow the
patterns shown in Figure [2| over the entire 24-hour period.

First, we analyzed the average total number of VMs used
by the SaaS platforms in both the smooth and spiky scenarios,
depicted in Figure f] As anticipated, the number of VMs
closely follows the arrival patterns, as an increase in job
arrivals necessitates the allocation of additional VMs. More-
over, the number of VMs will increase with I', regardless
of the time of day or the overall load. This is entirely
reasonable, as increasing robustness requires SaaS platforms
to instantiate more servers to safeguard against deviations in
microservice parameters from their nominal values.

Next, we aim to verify whether these observations hold
true for other metrics, such as throughput and the average
number of dropped requests. As shown in the
throughput closely mirrors the arrival rate, in both spiky and
smooth traces. However, it decreases as I' increases. This
decline can be attributed to the fact that higher levels of
robustness require each microservice to utilize more VMs
(see[Figure 4). This leads to increased costs for the SaaS plat-
forms, prompting them to drop some requests. Additionally,
we observe that the difference in acceptance rates between
the highest levels of protection is smaller compared to the
lower values of T'.

As it is shown in the ratio of dropped requests
rises as the SaaS platforms increase their level of protection.
Notably, when robustness is not considered (I' = 0), the SaaS
platforms accept all incoming jobs if the reserved resources
are sufficient or the penalty of rejection is small enough (see
Figures [6f] and [6a). However, as the number of SaaS plat-
forms and microservices increases, the proportion of dropped
requests rises, reaching a peak drop rate during most hours
for higher I' values, and even during peak hours when I" = 0
(see Figures [6g and [6b). As mentioned in Section we
increased N and the penalty for rejection when |S| > 20 to
mitigate high rejection rates. This adjustment allowed SaaS
platforms to once again accept all incoming jobs whenI' = 0
(see [G_H] and . However, as the number of SaaS platforms
and microservices continues to grow, we observe a return to
high drop rates, particularly during peak hours (see|[61] [6d] [6]]

and[6¢).

!Note that in production systems, e.g. at Alibaba [57]], 95% of call graphs,
i.e., application invocation patterns, include at most 80 micorservices
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FIGURE 5: Daily average throughput, considering spiky and smooth load and varying number of SaaSs.

reports the price of robustness during the 24
hours. As mentioned in Section[VI-B] the PoR increases with
T, however, in certain instances, this metric does not strictly
rise with the level of protection. These deviations are due to
the discretization of the number of instances, which is a factor
in the objective function of the SaaS providers.

As can be deduced from the aforementioned figures, even
during peak periods, the behavior remains consistent: in-
creasing the level of robustness leads to an increase in the
average number of VMs used, the mean dropped requests per
second, and the PoR, while the throughput decreases.

It is important to note that, to the best of our knowledge, no
state-of-the-art methods account for the impact of uncertainty
on both the execution time and service rate of each request,
leaving no baseline that incorporates I' as effectively as our
approach. However, our approach enables the quantification
of I' and the associated price of robustness. While increas-
ing I' improves system utilization by proactively rejecting
requests under unfavorable conditions, it also leads to higher
costs. The results indicate that I" values should be limited to
one or two, as higher values significantly increase the cost
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of robustness without yielding substantial improvements in
average throughput.

E. VALIDATION THROUGH SIMULATION

In the following analysis, we relied on a simulator for
validating the game model solution and conducted a more
in-depth exploration of the analytical model behavior. To
mitigate prolonged simulation times, we limited our analysis
to spiky workloads (see and reduced the number
of SaaS instances and microservices. We performed a series
of analyses using an increasing number of SaaSs (5, 10,
20, 40, 50), each configured with one application and 5
microservices. All experiments were carried out across the
full range of I' values (from O to 5). As in the previous
section, we generated 10 random instances for all simulations
and the results presented in the following sections are the
averages across these 10 random instances. To ensure that
the simulation results accurately represent a steady-state sce-
nario, we removed the initial 10 minutes of the simulation
data, which may exhibit transient behavior. We evaluated
each instance over a 24-hour time horizon. At the largest
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scale each simulation required approximately one week to
complete on a Linux server machine with 20- cores Intel(R)
Xeon(R) CPU 2.20GHz and 48 GB memory. Note that all the
SaaSs are different agents with different microservices, each
having different arrival rates that were randomly assigned.
We analyzed two different scenarios. In the first scenario,
we considered the results obtained by the game solution

14

(based on the analytical model which response times es-
timates are exact only when service demands follow an
exponential distribution), vice versa, in the second, more
realistic scenario, the decisions taken by the game model
are evaluated through the simulator which considers service
demand following a lognormal distribution with a standard
deviation equal to four times the mean value, as in [43].
Additionally, the buffer length was set to a finite size of 20
requests, in accordance with [32]|. In case a request response
time exceeds its threshold, it is dropped by the simulator. For
space reasons we omit a sensitivity analysis with respect to
the execution time threshold and to the request queue length,
relying on values that have been taken from the scientific
literature [32], [43]. The main simulation parameters are
summarized in Tabld]

We analysed the number of VMs allocated, the drop ratio,
the average number of jobs that time out and compared
the average response time obtained through the analytical
model with the one reported by the simulator. We expect all
metrics to closely follow the arrival rate, as they are directly
correlated. Fewer jobs to process result in shorter queues and,
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Parameter values
Repetitions 10
Confidence interval 95%
Warm-up 10 minutes
Simulation duration 24 hours

Execution time lognormal CoV=4
Response time threshold 10 x Execution time
Mar requet queue 20

TABLE 6: Simulation Parameters

consequently, lower response times. Similarly, with fewer
requests, the likelihood of jobs timing out decreases, and the
SaaS instances have more computational resources available
to handle each arrival efficiently.

The results in indicate that the average response
time for each microservice request remains quite consistent
across I' = 1,2,3,4,5. When I' = 0, where parameter
uncertainty is entirely ignored, the response time obtained
in simulation is slightly higher than for any other protection
level. We justify this result since in the analytical model the
buffer size is ignored and an accepted microservice request
occupies resources until the end of its execution (note that
in reality an individual request might exceed its threshold
since the analytical model only captures the "average" system
behaviour). In contrast, evaluating the game model results
with the simulator, if a job arrives and all microservices are
busy with full queues (each accommodating 20 requests in
the limited buffer), the job is immediately dropped. Addition-
ally, the requests under lognormal distribution have higher
variability and the simulator discards requests after a timeout
(set equal to the response time threshold). Consequently,
the observed increase in the drop rate (see is
expected and justified due to buffer size limitations and the
resulting request rejection from the timeout. However, it is
important to note that the differences among various levels of
I" are more pronounced. Specifically, the non-robust solution
evaluated through simulation achieves a higher average drop
rate (about twice) compared to the value that can be expected
through the analytical model.

Despite the differences in outcomes between the analytical
model and the simulation, the results remain favorable in both
scenarios, with the violation rate consistently below 3% for
all values of I' except for I' = 0. When accounting for robust-
ness, the drop rate rapidly approaches zero and increasing the
number of SaaS instances does not change it considerably.
Unlike the response time, the differences between various
levels of I' are subtle but noticeable. Specifically, I' = 1
consistently stands out from the others, while I' = 2 and
I' = 3 tend to result in a higher violation rate compared to
the highest levels of conservatism. It is also noteworthy that
I' = 4and I' = 5 are nearly indistinguishable from each
other.

The average total number of VMs, shown in
closely aligns with the arrival patterns, as an increase in job
arrivals demands the allocation of additional VMs. Further-
more, the number of VMs will rise with ', irrespective of the
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time of day or the overall load.

We summarize the impact of guaranteeing stable perfor-
mance in the presence of system parameter errors in Table
For each considered scenario and for each level I' of protec-
tion, we show the worst case scenario that is the ratio between
the maximum number of additional VMs required and the
number of VMs required when no protection is applied (that
is I' = 0). The table shows that the proposed mechanism can
easily protect against a limited level of error: for example for
I' = 1 the number of additional VMs required is in the range
30%-55%. Additionally, the costs overhead decreases as the
number of SaaSs increases.

Scenario I'=1 I'=2 I'=3 I'=4 TI'=5

IS1=5 55% 89% 104% 118% 127%
IS1=10 44% 88% 113% 124% 134%
IS1=20 49% 89% 108% 128% 143%
|S1=40 40% 75% 92% 107% 116%
IS1=50 38% 75% 95% 112% 122%

TABLE 7: Worst case scenarios comparison: additional VMs ratio. Spiky
load.

VIl. CONCLUSION
This paper formulates the resource allocation problem for
multiple SaaS providers competing in an IaaS system as a
game with uncertain parameters, addressing it through a ro-
bust Generalized Nash Equilibrium approach. By incorporat-
ing I'-Robustness, providers can adjust conservatism levels
to suit their business needs. Analytical solutions demonstrate
that robust models enhance service quality and mitigate un-
feasibility risks under runtime uncertainties. Numerical and
simulation results validate the method’s effectiveness, even
in realistic, large-scale scenarios. While the approach shows
promise for optimizing SLA contracts, further work is needed
to explore varying buffer sizes and demand distributions.
For future work, our robust approach can be extended
to multi-tenant cloud environments, where multiple tenants
share the same infrastructure and compete for resources.
This extension would involve addressing the additional com-
plexities introduced by tenant isolation, resource fairness,
and priority constraints, while maintaining the robustness
of the solution under uncertain conditions. Additionally, a
promising direction is to explore the application of our robust
game framework to resource allocation for Al models, in
particular for the inference case , where the computational
demands and performance variability of Al workloads in-
troduce unique challenges. Incorporating the uncertainties
inherent in Al tasks, such as dynamic workload sizes and
fluctuating data processing rates, would allow us to develop
solutions that optimize resource utilization while ensuring
model performance and reliability.
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tions during the initial talks on the modeling of the robust
game.
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