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Abstract—Single Sign-On (SSO) protocols allow an identity
provider to authenticate users and report the outcome by issuing
identity attestations. Recent attacks show that breaching the
identity provider infrastructure enables adversaries to issue
arbitrary identity attestations and impersonate users. Survivable
SSO protocols limit the risks of similar intrusions, but they have
only been defined for password-based authentication, inheriting
their limitations against powerful attacks such as credential
phishing. While phishing-resistant passwordless authentication
protocols have been standardized, they are not designed to
guarantee intrusion tolerance. We initiate the research for Surviv-
able Passwordless SSO (SPS) and propose a modular approach
which includes the novel definition of Survivable Passwordless
Challenge-response (SPC) protocols for authentication as a sub-
routine of SSO. We give the first frameworks and game-based
security definitions both for SPC and SPS which capture both
novel attack classes, such as session injection attacks in a
decentralized setting, and existing but not yet formalized attack
classes, such as detection of cloned authenticators. The design
of the models includes novel strategies to capture proactive
security in survivable protocols within security definitions and to
compose authentication and SSO through a modular approach.
Our strategies and models may also be applied with minor
modifications to non-survivable protocols, possibly providing a
novel approach to assess the security of existing SSO protocols.

1. Introduction

Single Sign-On (SSO) denotes delegated authentication
protocols where an identity provider authenticates users that
need to prove their identity to service providers. To this
aim, the identity provider adopts a logical identity server that
authenticates users and that reports the authentication outcome
by issuing an identity attestation. Recent serious incidents
(e.g., [11], [2]) show the fragility of this centralized authenti-
cation design: attackers that compromise the identity server
can access user credentials or, even worse, issue arbitrary
attestations to impersonate users. A recent line of research [3],
[6], [29] proposes survivable SSO to tolerate intrusions in
the identity provider infrastructure: they adopt multiple logical
identity servers that collectively issue identity attestations, and
users must demonstrate their identity to a service provider
by obtaining a number of attestations that is greater than the
assumed maximum number of malicious identity servers.

To date, only password-based survivable SSO protocols
have been proposed [3], [6], [29], which address the challenge
of protecting weak credentials against offline dictionary attacks
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and identity attestation forgery in presence of intrusions. How-
ever, they inherit typical vulnerabilities related to password
usage, such as phishing attacks targeting user passwords.
Passwordless authentication, which is based on dedicated
physical devices or electronic hardware components, is a very
effective defense against a successful phishing attack, yet no
existing survivable SSO protocol provides the strong security
guarantees offered by passwordless authentication.

We initiate the research for survivable passwordless SSO
protocols, where the identity provider deploys multiple failure-
independent identity servers and manages their cryptographic
material, and users authenticate at these servers by using a
specialized hardware authenticator through a user agent. The
user agent collects an identity attestation from each identity
server, and processes them to produce a collective attestation
which is sent to the service provider, and which is accepted
only if the number of valid identity attestations exceeds a
threshold. We identify four main non-functional requirements.
Security: we consider realistic threat models which have been
defined for well-known standards, in particular FIDO2 [1]
and OpenID Connect (OIDC) [24], and consider additional
details related to survivability without weakening their original
assumptions and guarantees. Usability: the distributed nature
of survivable authentication must be transparent to users, and
must not hinder usability with regard to the original non-
survivable protocols. Compatibility: hardware authenticators
are hard or impossible to upgrade, and their re-design involves
high costs, thus our protocols consider compatibility with
unmodified FIDO2 authenticators as an important requirement
to allow the use of existing hardware security tokens available
on the market. Performance: protocols must obtain response
times that are accepted by established performance metrics for
usable authentication systems. In this paper we focus on secu-
rity and usability by proposing an operations framework and a
related formal security model that assume a single interaction
between a user and an authenticator for each authentication
procedure, regardless of the number of servers involved. We
discuss the main design choices in terms of compatibility
within the framework and we sketch a candidate specification
which is compliant with unmodified FIDO2 authenticators. We
broadly discuss performance within our proposal, and leave a
proper experimental evaluation as future work.

As no prior work exists on survivable passwordless authen-
tication, we first identify the novel attack classes that emerge
in this context, then we design the proposed protocol through a
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modular approach. We give a formal definition of a Survivable
Passwordless Challenge-response (SPC) protocol which con-
siders the concurrent execution of multiple challenge-response
protocols between the client and each identity server. Then,
we use SPC as a sub-routine for designing a Survivable
Passwordless SSO (SPS) protocol with security assumptions
that are similar to those of OIDC with OAuth2 Proof Key for
Code Exchange (PKCE) [18]. We formalize security properties
that capture both novel attack classes and existing attack
classes that have never been formalized by the literature.
This formalization can be of independent interest, and some
of them may be applied to standard (non-survivable and
non-distributed) challenge-response and SSO protocols. We
propose strategies for modeling security games in the context
of proactive security and for designing SSO protocols through
a modular approach. We estimate that our models are general
enough to be compatible with many types of specifications
with different trade-offs in terms of security and performance.

Section II discusses related work. Section III presents the
system model. Section IV outlines design and challenges.
Sections V and VI describe the SPC and SPS protocols
and related security models. Section VII describes design
sketches for candidate specifications. Section VIII discusses
final remarks and future work. Appendix A shows visual
examples of novel attacks. Appendices B and C include SPC
and SPS formal correctness definitions.

II. Related work

As no prior work exists in this area, we are the first
to consider passwordless usability requirements in survivable
authentication. FIDO2 requires a simple user mediation dur-
ing each authentication, and is considered usable by end-
users [20], [14], [19]. We argue that survivable passwordless
authentication protocols should preserve the same usability
level of their non-survivable counterparts. In particular, sur-
vivable passwordless authentication protocols should require
a single user mediation [27] to confirm the user’s willingness
to complete an authentication procedure, even if authentication
involves the execution of a distributed protocol with multiple
servers. This requirement rules out strawman implementa-
tions that sequentially execute non-distributed authentication
protocols with multiple servers, as they would require a
user mediation for each server. We consider security and
usability as the most important requirements and we design
SPS accordingly. Recent parallel research efforts investigated
extensions of FIDO2 authentication to native decentralized
architectures [25], [17], also highlighting the need for a single
user interaction within a distributed passwordless authentica-
tion, but they do not perform a comprehensive analysis of
the involved security threats, and do not consider proactive
security nor SSO for non-decentralized applications.

We also consider the deployability of SPS, in the sense
of Bonneau et al. framework for evaluating Web authenti-
cation schemes [9]. Their framework does not consider a
novel deployability benefit of compatibility with authenticators
that is relevant to our effort, as we preserve compatibility

with existing authenticator implementations. Moreover, our
protocol is also browser-compatible in the sense of Bonneau
et al. framework, assuming client-side computation which
can be executed with standard browser technologies (e.g.,
JavaScript), thus not requiring any modification to existing
browser software, and limiting the need for more critical
assumptions, such as the need for high-quality entropy for
randomized procedures.

This work is closely related to a recent line of research that
proposes intrusion-tolerant SSO protocols based on password
authentication [3], [6], [29]. PASTA [3] considers an adversary
that can corrupt up to a threshold of identity servers during
the whole system lifetime. However, this protocol does not
define the due procedures to recover compromised identity
servers to a safe state. The ability to recover after a successful
intrusion is essential in proactively secure and survivable
systems [10], [16]. SPS models the ability to recover compro-
mised identity servers to provide proactive security guarantees,
such as mobile adversaries [23], [28] that perpetually try
to compromise a threshold of identity servers in a given
time unit and ensure persistent presence by moving laterally
among identity servers. Even PESTO [6] considers a mobile
adversary under an adaptive corruption model, which gives
stronger security guarantees than PASTA. However, PESTO
authentication does not complete if one identity server is un-
available. PROTECT [29] also obtains good trade-offs in terms
of proactive security and completion guarantees. Although the
authors do not formally specify their adversarial model, their
proposal seems to consider a mobile adversary. Our models are
generic enough to capture different types of protocol specifi-
cations, including those which can guarantee completion by
tolerating unavailability of a threshold of identity servers, and
different classes of approaches which assume the existence of
trusted third party (e.g., centralized components of the identity
provider) to execute particular operations (e.g., system setup,
refresh of cryptographic keys), or completely decentralized
approaches. Although all these proposals do not explicitly state
assumptions for the considered communication model, they
seem to consider the same synchronous and reliable point-
to-point communication channels, and different assumptions
in terms of decentralization: PROTECT has a decentralized
setup and decentralized key refresh that requires synchronous
communications among servers, PESTO has centralized setup
and decentralized key refresh which requires no communi-
cations among servers, and PASTA has trusted centralized
setup (and does not support key refresh). Certain traits of
our design are already specific for certain system and security
assumptions, such as considering a secure and reliable system
during registration procedures, while others are general enough
to capture multiple classes of protocol specifications with
different assumptions, such as allowing both centralized and
decentralized setup and/or key refresh.

The proposed security games for passwordless authentica-
tion are related to the seminal work of Barbosa et al. [5]
for FIDO2, which adopts the Bellare-Rogaway model [7]
to formally analyze the security of the WebAuthn [26] and
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CTAP2 [4] protocols and their composition in FIDO2, and on
the subsequent improvements by Bindel et al. [8], which con-
siders more advanced threats but still considers non-survivable
and non-decentralized settings. We adopt the formal model
of [5] and use it to extend the security definitions of the
original WebAuthn protocol to our distributed scenario. We
also consider some of the modifications proposed by [8],
such as assuming trusted registration without pre-distributed
authenticator keys, which is more realistic for the most popular
authentication scenarios. We do not capture other additional
complexities considered by [8] and [5], such as downgrade
attacks and a full composition with FIDO2-CTAP2 protocol, to
focus on the novelties related to the distributed and survivable
setting, and leave a comprehensive treatment as future work.
We are the first to model authenticator cloning attacks within
security games, partially building on analyses proposed by [22]
in the context of techniques for detecting leakage of secret
keys. While our models capture distributed and survivable
settings, our results may also be of use to extend those
proposed in [5] and [8].

Our formal security analyses for SSO relate to those for
OIDC by [15], which are based on the symbolic Dolev-Yao
adversarial model [13]. To the best of our knowledge, we are
the first to define SSO security following the computational
Bellare-Rogaway model [7], and a modular approach to com-
bine authentication with SSO. While our analyses consider
a decentralized setting, it is easy to adapt them for standard
non-decentralized and/or non-survivable settings.

ITI. System model and notation

The protocols involve a set of parties P composed of the
following finite, disjoint, non-empty subsets: users U/, authen-
ticators 7, clients C, identity servers 8, identity providers J,
service providers V. Each identity provider I € J exclusively
controls a set of identity servers 8 C & of cardinality
ny = |87|. We identify servers and providers with globally
unique labels denoted as id (that is, idg, idz, idy). Each user
is identified locally within an identity provider with label wzd.

As shown in Figure 1, authenticator 7" € 7 maintains a set
of authenticator registration contexts {rctr}, and each rctr
includes secret and public key credentials denoted as rctp.sk
and rcty.pk. Each identity server S stores a set of server
registration contexts {rcsg}, and each rcsg includes the public
key of an authenticator registration context rctr.pk denoted as
rcss.pkr, which is unique within {rcsg}. Authenticator and
server registration contexts may also include other information

defined by specifications, also including stateful data that
changes throughout protocol execution. Each identity server
also stores a signing key skg to authenticate user identity
attestations. Service provider V' € V maintains a verification
key pkr for each identity provider I to verify authenticity of
identity attestations released by any server .S € 8. Clients do
not store persistent information.

We assume a synchronous system where honest parties do
not crash, and we explicitly state when assuming reliable,
authenticated and/or confidential channels. Identity provider
I divides time into an ordered set of time periods Q; = {w'},
where each time period wf is uniquely identified by a label
¢ € Ny denoting the ¢-th time period. Each identity provider
I assumes a maximum of k; € Ny malicious identity servers
allowed within the same time period. While malicious identity
servers may change throughout time periods, for clarity we
assume that, for each I, k; is constant among all time periods.

Further notation. We denote as (rcsg) 5., the tuple of all
server registration contexts associated with the same authen-
ticator by some set of servers Q C S;. We denote as sid a
session identifier and as Sid the set of all allowed values of sid.
We use < and < to assign the output of deterministic and
randomized algorithms, and L is a special return value that
denotes failure. We use {a|b} to express mutually exclusive
return values a or b. We denote as <$ D discrete uniform
sampling from some finite set D. When D = {0,1}*, we
sample a bit string of length A\, where \ denotes the security
level parameter (e.g, 128-bit). We denote as [z, n] the set of
integers {x,...,n} : x < n and may use [n] if x =1, as |Q|
the cardinality of set (), and as ¢; the minimum cardinality of
servers (Q C 8; with which a client must execute registration
or authentication procedures. We adopt the term mapping
and denote it as m : X — Y in the sense of an abstract
deterministic function which, given the same input z € X,
always returns the same output y < m(z) : y € Y. We may
define a mapping as injective if input and outputs are bound
to each other in a one-to-one relation. An injective mapping

implies the existence of the inverse injective mapping m~!.

IV. Overall design and challenges

We design Survivable Passwordless SSO (SPS) through a
modular approach. First, we design a Survivable Passwordless
Challenge-response (SPC) protocol that performs a distributed
proof-of-possession among an authenticator and a set of iden-
tity servers. SPC differs from a typical challenge-response pro-
tocol because the prover (the pair client/authenticator) proves
possession of a secret by authenticating a set of challenges, and
the verifier (each identity server) checks that its own challenge
belongs to the authenticated set. Second, we design SPS to
perform SSO among a service provider and a set of identity
servers by using SPC as a sub-protocol. With regard to a typ-
ical SSO protocol, SPS requires the service provider to accept
only if a number of verifiers that accepted an SPC execution
exceeds a threshold that depends on the maximum tolerable
number of malicious identity servers. In the following, we
overview the operations flow, we introduce the novel attack
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classes, and we overview the security experiments structure.

Overall flow. SPS consists of three protocols: registration,
authentication and refresh. Registration lets a set of identity
servers associate an authenticator to a known user identity.
Authentication allows users to demonstrate their identity at a
service provider by proving possession of their credentials via
the authenticator to a set of identity servers. Refresh allows
an identity provider to proactively rotate compromised signing
keys and corrupted registration contexts on identity servers.
Below we focus on registration and authentication to ease
understanding of the protocol.

Figure 2 shows details of registration, where a client reg-
isters an authenticator at a set of identity servers. During
registration there is no interaction with service providers,
and SPS and SPC routines coincide. Each identity server
executes rchallenge to compute a challenge. The client receives
servers challenges and executes rcommands to aggregate them
into a command data structure (command). The authenticator
signs the aggregated challenges with rresponse to generate a
command attestation (cmdatt) and creates a new authenticator
registration context (rct). The client processes the result with
rcommandr and sends a client response (cr) to all identity
servers. Each server validates the aggregated challenges with
rcheck and creates a new server registration context (rcs).
As in [8], during registration we assume that client and
servers have no pre-shared knowledge and communication
channels are not under active attack, but the protocol can be

adapted with trivial modifications to other settings involving
pre-distributed public keys [5].

Figure 3 shows details of authentication, where a user
identifies at a service provider by authenticating via SSO
at a set of identity servers. Authentication starts with three
SPS routines. The client executes init to generate and send a
verification key to the service provider, that is information
used by the end of the flow to prevent session injection
attacks, similarly to OAuth2 PKCE [18]. The service provider
executes begin to generate unique session information which
characterizes the authentication flow. The client computes
shared context information (sc) and distinct server-specific
subsession information (ss) with the prepare routine, each
forwarded to a different identity server. Client and servers
use subsession information to initialize SPC to bind each
execution of SPC to an execution SPS. Each identity server
starts SPC by generating a challenge with achallenge. The
client receives server challenges and executes acommands to
aggregate them into command. The authenticator signs the
aggregated challenges with aresponse to generate a command
attestation (cmdatt) and updates the appropriate authenticator
registration context. The client processes the result and sends
a client response (cr) to the identity servers. Each server runs
acheck to verify them and updates the registration context,
finishing the execution of SPC and, in case of success,
returning user identity uid and session identifier sid to SPS. In
SPS, each server executes release to release a server identity
attestation (sidatt) bound to uid and sid, thus uniquely binding
the outcome of SPS to that of SPC. The client uses join
to compute a client identity attestation (cidatt) from server
identity attestations, and sends it to the service provider, which
validates it with identify and accepts wid only if a quorum of
identity servers released a valid identity attestation.

We observe that both registration and authentication are
meant to be compatible with unmodified FIDO2-WebAuthn
routines of authenticators (response routines within dashed
boxes in Figures 2 and 3). The other routines may have been
modified to support the decentralized setting (see Sections V-A
and VI-A). In particular, note that FIDO2 only defines one
command routine (that we name commands for command
send) while responses from authenticators are forwarded.
Instead, we allow clients to process responses with additional
commandr routines.

Novel security threats. To define the security of SPS we
extend existing session authentication and session integrity
security properties of non-survivable SSO protocols [15] by
considering a mobile adversary [23], [28] that can compromise
a subset of identity servers within a time period. The au-
thentication property refers to the inability of an adversary to
impersonate a user at a service provider without compromising
the identity provider (e.g., obtaining an identity attestation via
a compromised communication channel). The session integrity
property refers to the inability of an adversary to authenticate a
user: i) at a service provider without the user’s explicit consent
(e.g., a replay attack), or ii) under an identity that is different
from the identity proved to the identity provider (e.g., cross-



site request forgery attacks).

We identify four novel security threats: clone detection
evasion, attestation mixing, shared session and forced authen-
tication rejection. We describe their impact on authentication
and session integrity and hint at how to defend against them.
Appendix A includes visual examples, and Sections V-B
and VI-B describe security games to capture them.

Clone detection evasion consists in the undetectable cre-
ation of multiple instances of the same credential to perform
stealth impersonation. In FIDO2, the identity server can detect
authenticator cloning by relying on signature counters stored
in registration contexts. We show that clone detection in a
distributed environment is a harder challenge which cannot be
exclusively enforced by identity servers alone. Since a subset
of identity servers may be malicious, adversarial interleavings
of authentication sessions may evade clone detection.

An attestation mixing attack refers to the ability of an
adversary to mix and replay server attestations collected from
sessions in different time periods, possibly issued by malicious
identity servers, to exceed the allowed security threshold of
malicious servers and break authentication.

A shared session attack refers to the ability of an adversary
to inject an attestation in the victim session to authenticate
the victim under the adversary’s identity, thus breaking session
integrity. This attack is possible if the adversary obtains any of
two types of information: subsession information established
between client and honest servers, or command data sent by
the client to the authenticator. In both cases, the adversary
may try to start concurrent SPC authentication subsessions
to obtain honest server attestations related to the adversary
identity which however are bound to the victim’s session.
The victim session can then be forced to use the adversary
attestations via injection attacks. The attack is possible because
we assume non-confidential communication channels with
servers as in FIDO2. In this context, it is very important to
observe that our authentication protocol does not require users
to explicitly provide their identifier uid to clients, instead
only requiring the user interaction with the authenticator.
This approach is similar to FIDO2 discoverable credentials
and is meant to improve authentication usability, however it
introduces additional complexities in modeling and designing
defenses to prevent session injection attacks, because the client
does not have an easily-available trusted source for assessing
the authenticity of the established wid. Since we consider
SSO with non-authenticated communication channels and a
distributed setting, modeling injection attacks and defending
against them is quite more challenging than in FIDO2.

Forced authentication rejection is a denial-of-service attack
where the adversary is able to trick honest servers into reject-
ing legitimate authentication requests. Intuitively, the adver-
sary either tricks stateful logic of clone detection mechanisms
to trigger false positives, or leverages vulnerabilities within the
refresh procedure to let honest servers delete some registration
contexts throughout time periods. The latter case, where the
effect of the attack is permanent, could also be denoted as
forced account deletion.

Security games and modeling novelties. We design five
security games in total (three major security games and two
variants). In Section V-B, we capture security of SPC authen-
tication in Definition 1, which is based on Experiments 1
and 2 for capturing different classes of cloning adversaries
attacks and related techniques. We also capture the capability
of SPC authentication in protecting the confidentiality of
session information for preventing session injection attacks
in Definition 2 based on Experiment 3. In Section VI-B, we
capture security of SPS in Definition 4, which is based on
Experiment 4 and its variant Experiment 5, which on their turn
extend SPC Experiments 1 and 2, respectively. We propose two
novel modeling strategies: to design SPC security games in
a survivable setting, where refresh operations cancel pending
server sessions and may renew persistent storage, we extend
the concept of session oracles first modeled in [7] and of
partnering sessions modeled in [5] (see Section V-B); to adopt
a modular approach and design SPC authentication as a sub-
routine of SPS, we express our survivable versions of session
authentication and integrity first defined for standard OIDC
in [15] by defining formal relations between SPC and SPS
session identifiers which are very general and specification-
agnostic, yet allow a rigorous definition of partnership within
SSO (see Section VI-B).

V. SPC protocol

A. SPC operations framework

A Survivable Passwordless Challenge-response (SPC) pro-
tocol includes five sub-protocols: authenticator setup, identity
provider setup, register, authenticate and refresh.

Authenticator setup Spc.Tsetup(T'): executed once for
each authenticator T, initializes its data structures, including
initializing registration contexts to the empty set ({rctr} = 0).

Identity provider setup { L | (id;,{ids}ses,, Qr,qr)} <
Spc.lsetup(I, 8y, kr): executed once for each identity provider
I € J and its servers 8; (ny = |[8;), given security
threshold k;j, returns identities idy, {ids}ses,, time periods
Qr = {wf}geNo, and minimum cardinality ¢;. We assume
that outputs are public and may use them as implicit inputs to
server routines if unambiguous. The protocol initializes data
structures of each server S € §j, including setting server
registration contexts to the empty set {rcsg} = 0. The protocol
may reject with L if k; is invalid w.r.t. nj.

Register (Spc.Register(C, T, Q,idy, uid)): allows client C
to register authenticator 71" for user identifier uid at a set of
identity servers @ C 87 : |Q| > ¢;. It includes five routines:

e Tcg <$ Spc.rchallenge({rcsg}): run by each S € Q,
generates challenge rcg.

o (M,,pcr) «+ Spc.rcommands(idy, uid, (rcS>SeQ): run
by C, creates registration command M, and preliminary
client response pcr for registering at I, given (rcg) seq-

e (R, {rctr}’) < Spc.rresponse({rctr},id;, M, ): run by
T, registers a new credential for I given command M.,
returning registration response R, and updated registra-
tion contexts {rctr}’.



o (crs)geq ¢ Spc.rcommandr(per, Ry, idseq): run by
C, creates a client response crg for each S € @ by
processing authenticator response R, and preliminary
response pcr.

o {L |{ress}'} + Spc.rcheck({rcss}, reg, wid, er): run by
each S € @, validates cr w.r.t. rcg, and returns updated
registration contexts {rcsg}’ if accept, else L.

Authenticate ({_L |uid} + Spc.Authenticate(C, T, Q,idy,

sc, (sss) SGQ)): allows client C, bound to authenticator 7T,
to authenticate at servers @ C 8; : |@Q| > gy, given shared
context sc and subsessions (ssg) seq- Return L if reject, else
identity uid'. It is composed of four routines:

e acg <$ Spc.achallenge({rcsg}): executed by each S €
Q, generates challenge acg.

o (Mg, per) < Spc.acommands({acs, $ss)geq »5¢): run
by C, creates command M, and preliminary client re-
sponse per, given challenges (acs)gc(, shared context
sc and subsessions (sss) gc

e Ry, {rctp} <s Spc.aresponse({rctr},ids, M,): run by
T, returns response R, and updated registration contexts
{rcty}’ given command M, and identity id;.

o (ers)seq ¢ Spc.acommandr(per, R, sc, (s8s)gcq):
run by C, creates a client response crg for each S € )
by processing authenticator response R, and preliminary
response pcr.

o {L|(uid,{rcss}')} < Spc.acheck({rcss}, acs, sc, ssg,
cr): run by each S € @, validates responses cr of C w.r.t.
acg,sc and ssg. Returns wid and updated registration
contexts {rcsg}’ if accept, else L.

Refresh (Spc.Refresh(I,87,w!)): executed by identity
provider I and its servers S; at the end of time pe-
riod w!, terminates pending registration and authentica-
tion sessions, and generates new registration contexts as
({resst) geg, < Spc.resrefresh(idy, kr, ({rcss}) g5, ), Where
({resst)ses, and ({rcsg})gcg, are registration contexts
available during time periods w$ and wfﬂ, respectively.

Correctness. Intuitively, correctness requires that each
server S € 8§, even after multiple Spc.Refresh executions,
always accepts an authentication that is consistent with a prior
registration, that is, if the same server registered the user within
the same time period, or a set of servers Q C 8 : |Q| > qr
registered the user in a previous time period. We leave the
formal definition in Appendix B.

Compatibility with FIDO2. While apparently interfaces of
Spc.rresponse and Spc.aresponse differ from those of FIDO2-
CTAP2 due to the explicit adoption of identity provider
identity id; among the inputs, in practice all FIDO2-CTAP2
specifications include the provider identity id; within the
command data structure. More in general, we observe that
any phishing-resistant authentication protocol would require

! Authentication may be easily modified to accept an explicit user identifier
uid’ as input by including uid’ within sc when calling Authenticate, and
by validating uid = wid’ afterwards. As already hinted in Section IV,
guaranteeing security in the proposed design, where the client does not access
the user identifier, is strictly more difficult because the client cannot perform
any validation on the user established by the servers.

sending such identity information to authenticators for scoping
the protocol execution. We decide to let such information be
explicit in the protocol interface for better modeling identity-
bound sessions in security games, which becomes paramount
when integrating the authentication with SSO for guaranteeing
session integrity (Section VI-B). The outputs of the routines
executed by authenticators (R, and R,) comply with those
of FIDO2-CTAP2, thus not questioning compatibility issues.
Obviously, for maintaining compliance, specifications have to
assume that also the contents of these data structures are the
same as those defined in FIDO2-CTAP2 (see Section VII).
Instead, command routines modify the client operations with
regard to FIDO2 clients, but can be implemented with standard
browser technologies, such as JavaScript.

B. SPC security model

Session oracles. We extend session oracles modeled in [5]
(which are based on [7]) to account for the decentralized
and survivable setting. During execution there may be many
instances of party P € 7 US. We denote each instance of a
party P through a session oracle 73, (i, j) € N2, representing
the j-th execution of the ¢-th parallel instance of party P. We
say that an oracle accepts if it runs to completion without
aborting or rejecting. 7’ :0 is party P registration session for
a new instance i, and 75/=" is party P j'* authentication
session following the accepted registration session 7’ =0,
Thus, each party P is associated with a set of session oracles
{75 }ijyenz that for ease of notation we simply denote

as {mp’'} except when used otherwise. Persistent storage of
a party is shared among all its associated oracles, such as
authenticator registration contexts {rctz} which are available
to all oracles {m7’}, and may also be denoted as mp.{rct}.
Due to survivability, the same assumption does not hold
for server oracles, because at the end of each time period
wh € Qp all server sessions are terminated and persistent
storage is renewed. Thus, with regard to [S] we introduce
novel notations, and denote as ng S € 8; a server
session that is active within time period w{ € €. During
time period wj € Q, all and only oracles {7¢’y} (. uyen,
access the same set of registration contexts mg ¢.{rcs}. Each
oracle also establishes a persistent state which is available by
all and only oracles belonging to the same parallel instance.
We denote as 7727 ,-rcs (mh.rct) a registration context generated

by 754" (/=) which can be accessed by any following

p,u>0 4,7 >0

instance wg,” (mp' ). We let u be local within each time

period, and any oracle of the form ngzzo represents an
initialization procedure, performed through a registration or
a Refresh procedure. For ease of notation and without loss
of generality, we use the same index to denote server oracles
which registered the same users. More formally, for any pair of
servers S1,.55 € 8;, time periods wfl,w? € Qy, and indexes
p1,p2 € Np, if there exist ng,fl'uid and ﬂ'gz’ez‘.uid, then
T g, -uid =g 4 uid <= pi = pa.

Session identifiers. A protocol specification must define
a session identifier sidgpc that allows to uniquely identify



Security experiment 1 (K-N-SPC with Unrestricted Cloning adversaries). The security experiment is run between a challenger and
adversary A.

As setup, the challenger defines sets 1 = 8§ = T = N; adds I; to J and each

«+ Spc.lsetup(Iy, 81,, k1,),

= 0, identity provider I:, and identity servers 8, : ISz,
S € 81, to §; initializes identity servers and generates public parameters as <id1t,{ids}sgslt , 1,91,

where ki, = K. The challenger also defines the set Unfresh = () of unfresh credentials.

At any time, the adversary can define an authenticator T, or a corrupt identity provider I ¢ J and corrupt servers 8t & 8, arbitrarily
defining security threshold ki and public parameters (idr,{ids}ses,, 1, qr). Each time, A sends everything to the challenger, which
adds T to T (initializing it with Spc. Tsetup(T)), I t0 J, and all S € 81 in 8.

At any time, A may also modify storage and internal state of corrupt entities to arbitrary values.

Then, the security experiment proceeds in a series of rounds ¢ = 0,1, ... modeling time periods w/j]t € Qr,, L € No. A chooses when to
terminate a round and proceed to the next. At the beginning of each round, A chooses a set of servers ¥y C 81, : |X¢| < K which are
corrupt during round £, and gives ¥y to the challenger. Thus, during round £, servers in (81, \ X¢) are honest, while those in (8\ (81, \X¢))
are corrupt. At the end of each round, the challenger runs <{"C5/S}>Ses,t + Spc.resrefresh(idy, ki, <7rs,e.{rcs})sgslt ), advances to the
next round (¢ = £+ 1), and sets ws,¢.{rcs} = {rcss},VS € Si,.

A interacts with T and 8 via the following queries, constrained by the following running conditions: server oracles associated with round
{ can be queried only in round ¢, the game aborts if an undefined oracle variable is accessed, each query can only run once for each
session oracle, oracles that have aborted, accepted, or rejected can no longer be queried, and an authenticator oracle can either run

Response, CResponse, or Clone.

Challenge(7%y, sc, s5) Response (i’ , M)

CResponse(ﬂij, (acs,sss)g,sc) Complete(mgy,cr

P,u )

4: return ac

QD A w

Register(ﬂT],{wg Slseq,uid,idy) :

I: if w =0 then abort [/: if j =0 then abort 1: if j =0 then abort 1: if uw =0 then abort

2: ac «sSpc.achallenge(  2: (R, {rct}’) <+ Spc.aresponse( 2: (M, pecr) < Spc.acommands( 2: {1 |{uid, {res}')} + Spc.acheck(
rs.0-{res}) At} b idy, M) (acs, 555 s 50) ms.e.{res}, 8 ac, 78 b se,

3. mgy-lacse,ss) = 3. o fret) = {ret) R « Response(r:’, M) TS -85, cr)
(ac, sc, ss) 4: return R 7rT (ss5)g 1= (s55)g if L then 7%} .res := reject; return

¥ —
‘ﬂ'T .8C 1= sc
return M, pcr, R

Clone(my?, {75y

if wid # 7rs~[.u1d then abort

ms,0-{res} := {res}’; w’y .res := accept

QD AN W

return {rcs}’

9}seq)

1: 1fQZ510r|Q|<q10rj>00rp>00r 1:
/

if 37 €J: (d; = TK'T.id[ and (Q € 87 or |Q| < q1)) or

(33" : mopidr =idy) or (3p” : ﬂ'S)( .utd = uid) or j=0o0r (3S€Q:us =0)or ﬂ'g’é.uid # ‘n';muid or
(35S € Q : us > 0) then abort i{ﬂ'p’us-sc}sem > 1 then abort

2: foreach S € Q do rcg <+ Spc.rchallenge(wg ¢.{rcs}) S i .

3: (M;,per) < Spc.rcommands(idy, uid, (res) gcq) 2 Unfresh.add(<|d1,wT.uzd>)

4: (R, {rct}’) < Spc.rresponse(mr.{rct},id, M) 3: sc: S.sc,forany S € Q

51 (ers)geq ¢ Spc.rcommandr(per, R,idseq) 4 (M, pcr, R) <+ CResponse(‘n’éij, <7r§’;s .ac, WZ.’_ZLS .ss> ,8¢)

6: wp.{rct} := {rct}’ ! Y ' seQ
i . . 5: (ers)geq < Spc.acommandr(per, R, sc, mp” . (s55) 5¢0)

7: mop.(idr, wid) := (idg, uid)

§: foreach S € Q do : 6: foreach S € Q do:

, ) 7+ {L|{uid,{ress}')} <+ Spc.acheck(ms ¢.{rcs}, 75’} .ac, 7%’y .sc, 7Ly s, crs)

9:  {L [{ress}'} « Spc.rcheck(ms,¢.{rcs}, res, uid, crs) ) N ] P ST TS, e TS,k

10 / Result is never | due to it conditions and SPC correctness. 8 / Result is never and/uzd = wsyg.uzd always holds due to if conditions.

11 w0 {res} := {resg}’ 9: ns,e-{res} := {ress}

12 'n"s’)(.m'd — wid 10 : endforeacl;i ,

13 : endforeach 11 : return <7TT<fCt, Mg, <07'S>SEQ , Ra, <{'CSS} >SEQ>

14 : return <JVIT,<C7’S>SEQ ,R,({rcss}/>S€Q>

the session between an authenticator oracle and a set of
identity server oracles. To uniquely identify a session, the
sidspc can be defined as a function of the protocol transcript
including messages of each participant that are unique among
all possible protocol executions with an overwhelming proba-
bility. While we leave sidgpc implicit in protocol framework
because it does not impact correctness we may access them
from session oracles as 77’ .sidspc and Wse .sidgpc when
formalizing security. Note that for authenticators, sidgpc 18
defined when they run Spc.rresponse (j = 0) or Spc.aresponse
(j > 0), and for servers when they run Spc.rcheck (u = 0)
or Spc.acheck (u > 0) We denote session oracles without a
session identifier as 77’ .sidgpc =1 and 7r .SidSPC =1.

SPC Partnering. We extend the partnering notion of [5].
In our context, partnering captures the intuitive idea that an

honest server session accepts for an authenticator session if it
previously registered either at that same server within the same
time period, or at a number of honest servers exceeding a se-
curity threshold during previous time periods. More formally,
we say that server oracle 7%, and authenticator oracle
are partnered if both oracles accept and: i) S is honest; ii) if
u = 0Aj = 0, they share the same sidgp¢; iii) 1fu > 0/\] > 0,
they share the same sidgpc, and either iii.a) 7r and 7rT are
partnered, or iii.b) there exists wz <t e such that 7

partnered with a set of honest server oracles {Wsyé,}kgeg ! of
cardinality at least equal to (k; + 1). We say that a server
oracle is uniquely partnered with an authenticator oracle to
denote that the server oracle is partnered with exactly one
authenticator oracle. In our distributed scenario, partnership
is a surjective relation, as multiple server oracles may be



Security experiment 2 (K-N-SPC with Restricted Cloning
adversaries). The experiment is as Experiment 1, except that:

o Response and CResponse also abort if <7riT.id1,7r§’ﬂ.uz’d> is
unfresh (i.e., (m7.id;, m7.uid) € Unfresh);
o A can also query the following FullAuth routine.
FullAuth(m?, {75 ° }seq, 56, (885) sc)
1: if (31 €7: (idr = wh.idr and (Q Z 81 or |Q| < qr))) or
j=0or (35S € Q:us = 0) then abort

(M, pcr, R) + CResponse(m, <7rgizs .ac, SSS>S€Q ,8C)

(ers)geq ¢ Spc.acommandr(per, R, sc, (sss)gcq)
foreach S € Q do:
{L | {uid, {ress}')} + Spc.acheck(ms ¢.{rcs},

p,ug
Ts,e

if L then 75}, res := reject

elseif uid # ﬂg’_;fs .uid then abort

L N W N

p,ug p,ug
ac,mg', % s, w0 s, crg)

else w5, S .res := accept; 7 ¢.{rcs} := {ress}’

o Co N D

endforeach
10: mp {rct} := {ret}’
11 : return <JVI, per, R, (ch)SEQ>

uniquely partnered with the same authenticator oracle.

Trust assumptions. We design two security experiments.
Experiment 1 captures security of SPC authentication against
adversaries which can freely interact with session oracles using
unfresh credentials, namely unrestricted cloning adversaries.
Experiment 2 slightly modifies Experiment 1 to detect unfresh
credentials only against weaker adversaries, namely restricted
cloning adversaries, which cannot act maliciously against ses-
sion oracles using unfresh credentials to circumvent detection
techniques. We comply with FIDO2 None attestation mode?
and, during registration, we assume mutually authenticated,
reliable, and non-private communication channels between
authenticators and clients, and between clients and identity
servers. Authenticators are tamper-proof against modifications:
the adversary can only read the authenticator internal state
and cannot modify it. More in detail, we consider fine-grained
credentials extraction: the adversary could be able to clone any
amount of credentials stored within the authenticator, but the
extraction of a credential scoped for a certain identity provider
does not affect detection logic associated with a different
provider. We denote each cloned credential as unfresh, as
typical for secret information that has been accessed by the
adversary. During authentication, Experiment 1 assumes that
channels between clients and identity servers, are not authenti-
cated, not reliable, and not private, regardless of cloned or not
cloned credentials. Adversaries may either directly access au-
thenticators or clients connected to an authenticator, and in the
latter case channels between them are mutually authenticated.
Experiment 2 modifies Experiment 1 and assumes that, in case
of cloned credentials, channels are server-side authenticated
and reliable during authentication.

’None attestation mode is the most popular registration mode of FIDO2
which does not require distribution of authenticator public keys at servers.
Threat modeling of this mode is based on WebAuthn official security
statements [26, Section 13.4.4] and has already been considered in [8]. We
could also comply with Basic mode, adopted in [5], with minor modifications.

Security of SPC authentication. Formally expressed in
Definition 1, security holds if: i) all fresh and honest server
oracles which accept must be partnered with exactly one
authenticator oracle to prevent the possibility of impersonation
of an authenticator session by an external adversary; ii)
there exists a fresh server partnered with an authenticator,
then it must be associated with the same user identifier
(7%, wid = 74.uid) to avoid impersonation from different
authenticators or different credentials residing within the same
authenticator (note that Complete aborts if wid # ng‘uid
to avoid trivial winning), and same session and subsession
information (7. .55 = Ti.555, Tg g -5C = Tp.5C) tO ensure
that they execute within the same authentication session; iii)
there exist fresh servers which are uniquely partnered with
an authenticator oracle (thus the server is also honest and
accepts), then they must be associated with the same round
({ls}seq| = 1) to avoid mixing of attestations, and all of
them must be associated either with a registration or with an
authentication procedure (if 5 = 0 then all ug =0, if 5 > 0
then all ug > 0); iv) (k7, + 1) or more unfresh honest server
oracles accept and are uniquely partnered, then the protocol
did not detect a cloned credential and is vulnerable against
clone detection evasion attacks; v) responses produced by a
fresh authenticator oracle which correctly registered within
the same or a previous round should always be accepted by
an honest server oracle, otherwise the protocol is vulnerable
against forced authentication rejection attacks.

Discussion and comparison. As in [8], we distinguish
queries for authentication and registration due to different
security assumptions. For authentication, the adversary can
call Challenge and Complete at each server to allow adaptive
behavior based on challenges and votes respectively, with no
confidentiality or authenticity. Moreover, it can call Response,
which models direct access to the authenticator as in [5]
and [8], or CResponse, which is new and models access to
a client connected to an authenticator and is meant to keep
track of session information used to build the command data
structure with acommands. For registration, Register forces
registration at a threshold of servers to model that commu-
nication channels are reliable and not under active attack, as
in [8], and that all honest servers are always available. Future
work may drop this constraint to model weaker assumptions
during registration, such as assuming honest servers and/or
clients with crash faults. Intuitively, such a setting may require
deploying some distributed agreement protocol (e.g., two-
phase commit or state replication) to prevent that a set of
servers of cardinality less than ¢y, installs a registration con-
text, which would make the protocol behavior unpredictable.
In particular, the outcome of a refresh execution would depend
on how malicious nodes behave, possibly violating partnership
throughout multiple time periods.

Clone is completely new and captures cloning of authen-
ticators: its complexity is meant to model the concept of
observation of misuses formally defined by [22], and prevents
trivial winnings of the adversary by forcing authentication with
cloned credentials at a threshold of servers. Note that authen-



conditions respectively in Experiment 1 and 2:
ii. afresh server oracle Wg’z is uniquely partnered with 77,
iii. a set of fresh server oracles {7rps’ “}seqcsy, ¢
oriii.b) (j =0 A Jus > 0) V(5 >O/\E|us 70);
authenticator oracle;

'=0
is umquely partnered with LI

i,5'=0
.

Definition 1 (Secure K-N-SPC with Clone Detection). Let II be a Survivable Passwordless Challenge-response (SPC) protocol with
security threshold X and N identity servers. We say that a server oracle g,

unfresh, else it is unfresh. We define Advyy, 41\, K, N) and Adviy, 9T (X, K, N) as the probabilities that A satisfies any of the following

i. an honest and fresh server oracle accepts and is n()t umquely parmered with an authenticator oracle;
 and ii.a) TG p.uid # Tp.uid or iib) TG .sc # 7r

|Q| > 1 uniquely partnered with authenticator oracle 7TT
iv. a set of honest and unfresh server oracles {Wg’fzs}SngSIt\ze :

v. an honest and fresh server oracle 7rp’“>0 S € 81, \ X¢ rejects although there exists .

, or there exists a set {ws o

Il is a secure SPC and allows Detection of cloned credentials agamst Unrestricted cloning adversaries (DU), or against Restricted cloning
adversaries (DR), respectively lfAdprC7 “(\,K,N) or AdvsPC* "(\, K, N) are negligible in ).

DU

is fresh if tuple <7r§7£.id1,7rgye.uid is not marked as

SC\/TI' .88 # 7TT .885;
' and zzl.a) {ls}seql #1

|Q| 2 (klt +

1) accept and are uniquely partnered with an

i,5>0 p,u’=0

with the same sidspc, and either Tg,

}SGQ’QSQ\ZZI Q| > (kr, +1),€" < £ uniquely partnered with

tication is performed without using the authenticator oracle it-
self, so that afterwards the same oracle is not able to Complete
if the protocol specification detects cloning. While [5] does
not model violation of authenticator credentials, the security
experiment proposed in [8] includes a Corrupt query which
leaks all secret keys stored within an authenticator, marking the
authenticator as unfresh, following a consolidated approach in
the literature [7] where the adversary can read secrets to learn
something about the protocol, but cannot use them to (trivially)
win the game. We are the first to capture mechanisms to
detect leaked secrets within a security game, that is, to allow
adversaries to win with unfresh credentials’.

We observe that clone detection techniques where states
maintained by authenticators and servers are independent of
the content of exchanged messages, namely those based on
observation of contradictions [22], cannot guarantee security
against Experiment 1, because the adversary could trivially re-
align a cloned authenticator state after a Clone by executing
Response as many times as needed. Nonetheless, this class of
techniques is highly relevant due to advantages in terms of
usability and/or reduced costs, as demonstrated by the adop-
tion of counters within FIDO2 specifications. Experiment 2
limits interactions of adversaries with unfresh authenticator
oracles by only allowing full authentication procedures at
server-side authenticated servers, thus preventing an adversary
from manipulating or dropping packets in transit, or from
interacting with malicious identity providers to re-align states.
The experiment still allows unrestricted interactions with fresh
authenticator oracles, including those possibly associated with
an authenticator for which cloned authenticator oracles exist.

Confidential subsession information. We propose Exper-
iment 3 and Definition 2 to capture SPC protocols which
keep subsession information confidential, which is inspired
by the IND-DCPA game used for modeling confidentiality
of deterministic encryption schemes. In our case, A is given

3We observe that Clone acts as Corrupt for authenticator credentials
which are not associated with the honest identity provider, as running a
full authentication procedure against a completely malicious identity provider
would not limit nor add advantages to the adversary, thus we model strictly
stronger adversaries against authenticators than [8].

access to Spc.acommands run by clients as an oracle to
observe any arbitrary output for adaptively chosen inputs.
Even after observing (a polynomial number of) commands
(M;), and preliminary client responses (pcr:), for arbitrar-
ily and adaptively chosen inputs, A must not be able to
distinguish whether the challenger used its input ssg: or
uniformly sampled ss’ for running Spc.acommands, modeling
that Spc.acommands protects confidentiality of ssg, for any
provider I, server S, and any other provided input. We need
to constrain .4 in choosing a subsession for which it did not
observe any outputs before, because we model acommands
as deterministic*. Contrary to Experiment 1 and 2, we let
A choose parameters K and N arbitrarily to capture that
clients are stateless and may be unaware of the trusted public
parameters associated with identity provider I, and thus an
adversary may trick them in using fake parameters to its
own advantage. Thus, if a specification is secure in the sense
of Definition 2, confidentiality of subsession information is
guaranteed for all values of K and N, for any id;, regardless
of the authentic values K; and Nj.

Definition 2 (IND-DCSA: Indistinguishability of subsession
information against Distinct Chosen Subsession Attacks). For
a SPC protocol 11, we define Advmd desa (XY as the probability that
A, running Experiment 3, guesses b We say that 11 is IND-DCSA
if AdviF9 9 () < 272 + negl(\).

Authenticity of client responses. We propose Definition 3
to capture authenticity guarantees of a client response crg
when subsession information ssg can act as a cryptographic
key. In this case, we do not propose an additional experiment
because we can adopt the well-known EUF-CMA game typi-
cally associated with message authentication codes. Additional
intuitions are in Section VII.

4As for deterministic encryption, which cannot be secure in the well-known
IND-CPA game, no deterministic acommands specification could prevent

t
<<ssS>Sth >t. Note that
while acommands may be easily re-designed as a probabilistic algorithm in

theory, such an approach would put additional real-world assumptions on the
capabilities available to clients, and diverge from those assumed by FIDO2
(in particular, availability of a good source of entropy). Since uniqueness
of subsession information is also a requirement of SPS, assuming distinct
subsession information is realistic (see Section VL.).

trivial winnings by A picking (sss)gcqs €



Security experiment 3 (DCSA: Distinct Chosen Subsession Attacks). The experiment is run between a challenger and adversary A.
Let A choose identity provider I, servers 8 (for any N = |81|), and security threshold ki, and run (idr,{ids}ses;, Qr,qr) <
Spc.lsetup(Z, 81, kr1).

Then, for security level \, A iteratively runs (M', per') < acommands(<ach,sst5>SEQ,, ,sct) for t € 1,..

., choosing inputs
<act5, ssfg>S€Qt ,sc’ arbitrarily and adaptively at each iteration t.
To conclude, A arbitrarily chooses a set Q' C 81, a server S’ € @', shared context sc and subsession <SSS>SEQ’ #* <ss%>ngt A

len(sss) = A\, Vt < poly(N\),VS € Q', and sends them all to the challenger, which samples ss' +s {0,1}*, flips a coin b < {0,1} and,
only if b = 1, updates ssgr < ss' within (sss)gcqr The challenger executes (M',pcr') < acommands({acs) gcqr » S¢ (888) gear):

and gives M’ and per’ to A, which wins if it guesses b.

Definition 3 (EUF-CSA: Existential Unforgeability under
Chosen Subsession Attacks). For a SPC protocol 11, we say that
Il is EUF-CSA if (crs)g  IL.acommandr(pcr, Ra, sc, (sss)g)
is a secure EUF-CMA scheme, where sss acts as secret key and
(per, Rq, sc) acts as message.

VI. Survivable Passwordless SSO (SPS) protocol

A. SPS operations framework

SPS consists of four subprotocols: identity provider setup,
register, authenticate, refresh.

Identity provider setup. Run (id;, {ids}ses,, 1, qr)
Spc.lsetup(I, 81, kr) and use returned parameters as implicit
inputs as in SPC. Then, let I and its servers &; run key
generation <sk0 = {skg}gegl,pk% s Sps.ikgen(I, 81, kr)
to return secret and public key material (sk?, pk?) associated
with time period w=0 € Q. Secret key material sk¢ includes
secret keys of servers {skg}sEg ;- Depending on specifica-
tions, public key material pk§ may be shared by all servers
(e.g., in case of threshold cryptography [12]) or include server-
specific keys (pkf = {pk&}ses,)-

Register (Sps.Register(C, T, Q,idr,uid)): coincides with
Spc.Register.

Authenticate (uid < Sps.Authenticate(V,C, T, Q,id;)):
executed among service provider V, identity servers @ C 8; :
|Q| > q; for identity provider identity id;, authenticator T
and client C, allows V' to authenticate C' for identity wid.
Authenticate includes:

e (cs,cv) «s Sps.init(idy): run by C, generates client
secret and verification data cs and cv for initiating the
authentication flow with service provider idy .

o av < Sps.begin(idy, {ids}secq, cv): run by V for start-
ing an authentication flow toward {ids}scq given client
verification data cv. Generate session information av.

o (s¢,(s85)5cq) ¢ Sps.prepare(idy, av,idr, {ids}seq,
¢s): run by C, generates subsession information
(555) ge o and shared context sc, given client secret data
cs, session information av and identities idy, id; and

{ids}seq-

o {L |uid} - Spc.Authenticate(C, T, Q,idr, sc, (s55) gcg):

run SPC authentication among C, T and (), given idy,
sc and (sss)gcq- Bach S € Q obtains uid if it accepts.

o vsg < Sps.release(sk%, uid, sc, ssg): run by each S €
@ for which Spc.Authenticate accepts, creates server
attestation vsg given wid returned by Spc.Authenticate,
and the same sc, ssg used for Spc.Authenticate.

o {L,vc} < Spsjoin(cs,av, sc, (sss,085)gcq): tun by
C, generates client attestation wvc, given cs, sc and
(ss5)geq already known by C, and (vsg)gc(, received
by servers. May reject invalid input attestations with L.

o {L,uid} < Sps.identify(pk¢, cv, av, ve): run by V, con-
cludes the authentication flow started for identity provider
id; (associated with public key pk% known by V) and
outputs identity uid if accepts, else L, given cv and av
known by V, and vc given by C.

Refresh (Sps.Refresh(I,8;,w?)): consists of two routines:
first, run Spc.Refresh to terminate pending sessions and renew
server registration contexts; second, renew key material with
(skiT pkitt) <s Sps.ikrefresh((sk, pk{) . k;), which is
executed by I and its servers 8; at the end of time period
wf € €y, returns key material <sk§+1,pkf+1> for the next
time period wit! € Q.

Correctness. Intuitively, correctness requires that a service
provider accepts a user identity that has been voted by enough
identity servers of an identity provider with regard to the same
authentication flow previously initiated by the client and within
the same time period. Formal definition is in Appendix C.

Variants. Although our notation binds each public key to
a time period, specifications may allow re-use of the same
key material throughout multiple (or all) time periods (i.e.
pkr = pk' Yw! € Qr). Although provider I may seem to be
forcefully involved as a centralized party during setup and/or
key refresh, specifications may still opt for decentralized
approaches. As anticipated in Section IV, we decide to not
provide uid as an input to Sps.Authenticate so that a user
is authenticated by simply interacting with the authenticator,
and without any additional interaction with the client (e.g.,
entering the username in a Web form). Our model offers
strictly stronger security, and it is trivial to capture explicit
provisioning of uid to C' by introducing wid within the inputs
of Sps.prepare, such that sc can be bound to wid, and by
letting each S verify the binding with regard to wid produced
by Spc.Authenticate within Sps.release (and possibly also V'
during Sps.identify).

B. SPS security model

Security notions. As anticipated in Section IV, we adapt
notions of authentication and session integrity for authenti-
cation of [15] to our scenario, and we denote them as SPS
authentication and SPS session integrity. Intuitively:

e SPS authentication captures that, at the end of an au-

thentication flow, an honest service provider V' accepts



authentication of client C' only if a set of honest identity
servers Q € 8y : |Q| > (kr + 1) accepted an execution
of Spc.Authenticate for the same authentication flow
(authentication freshness), and if C is the same client
which started the authentication flow;

o SPS session integrity captures that, at the end of an
authentication flow, an honest V' accepts a user identity
uid of identity provider I (declared by V' as the expected
issuer of the attestations at the beginning of the flow)
for client C' bound to authenticator 7', if and only if V
accepted [ as issuer at the beginning of the flow and V
has been set as the audience of the attestations, and wid
has been previously bound to 7" at I during registration.

By definition, SPS authentication relies on SPC authentica-
tion, plus the capability for each identity server to commu-
nicate its vote to the identity provider, and of binding votes
to authentication flows to guarantee their freshness and thus
prevent their reuse. To approach the challenge, we formally
relate SPS authentication to the concept of session identifiers,
define novel notions of partnership, and adopt these concepts
within the proposed security games.

Instead, SPS session integrity (for authentication) involves
the capability of correctly communicating and/or validating the
context of the authentication flow through metadata, which
is quite simple to guarantee within the distributed setting
by adopting strategies that are already known for central-
ized settings, such as explicitly storing them authenticated
within attestations or by adopting specialized cryptographic
keys’. A more challenging task is protecting against session
injection attacks, especially because we consider passwordless
authentication without the explicit input (or validation) of the
username by the client (see Sps.Authenticate in the previous
Section VI-A). To this aim, we propose a security game which
captures both novel shared session attacks which emerge in the
considered distributed setting (see Section IV) and attacks that
are known in non-decentralized settings, but which have not
been captured by the literature.

Session and subsession identifiers. SPS specifications must
define a session identifier sidgps to uniquely identify an
authentication flow among a service provider V' and a client
C. Moreover, to capture the execution of a subsession of SPS
shared by C' and by each server S participating in the flow,
specifications must also define a subsession identifier ssidspg
for each S (we may denote it as ssidgps).

To guarantee SPS authentication, sidspg, ssidgps and
sidgpc must be bound to each other and to the entities
involved in the authentication flow. We model such bindings
through the following mappings (see Section III for notation):

SNowadays, SSO is often accompanied with delegated authorization mech-
anisms, where the additional session integrity for authorization should also
be guaranteed [15]. We estimate that the decentralized setting does not pose
additional challenges, and SPS can be extended for handling authorizations
by including an additional scope attribute within identity server attestations,
which should be consistent among all honest servers in () for being accepted
by the service provider. As authorization is not the focus of this paper, we
leave in-depth analyses as future work.

« injective mapping m, : Sidgps — Sidspc, modeling
that SPS and SPC authentications must be uniquely bound
to each other in a one-to-one relation;

« non-injective mapping my : Sidsps — VxZ x 819, where
87 denotes some set of servers Q C Sy : I € Z,|Q| =
q > qr chosen by V' € V to run the authentication flow,
modeling that each sidgpg is bound to specific identity
and service providers, and to a subset of identity servers;

« injective mapping mpg Sidsps x & — Ssidsps,
where allowed input servers S for some sidgpg is the
output of my(sidsps), modeling freshness of a server
SPS subsession with regard to only one authentication
flow, and uniqueness of ssidgpg among all servers and
authentication flows.

If SPC is secure, then each server S contributes at most once
in the same authentication process, as expressed by condition
i of Definition 1, and thus there exists a non-injective mapping
mp : Sidgpe X 8 — Ssidgpg (but does not imply existence
of m}l). Thus, a SPS specification must show existence of
mappings m;l and mjy, and injective mapping m_,. Note
that mappings could not be (efficiently) computable and/or
verifiable by some or all parties, depending on design choices.

SPS session oracles and partnership. The protocol is
executed by session oracles of party P € T USUV UC.
Oracles 77/ and mg, maintain the same semantics of SPC
(Section V-B), while 71'% and 7r‘h/ denote the g-th and h-th
ongoing or completed sessions of client C' € C and service
provider V' € V. We say that oracle 7T‘h/ which accepts in
Sps.identify is partnered with: a client oracle 7, if they share
the same sidg pg, such that m;(sidgps) = (V. I,Q) : Q C Sy;
a set of identity server oracles {ﬂ'g’,ZS> }seq., if each oracle
wg’ff accepts with wg’f,f.ssidspg = mp(n{, sidgpg, S). Al-
though authenticators T' € T are not directly involved within
SPS, we may also say that 7{, is partnered with some 77 >0
if W;lj.sidspc = mA(W‘g/.Sidsps)é.

SPS trust assumptions and security guarantees. As we
design SPS as an extension of SPC, we define SPS Exper-
iment 4 and its (trivial) variant Experiment 5 which extend
SPC Experiments 1 and 2, respectively for unrestricted and
restricted cloning adversaries. We also propose Definition 4
for secure SPS authentication which extends SPC winning
conditions of Definition 1. In both experiments, we consider
the same trust assumptions adopted for SPC for channels
between authenticators and identity servers, and for tamper-
resistant authenticators (see Section V-B), with the exception
of assuming that messages exchanged between legitimate
clients and their bound authenticators are mutually authen-
ticated. Moreover, we assume that messages sent from clients
to service providers and identity servers are confidential’.
Any other communication channel is not authenticated nor
confidential. Client sessions may be corrupted and information

81f nJ, is partnered with 7%’} and if SPC is secure, then 7%y, S is partnered

with 777 and thus for transitivity m 4 (7, sidgpg) = 77’ sidgpc.

7 Although assuming confidential channels only for outgoing messages sent
by clients may seem unusual, it complies with assumptions of OAuth2 PKCE
for native applications in mobile environments [18].



Security experiment 4 (K-N-SPS with Unrestricted Cloning adversaries). Setup proceeds as in Experiment 1, but after the execution
of Spc.lsetup, the challenger also runs <sk?t = {sk%}sggjt,pk?t> <3 Sps.ikgen(I+,81,, kr,), and also defines the set Bnd := @ of
bindings between authenticator and client sessions.

At any time, A can define new entities as in Experiment 1, and for each corrupt I it can also arbitrarily define pk' and modify it at will
throughout the protocol execution. A can also define clients C and service providers V (with arbitrary unique identities {idv }vey) and
give them to the challenger, and also corrupt them for accessing or manipulating their internal state.

The experiment proceeds in rounds as in Experiment 1, but at the end of each round wft, after Spc.Refresh, the challenger also runs
(sky™, pkiT) < Sps.ikrefresh((sky, , pkt, ) , ki,).

A can interact with parties in T UJUCUYV via the same queries of Experiment 1 and the following additional queries. Running conditions

are the same of Experiment 1, except that the same m,

can run StartAuth multiple times, the same .y
Response or CResponse, the same %, can exclusively run StartAuth or Challenge.

=) can exclusively run Prove,

4: return av

StartAuth(7g;, 7¢, sc) Prove(ry’, w, (acs) )

Init(wZ, idv) Begin(nl,idr, {ids}s, cv) Prepare(n,, av, idz, {ids }s)

1: {cs,cv) <= Sps.init(idy) 1: if (Jids : S & 81) or |{ids}s| < qr then 1: {L,(sc,(sss)g)} + Sps.prepare(n . idy,
2: 7. (cv,cs,idy) = (cv, cs,idy) abort av,idy, {ids}s, 7l .cs)

3: return cv 2: av < Sps.begin(ids, {ids}s, cv) 2: if L then abort

3: 71'(;. (idr, {ids}s, av, cv) := (idr, {ids}s,av,cv) 3:

n&. {av,idr, {ids}s, sc, (sss)g) :=
<av,id1,{ids}s,sc,(sss>s>
4: return sc

Release(m’y)

Join(7l, (vss)g)

I1: ifu=0orids ¢ n&.{idg/} g, then  1: if [(acs)g| # |<7r%.sss>s\ or T idr # nf.id; then abort  7: if Trg’;.res # accept then

2 abort 2: (M,pcr,R) + CResponse(ﬂ';‘j, (acs, 71'%.885>s ,md.sc) 2: abort

3: ac < Spc.achallenge(7%’y .{rcs}) 3: (crs)g + Spc.acommandr(per, R, nd,.sc, md. (sss)g) 3: ws « Sps.release(sks,

4 wgiz. (ac, sc, ss) := (ac, sc, g .ss5) 4 Bnd.add(<7r§ij,7ré>) ng.uid, wg:}f.sc, ﬂg’;.ss)
5: return ac 5. return <M, per, R, <CTS>S> 4: return vs

Identify(rl, 72,)

Inject(md, ve)

if | (vss)g | # | <7Tg<‘SSS/>S/ | then abort
{L,ve} « Sps.join(n.cs, & .av, nd.s¢, (7 555, v55) )
if L then 7 .res := reject

else . (res, vc) := (accept, vc)

LA W~
L AN W N~

return

let pkﬁ cidy = ﬂ'{;.idl 1: F%"UC = ve

{L, uid} + Sps.identify(pkﬁ,n(}.cv,w{}.av,ﬂ'%.vc) 2: return
if L then ﬂ'@.res 1= reject
else 71'(}4 (res, uid) := (accept, uid)

return

Security experiment 5 (K-N-SPS with Restricted Cloning
adversaries). The experiment runs as Experiment 4 and has the
same winning conditions, except that it extends Experiment 2
instead of Experiment 1, and Prove aborts also if <7T§mid[, wé«.uid>
is unfresh.

maintained by clients and service providers may leak, but
trivial wins with this information is not allowed.

Intuitions and remarks. Init, Begin, Prepare model calls
to homonymous SPS routines, initializing client and service
provider sessions for an authentication flow. Despite data
sent by clients is assumed to be confidential, we let Init
disclose vs to A to model potential compromise of service
providers without introducing an additional method. Prove
models confidential and authenticated interaction between a
client and an authenticator, and the same authenticator session
cannot execute both Prove and Response because both involve
the execution of Spc.aresponse. In a correct execution, A calls
them in the same order, then it calls routines of Experiment 1
(Experiment 2), which Experiment 4 (Experiment 5) extends,
to perform a correct execution of SPC authentication. Finally,
it can call Join and ldentify to conclude SSO. Join allows
adversaries to provide arbitrary attestations to clients, which
however could validate them in Spc.join and possibly abort.
Identify lets a service provider session receive client secret
data cs confidentially, and identity attestation vc possibly
based on one or multiple injected vsg. To attack the protocol,

since we are not considering authenticated channels, .4 can
provide arbitrary data to all routines. In Identify, where client
send confidential data, A can send arbitrary data to service
providers by compromising a client with Compromise, thus
allowing the possibility of manipulating its internal state. For
Definition 4 to hold, we consider honest identity provider
(I3) and client sessions to avoid trivial winnings with corrupt
entities, and require that: vi) each identity provider accepting
must be uniquely partnered with a client session, otherwise the
authentication flow could be hijacked or the client could be re-
using the same identity attestation for multiple authentication
flows (violation of SPS authentication); vii) each service
provider accepting must be uniquely partnered with at least
kr, + 1 (that is, K + 1) honest identity server authentication
sessions associated with the same credential and time period,
otherwise the protocol could be vulnerable to different types
of attestation mixing; viii) identity provider and authenticator
partnered and bound to the same client are also uniquely
partnered, otherwise the protocol can be affected by injec-
tion attacks. Note that such unique partnership implies that
identity provider accepts identity uid stored within the bound
authenticator session.

VII. Design sketch of candidate specifications

We outline candidate specifications for SPC and SPS au-
thentication and refresh, and sketch security proofs. Due to



Vi. 7r‘h/ is not uniquely partnered with Tl,;

h
g

Restricted cloning adversaries (DR), respectively if Advyy 4

Definition 4 (Secure K-N-SPS). Let II be a Survivable Passwordless SSO (SPS) protocol with security threshold K and
N identity servers. We define Adv;ﬁjdu()\7 K,N) and Adv?ﬁjdr()\, K, N) as the probabilities that A satisfies the conditions
expressed in Definition 1 for Experiment 1 and 2, respectively, or if Identify(w‘}},wg,) accepts in round £ in Experiments 4
and 5, respectively, if w‘}j.id 1 =idy,, m& is not corrupt, and any of the following conditions:

vii. my, is not uniquely partnered with some set 8¢ = {TF?:Z_S> tseqesis, 1 1Q1 = (kr, +1);
viii. 7l is not bound to any 7y or, let 7 be bound to wy’, m{, is not uniquely partnered with .

II is a secure SPS and allows Detection of cloned credentials against Unrestricted cloning adversaries (DU), or against

spsde()\’ K,N) or Adv?{jdr()\, K,N) are negligible in \.

0

space limitations, full details are omitted in the current version,
and many variants or alternatives may be designed as well.

Figure 4 shows a specification for SPC authentication for
unmodified FIDO2 authenticators, that is, where the specifi-
cation of aresponse is that of FIDO2, and acommands returns
a FIDO2-compliant command data structure M,%. The spec-
ification uses a commitment scheme which supports efficient
membership verification as core primitive for performing the
collective challenge-response, such as Merkle commitments
as in [25] (see Section II). We denote as H a collision-
resistant hash function, MAC an EUF-CMA message au-
thentication code, Sig := (Sig.sign, Sig.verify) an EUF-CMA
digital signature scheme, Com := (Com.commit, Com.verify)
a commitment scheme’. We assume that 7' and S have
previously established rct = (id;, cid, skr, cntr) and rcs =
(cid, pkr, uid, entg, (hr, o)), either during a registration or
a refresh, where: (skr,pkr) is a unique key pair; cid is the
credential identifier generated by T for id; at registration [1];
cntp is a counter incremented at each execution of aresponse
and cntg is the last counter value seen by S; h and op
denote opaque data and a digital signature received from 7'
used during SPC refresh for verifying the authenticity of cntg
(details below). Note that id; and cid act as indexing keys to
access rct and rcs within {rct} and {rcs}. _

We describe SPC Refresh informally. Let rcs?d’p T denote
a rcsg including cid, pkr, and a valid digital signature o.
Refresh includes four phases: (a) at the end of time period

wy, build a tuple <rcs§id’p kr for each couple {cid, pkr)

existing on any server S GSESSII; (b) discard all tuples of
cardinality equal or smaller than k;; (c) within each remaining
tuple, select the registration context with the maximum counter
value cntg; (d) at the beginning of wyy;, distribute all the
selected registration contexts to all servers S € §;, one for
each couple cid, pkp. Thus, at time period wyy1, at each S
there exist only registration contexts including (cid, pkr) on
which at least k; 4+ 1 servers agreed at the end of wy, and in

8 As anticipated in Section V-A, we move id; outside of M, in the formal
syntax without any impact on actual implementations. Also note that we omit
a server-side authenticator identifier denoted as wid in FIDO2 (which must
not be confused with our notation of uid), which represents a technicality
when channels are not secure because it is not authenticated by 7", and thus
can be manipulated by an adversary. As a confirmation, note that in [8, see
Fig. 11, routine aVrfy] the server does not make use of it in any way.

°For brevity, we let Com.commit return both commit cm of set {m stseq
and witnesses {wg}seq (Line 4), where each wg allows to verify that mg
has been included in cm through Com.verify (Line 24).

T ({rct}) C (I,Q,sc,(ss)g) S € Q C 81 ({rcs}, sc,sss)

achallenge : N
l: . acs acg < {0,1}

acommands :
2 foreach S € Q do
3 mg := (sc,idg, ssg, acs)
4: (ecm,{ws}seq) + Com.commit({ms}seq)
5: perg = (em,wg) ;per := {perstseco
6: h < H(sc,cm)
7 idr, My := h

aresponse :

8: (cid, sk, entp) « {rct}.get(ids)
9: cntp < cntr + 1;
10 : ad < (H(idr), entr)
11 : or Sig.signSkT(<ad, hy)
12 : {rct}.update({id; : cntr})
13 : R := (cid, ad, o)

acommandr :
14 : foreach S € Q do ts := MAC,, ¢ (pers, R)
15 : crs = (pers, R, ts)

acheck :

16 : if MACSSS(pcrs, R) # ts then
17 : return L
18 : (cid,ad,or) < R
19 : (pkT,uid, cntg) < {rcs}.get(cid)
20 : (hig, cntr) < ad; h < H(sc, cm)
21: mg = (sc,idg, ssg, acg)
22 : if hig # H(id;) or entr < entg or
23 : Sig.verify ..., (o7, {ad,h)) =0 or
24 : Com.verify(cm, mg,wg) = 0
25: then return L
26 : {rcs}.update({cid : (cntp,h,or)})
27 : return uid

Fig. 4: Sketch of candidate SPC authentication.

presence of different counter values (cnts)gcg, for the same
(cid, pkr) only the maximum authentic value is kept.
Intuitively, the proposed SPC is IND-DCSA and EUF-CSA
in the sense of Definitions 2 and 3 as long as Com is hiding
(Line 4) and as long as MAC is EUF-CMA (Line 14). Let
sidgpc = (idr,H(sc,cm),ad) (trace seen both by T and
any 5), qr > 2k; + 1, and n;y < 3k; + 1, then the proto-
col guarantees SPC-DR security (SPC with clone Detection
against Restricted adversaries) in the sense of Definition 1: (i)
during the same time period, violation of partnership implies
duplication of acg, or violation of H collision resistance, Sig
unforgeability, or of Com binding or extractability. During dif-
ferent time periods, refresh requires at least ky + 1 registration
contexts agreeing on the same (cid, pkr), thus k; malicious
servers cannot inject false contexts, and setting q; > 2k; + 1
ensures that at least k; + 1 honest servers participate; (ii)
pkr is uniquely bound to a single uid and thus skp too,
and the commit signed by 7" includes all the trace messages,
thus authentication is cryptographically bound to session and
subsession information; (iii) S rejects responses related to



challenges released in previous time periods, and since servers
are synchronous they do not release challenges related to
different time periods simultaneously. Although registration is
omitted here, mixing registration and authentication can be
prevented through specialization of messages; (iv) to avoid
clone detection, an adversary which executes FullAuth must
authenticate with at least k;+1 honest servers (that is, gy —ky)
which were not included in the previous Clone, which also
requested at least k; + 1 honest servers. Thus, the adversary
needs at least 2k; + 2 honest servers to win, and 3k; + 2
in total (that is, also considering malicious servers). Since
we set ny < 3kr 4+ 1, then the adversary cannot avoid
detection; (v) clone detection based on counters cannot be
tricked through message dropping, and refresh re-aligns the
state to the maximum counter value seen by a server, which we
know is an authentic value stored within the fresh authenticator
because each rcs stores o and related data h to verify it.

Figure 5 shows a specification for SPS authentication where
V' accepts an identity uid only if it receives at least k; + 1
attestations for the same identity uid, similarly to approaches
described in [21]. Let ssidgps = (sidgpc,uid, ssg), then
m;l Ssidgpg — Sidgpc X 8 exists because sidgpc
is cryptographically bound to ssg, due to SPC winning
condition (ii), and wid is the result of SPC authentication.
Let sidsps = (cs,cv,av,ids, g1, {ids}seq, idy), then my :
Sidgpg — VXTI x 8% exists because sidgpg includes idy/, idy
and {ids}seq of cardinality equal or greater than ¢;. Also,
my : Sidgps — Sid exists and is injective because values
(cv,av,idr, {ids}seq,idy) are included or cryptographically
bound to shared context sc, cv is included in sidgpc via sc,
and cs is cryptographically bound to cv. The specification
is a secure K-N-SPS-DR in the sense of Definition 4: (vi)
unique partnership between oracles of C' and V is reduced
to conditions (i) and (ii) of SPC and collision-resistance of
H: id; is directly included within sidspc; cv,av,{idg}scqo
and idy are included directly or after hashing within shared
context sc by prepare; cs is also bound to cv by collision
resistance of H; (vii) unique partnership between oracles of
Vand Q C 87 : |Q| > (kj, + 1) is guaranteed by counting
at least k; + 1 attestations with the same identity wid and
information included in shared context within identify, plus
EUF-CMA security of Sig for guaranteeing authenticity of
information sent from servers to V'; (viii) C' must be bound to
an authenticator 71" because each subsession is only known by
C and by one (honest) server S, and thus only C' can produce
a command that is accepted by V. Since the proposed SPC is
IND-DCSA, adversaries cannot obtain subsession information
ssg for a honest server S to authenticate at a parallel channel,
thus a potentially injected attestation will fail validation of
the identity provider, even with no validation in place within
join, or fail partnership as for condition (ii) of SPC. An
adversary may also try to re-use command M at a different
authenticator to obtain a valid R’ # R without knowing
subsession information, however it is not able to authenticate
R’ because the proposed SPC is also EUF-CSA.

C (idy) S(sk%) V(idr, a1, pky = {pk§}scq)
init : N
l: cs +5 {0, 1}
2: cv + H(es)
3: - -~ 5 begin:
4: / Q selection policy is left generic.
5: pick @ C 81 : |Q] > qr
6: av s {0,1}A
7% prepare : av,idr, {ids}seq
8: h := H(cv, av)
9: scC 1= (idv,id[,{ids}ng,h>
10 : foreach S € Q do
11: sss < MAC.,((sc,idg))
12 _ 86885
........................ uid < Spc.Authenticate........................
release :
/ Check if our server is included in shared context.
/ Typically also validate if audience idy, is allowed.
13 : if ids & sc then abort / Slight abuse of notation.
14 : os < Sig.sign_, ¢ ({uid, sc,H(sss)))
15: Y85 vsg = (uid, 05§
join :
16 : ve = <cs,uid, <US>S€Q>
17 : --Y% 5 identify :
18 : if H(cs) # cv return L
19 : <sc7 (ssS>S€Q> < prepare(idy , av,idry,
20: {ids}seq,cs)
21 : c:= {0} [/ Dictionary with default value zero.
22 : foreach S € Q do:
23 ts := (uid, sc,H(ssg))
24 : if Sig.verifypkg (o0s,ts) =0 return L
25 : else c[uid] := cluid] + 1
26 : endforeach
27 : foreach uid € ¢ do
28 : if c[uid] > (kr + 1) return uid
29 : return L

Fig. 5: Sketch of candidate SPS authentication (dashed lines
for confidential channels).

VIII. Conclusions and future work

We proposed the first protocol frameworks, security models
and security games for survivable distributed passwordless
authentication and Single Sign-On, and sketched candidate
specifications based on established cryptographic assumptions.
Major limitations may be related to the considered assump-
tions for distributed systems, related to synchronous servers,
honest servers which do not crash and, during registration,
reliable channels. Future work includes improving over these
limitations, proposing more detailed specifications and related
security proofs. Other improvements include investigating
different classes of formal methods to verify security (e.g.,
computer-assisted symbolic analysis) and better strategies for
composing security of authentication and SSO, and design
alternative specifications with different trade-offs in terms of
security, performance and usability.
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Appendix A
Attacks examples

Clone detection evasion attack. Figure 6 shows an example
of clone detection evasion where 1" and T;,,. denote the le-
gitimate authenticator and its clone. We denote as ¢;, 4 € [0, 5]
the challenge-response sessions participated by authenticators,
and as v; the identity attestation released by identity server
7. Denied authentications are denoted as x. Authenticators
T and T,,ne execute the protocol in interleaved sessions:
Teione €xecutes sessions ¢1, ¢s and ¢s, while T' executes
sessions ¢o and ¢4. In each session, Tij,ne only collects
attestations from single distinct identity servers. All 7" sessions
receive a denied authentication from the server that interacted
with Tjone because, from the server’s view, 7' presents a
stale counter. However, T' completes successfully because it
receives a number of denied authentications that does not
exceed the number of allowed malicious server k; = 1. Thus,
T does not detect the presence of T¢jone. As a result, Tyjone 1S
able to authenticate after ¢5 by presenting interleaved identity
attestations {v1, va,vs3}.

Forced authentication rejection via false clone detection.
Figure 7 shows an example of a forced authentication rejection
attack. We consider authentication sessions throughout two
time periods w} and w?, separated by a Refresh of servers.
Initially, in session ¢g, both authenticators and servers have
signature counters equal to 5. In session ¢;, we consider a
malicious server increasing its signature counter to 6, and we
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assume that the Refresh procedure increases the counters of
all servers to the maximum counter value, thus all servers
set their counters to 6. Then, in session ¢o, authentication by
the original authenticator is rejected by the server due to its
counter value still set to 5. Note that this class of attack may
change due to how clone detection and related authentication
and refresh procedures are designed.

Shared session attack. Figure 8 shows an example of a
shared session attack. The adversary controls identity server
S1 and is correctly registered at all remaining identity servers,
which are assumed to be honest. The client starts SPS au-
thentication with service provider V' and forwards SPS session
information to each identity server, as required by the protocol.
The adversary obtains the victim session information and starts
SPC authentication with honest identity servers by using the
victim session information. As a result, each identity server
issues an identity attestation of the adversary identity which
is bound to the victim session information. Meanwhile, the
client has opened a parallel communication channel with the
adversary as a result of other attacks (e.g., CSREF, phishing). To
conclude the attack the adversary builds an identity attestation
collection and injects it into the parallel channel. The client
sends the injected attestation collection to the service provider
which authenticates the client under the adversary identity.

Attestation mixing. Figure 9 shows an example of identity
attestation mixing in which malicious identity servers So and
S5 release rogue attestations vy and vs in distinct time periods
w} and w?. The attack is successful if the service provider
counts identity attestations ve and wvs together and does not
detect that they belong to distinct time periods.

Appendix B
SPC correctness definition

Correctness (SPC). For any identity provider I, servers Sy,
authenticator 7', context sc and subsessions (sss)gcg,, User
identifier uid, and security parameter and threshold A and k;,
such that T is initialized with Spc.Tsetup(T) (thus, {rctr} =
(), and I and Sy are initialized as (idy, {ids}ses;, Qr, qr) +
Spc.lsetup(I, Sy, kr) (thus, {rcss} = 0,VS € Sp), for any
Q,Qp; € Sr: Q> qr NQy,;| > qr, where i € [z] for any
xg < poly(N), Ve € [|2]], if

Spc.Register(C, T, Q, id, uid) :
rcg < Spc. rchallenge({rcssd}) VS eQ
(My, per) < Spc.rcommands(idy, uid, (rcs) ge )
R, {rctp}’) + Spc.rresponse({rctr},id;, M)
CTS)SGQ < Spc.rcommandr(pcr, Ry, idgcq
<bg7 {ress} > “— Spc rcheck({resg},rcs,uid, crg),VS € Q

= {rcss
foreach [}6 [1€211]

Spc. Refresh(] SI, wr
({ress} ses; & Spc resrefresh(idr, kr, ({ress}) ses,)
{ress} := {rcss} VS € St

foreach i € [zy] doSpc Authentlcate(C T,Qp,;,idi, sc, <SSS>SeQ’ ) :

acg < Spc.achallenge({rcss}),VS € QZ i

(Mg, per) + Spc. acommands((acs,sss>SeQ/ , s¢)
Ra, {rct}') <= Spc.aresponse({rctr}, idy, Ma)
CTS>SEQ’ < Spc.acommandr(pcr, Ra, sc, (SSS>56Q2 )

<bs 0,0 <Ulds 0,00 {ress}’ >> < Spc.acheck(
{VCSS} acs, sc, ssg,crg), VS € Qz i
{ress} := {resg}', VS € Qp ;

then bg = 1,VS and b, ; = 1 Auidy ,; = uid, VS, {,i holds
with probability 1.

Appendix C
SPS correctness definition

Correctness (SPS). For any identity and service providers
I and V, servers Sy, authenticator 7', client C, user iden-
tifier wid, and security parameter and threshold A and
kr, such that T is initialized with Spc.Tsetup(T) (thus,
{rcty} = 0), if I and all S in S; are successfully initialized
with (id;, {ids, 21, qr}ses,) + Spc.lsetup(I, Sy, kr) (thus,
{ress} 0,vS € 8p) and (sk? = {sk}ses, pk?) «
Sps.ikgen(1, Sy, k1), forany Q,Q; ; € Sr: Q| > qr1, Q7 ;| >
gr and x¢ < poly(N), Ve € [|9Qg]], if

Sps.Register(C, T, Q7 |d],uzd)

Spc. Reg|ster( ,Q, i ,md)
foreach ¢ € [|Q]] !
Sps. Refresh( SI,wI) :

S cRefresh(I Shw[)
@kf,pkzl> <—Sp5|krefresh(< klil,pk271> kr)

foreach i € [zy] do Sps.Authenticate(V, C, T, QZ i idr)
(cs, cv) < Sps.init(idy
av s Sps.begin(idy, {i S}SeQ’ ) cv)

c, <ssS>S€Q/ ) < Sps.prepare(idy , av, idh{ids}ng/
wid) Z> “— Spc Authentlcate(C T, Qe ;,idr, sc, (sss>S€Q/ )

vsg < Sps. release(sks,md sc,885),VS € Qe i
ve — Sps.join(cs, av, sc, <SSS,USS>S€Q/

uzdz + Sps.identify(pk¥, cv, av, ve)

then all protocols and routines do not abort and uid =
uidy ; = widy ;, V¢, holds with probability 1.
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