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Abstract—In standard Vehicle-to-Everything (V2X) communi-
cations, privacy against tracking is guaranteed by provisioning
each vehicle with multiple conditionally unlinkable pseudonym
certificates. While these certificates are bound to independent
keys, they contain pseudorandom indexing values called linkage
values that allow authorities to efficiently link and revoke all
certificates associated with a misbehaving vehicle, at the cost
of increased network overhead of all V2X messages. The adop-
tion of additive key derivation functions (AKD) for generating
conditionally unlinkable pseudorandom asymmetric key pairs has
been recently proposed to remove linkage values while keeping
revocation at constant costs, but only in the context of explicit
certificates. We design a PseudoRandom Pseudonym Implicit
Certificate (PRPIC) protocol based on AKD which represents
the pseudonym-based authentication protocol with lowest net-
work overhead and constant revocation costs. We demonstrate
our claims through an analytical evaluation based on settings
recommended by standards, comparing PRPIC with SCMS and
with pseudorandom explicit certificates.

Index Terms—pseudonym certificate, implicit certificate, hi-
erarchical deterministic key derivation, V2X, VPKI, vehicular
communication, VANET

I. INTRODUCTION

Vehicle-to-Everything (V2X) communications are essential
to Intelligent Transportation Systems (ITS), yet their design
remains challenging due to the need of balancing security and
privacy with the strict latency requirements of safety-related
applications, resource constraints of vehicular networks, and
economic costs of vehicles and infrastructures [1].

From a privacy perspective, vehicles need conditional
anonymity (also called conditional unlinkability) to prevent
tracking by malicious parties, as long as they behave honestly.
However, if a vehicle behaves maliciously, such as by sending
false information due to sensor faults or to a cyber attack,
it should be possible to efficiently revoke it from the net-
work, thus invalidating its privacy guarantees. Since complete
anonymity is not affordable in this context, the accepted trade-
off is to adopt certificates based on pseudonyms distributed
by a trusted Vehicular Public Key Infrastructure (VPKI) [2]:
vehicles are provisioned with a set of pseudonym certificates
issued by a Certificate Authority (CA) which are bound to the
vehicle and the CA public keys (either explicitly or implicitly),
and which may include additional metadata (e.g., the validity
period). As opposed to the Web PKI, certificates issued by
the VPKI are considered pseudonyms of the vehicle because
they omit all user-identifiable information. Each vehicle can
authenticate its messages with different secret keys, thus a

message is supposed to be unlinkable to the real vehicle
identity and to other messages authenticated by the same
vehicle with a different key. Managing the large volume of
pseudonym certificates per vehicle remains a fundamental
challenge, which requires existing VPKI architectures to bal-
ance the trade-off between minimizing V2X message sizes via
compact certificates and managing the overhead of revocation
mechanisms [3]-[7].

In this paper, we propose a novel PseudoRandom
Pseudonym Implicit Certificates (PRPIC) protocol for gener-
ating conditionally unlinkable implicit certificates, achieving
the smallest pseudonym certificates with constant revocation
costs which fit vehicular networks bandwidth constraints.
Our approach is based on additive key derivation schemes
(AKD) [8] which are mostly known for deterministic wallets
in the context of Bitcoin [9], but which have never been
used in the context of implicit certificates. The adoption of
AKD schemes in the context of a VPKI based on explicit
certificates has been recently proposed to remove the need for
linkage values while keeping revocation at constant costs [10],
however the generated certificates are still larger than existing
techniques based on implicit certificates.

The most popular approach for efficient revocation has
been included within the US Security Credential Manage-
ment System (SCMS) [11], where a pseudorandom indexing
identifier called linkage value is added within each certifi-
cate exchanged over the network. Authorities can revoke all
pseudonym certificates associated with a misbehaving vehicle
at constant network costs, by just releasing the seed used to
derive all pseudorandom linkage values. While the benefit is
the distribution of small CRLs, the drawback is the need to
send the linkage value within all V2X messages. Although
such a value may seem quite small (9 Bytes in SCMS), in the
context of V2X communications where network bandwidth
is the major bottleneck it represents a significant overhead.
Moreover, its size depends on the workload of the vehicular
network and on the required privacy levels, including the
number of vehicles that impact on the number of pseudonyms
used within communications, and the number of pseudonyms
assigned to each vehicle. Thus, future changes to such param-
eters may require difficult software and hardware upgrades for
accommodating larger linkage values.

Other approaches [12], [13] for preventing tracking in
V2X communications include pseudonym swapping tech-
niques [14], [15], identity-based solutions [16], [17], and



decentralized key management mechanisms [4], [18], but
have several drawbacks due to heavy cryptographic opera-
tions, overheads in distributing CRLs and/or requesting new
pseudonyms, inability to revoke misbehaving vehicles, scal-
ing issues, or requirements for frequent communication with
infrastructure nodes.

The difficulty of designing pseudorandom implicit certifi-
cates is related to the need of complying with mathematical
structures of derivation schemes and of implicit certificates
themselves, without introducing vulnerabilities. In particular,
the owner of the certificate should obtain a set of pseudo-
random key pairs which have been jointly computed with
the CA, such that the CA is not able to compute the secret
key. We propose such a design by integrating ECQV [19]
implicit certificates with non-hardened BIP32 [9] asymmetric
key derivation schemes and show that authenticated messages
save 66 bits for each V2X message exchanged over the
network considering workloads estimated by SCMS, which
increases if considering stronger privacy requirements and
future higher workloads.

The proposed protocol has two main limitations. First, it
does not support a decentralized governance where CAs are
separated from linkage authorities as in SCMS. We leave sup-
porting multi-authority architectures as future work. Second,
the size of CA public keys is linear in the number of issued
pseudonym certificates. However, we show that these costs
are in the order of tens of kilobytes when considering vehic-
ular networks workloads and requirements, and thus vehicles
should be able to store them without issues. Computational
costs for key management operations are also higher but still
practical: the most expensive operations are performed by the
CA, and there is no additional overhead for everyday message
with regard to standards based on implicit certificates.

Section II provides notation and base knowledge. Section III
describes system and threat models. Section IV describes
the details of the proposed protocol. Section V discusses
asymptotic and concrete costs. Section VI concludes the paper.

II. NOTATION AND BASE KNOWLEDGE
A. Notation

Let G be an additive cyclic group of prime order ¢ built over
an Elliptic Curve where the Elliptic-Curve Discrete Logarithm
Problem is hard with regard to security parameter A\, and B €
G be the generator of G. We use + and - both for operations on
field Z, and on group G. Thus, X 4 Y denotes point addition
for any X,Y € G, s- X point scalar multiplication for any
(s,X) € Zg x G, and a + b and a - b denote integer addition
and multiplication modulo ¢ for any a,b € Z,. We denote as
[a,b] the ordered set of integers [a,a + 1,...,b] and shorten
[1,a] as [a].

B. Implicit Certificates

Implicit certificates allow a receiver to compute the public
key for verifying a digital signature by using the public key
of the certification authority, reducing the size of exchanged

Requester(PK ") CA(sk™™, PK'™)

1: csrgen() :
2: T <$Zyq
3: X<«+uz-B L crtgen(sk®A, X) -
4: T <$ Zq
5: R+ r-B
6: P+ (X+R)
7: crtrec(z,s) : s, P s+ 7r-H(P) + skt
8: skY + s+ x-H(P)
9: extract(P, PK®A) :
PK' + H(P)- P+ PK

—_ =
-0

if sk¥- B # PK":

12: reject Verifier(PK ")

13: o <« sign(sk¥,m) m, 0, P ppv  extract(P, PK*)
14 : if Iverify(PK"Y,m,0) :

15 : reject

Fig. 1: ECQV implicit certificates information flow.

keygen() sderive(sk, PK, tweak):
1: sk<+s$7Zq 1: Skiweak < sk + KDF(PK, tweak)
2: PK<+ sk-B 2: return skiyeak

3: return (sk, PK)
pderive( PK, tweak) :

1: PKiyeak — PK + KDF(PK, tweak) - B
2: return PKiypeak

Fig. 2: Non-hardened BIP32 AKD specification using abstract
algebra.

cryptographic material with regard to traditional explicit cer-
tificates. We consider the Elliptic Curve Qu-Vanstone (ECQV)
scheme [19] adopted by vehicular communication standards
instantiated with the NIST p256 ECC curve, where each
implicit certificate is 32-Byte long and which allow to save
the 64-Byte digital signature generated by the CA included in
explicit certificates. ECQV includes four routines detailed in
Figure 1: certificate sign request (CSR) generation (csrgen)
generates the requester secret key contribution x and the
related public contribution X; certificate generation (crtgen)
generates the CA secret contribution s and implicit certificate
P; certificate reception (certrec) computes the “actual” secret
key skY; public key extraction (extract) computes the related
public key PK". Let o < sign(sk, m) create digital signature
o on message m and secret key sk, and {accept, reject}
verify(PK, m, o) verify o and m with public key PK. Key
sk¥ can be directly used to sign messages, while verification
requires first to compute PK" via extract.

C. Additive Key Derivation (AKD)

An AKD scheme is composed of three routines: key
generation (keygen), for generating a new key pair which
acts as the root of the key derivation hierarchy; public key
derivation (pderive) and secret key derivation (sderive), for
computing derived public and secret keys, respectively, with
regard to some tweak tweak, which acts as the scope of
the key derivation as for well-known symmetric key deriva-
tion schemes (e.g., HKDF [20]). In Figure 2 we show a
generalized version of the three routines as specified by
BIP32 [9] for non-hardened addresses, where KDF : {0,1}* x



{0,1}* — Z, denotes a key derivation function for symmetric
keys [21]. Subsequently calling pderive and sderive allows
to build a hierarchical tree of derived key pairs from a
master key pair (sko, PKp). Let mdl be some dedicated
metadata for scoping a hierarchy unambiguously and PK; =
pderive(pderive(. . . pderive(PK(,md1))) for i chained calls of
pderive, then PK; = PKo+(3'_; KDF(PK;,mdl))- B, and
similarly sk; = sko + (3j—y KDF(PK;, md1)).

III. SYSTEM AND THREAT MODELS

As in [10], we consider a Vehicular credential management
system based on a Public Key Infrastructure (VPKI) composed
of a Certificate Authority (CA) and multiple vehicles which
act as senders and/or receivers within the vehicular network.
The CA divides time into time periods, each identified by
an index t = 0,1,2,..., and each vehicle can obtain a fixed
maximum number N of pseudonym certificates for each time
period starting from the current time period 7.

Capturing design choices of the SCMS standard [11], the
CA may define a parameter T € N, such that a vehicle
can request pseudonym certificates for up to (T — 1) future
time periods. Thus, a vehicle can obtain a maximum of
N - T pseudonym certificates. Upon receiving a pseudonym
certificate associated with a vehicle, a CA may revoke all the
related pseudonym certificates for the current and following
time periods by distributing revocation material (rm), that
vehicles use to build and maintain a certificate revocation list
(crl). A vehicle may need to update its crl for each new time
period, to discard or update records.

Persistent storage of vehicles includes four types of data:

e current cryptographic material (ccm) includes secret

keys and certificates used within the current time period;

e certificate revocation list (crl) includes pseudonym cer-

tificates that are revoked within the current time period;

o certificate refresh material (crm) includes data needed to

update ccm for the next time period;

o revocation refresh material (rrm) includes data needed

to update crl for the next time period.

We consider passive and active network adversaries on
communications among vehicles, while for ease of presen-
tation we assume trusted communications between vehicles
and the CA. We also assume that CA public key material
is known by all vehicles, and that CA and vehicles share
a loosely synchronized clock and agree on the current time
period 7. As typical when using implicit certificates, we
also assume/recommend that the adopted signature scheme is
resistant to key substitution attacks [22].

IV. PRPIC: PSEUDORANDOM PSEUDONYM IMPLICIT
CERTIFICATES SPECIFICATION

PRPIC includes four sub-protocols: pseudonym certificate
release, where a vehicle requests and obtains a set of
pseudonym certificates from the CA (Section IV-A); revo-
cation, where a CA receives a notification about a vehicle
misbehavior and revokes all the pseudonym certificates as-
sociated with the vehicle (Section IV-B); refresh, where a

Vehicle CA
cem, erl, crm, rrm, <sktcél, PKtC/:L> ,(St),
cA ’ " tme[T] X [N]
(PKEY)
7t ne[T] X [N]
1: (z¥,X") <s csrgen()

5. per = (XY, A¢)

3: if Ay > T : reject

4: " <«3$Zy; R <1 -B

5: mo=13Po=X"+R

6: foreach ¢t € [r,7 + Ay — 2] :

7: Py o < pderive(P; o, mdl)

8: {0 ¢ sderive(ry o, P} g, md1)

9: foreach t € [r,7 + Ay — 1] :

10 : foreach n € [N] :

11: Py, « pderive(P; o, n)

12 (. < sderive(r{ o, P} g, 1)

13 : s}’yn — crtgen(skﬁﬁ, r}’yn, Ptvn)

14 : St[Pt,n] <—<(T+Af,—1),PtV,O>

i v \4

15: can = <Pﬂ0’ <5tvn><n,t>emx[m+At—1J>

16 : foreach n € [N]:

17 : Py, « pderive(P] 5, n)

18 : sk, < crtrec(z’, sy ., P] ., PKS%)

19: cem < (sky ,, P""a">n€[N]

. v vV v
20 crm <m »Pro, <st’">n,t6[mx[r+1,f+At—1]>

Fig. 3: Specification of pseudonym certificates release

vehicle updates its certificates and revocation lists for the
following time period (Section IV-C); message authentication
and verification, where vehicles exchange messages within the
network (Section IV-D).

A. Pseudonym certificates release

Details are in Figure 3. For ease of presentation and without
loss of generality, we omit application-related metadata and
procedures (e.g., verification of the vehicle identity), and we
assume that, at the beginning of the protocol, the CA owns
key pairs <Skth¢L’PKgﬁ>t,ne[T]><[N]’ that cem, crl, erm and
rrm are empty. Also, we write sktcf; and PKtCﬁ instead of

sk(CtAmod )n and PK(Ct‘?md ne The important design choice is

deriving pseudorandom secret nonces <7"f 1> ~ from a single
Lyt

fresh nonce r¥, and using implicit certificates (P} ) , for

derivation instead of related nonce commitments (R} ) .

Correctness. For all t,n € [T] x [N], the CA computes:

t—1
Yo=Plo+ > KDF(P)ymdl) |- B

t—1
P}, =P'o+ Y KDF(P);,mdl) + KDF(P}y,n) | - B

t—1
o =1"+> KDF(P);mdl)

i=T

ﬁ
o
Il

t—1
'n=1"+ ) KDF(Plg,mdl) + KDF(P},,n)

\% \% \% CA
St, Te¢n* H(Pt,n) + Skt,n



CA (<St>t6[(77T+1),‘r]) Vehicle (ccm, crl)
1 P < crty,
2: foreachte [(1—T+1),7]:
3: if Ptv/ n €St / Check if certificate is related to time period ¢
4 <t,m, Pg’,70> “si[PY ]
5: break
6: else : [/ Enter if previous loop did not exit with break
7: abort
8: if tpq < 7 : [ Vehicle cannot derive secret keys anymore
9: abort
10: foreachte [t/,(r—1)]:
11 P(Vt+1),0 < pderive(P} o, mdl)
12: rm = (tna, Pr o)
13 : foreach n € [N] :
14 : P;”n “— pderive(P_}_”O, n)
15 : crl.add(P}”")
16 : rrm.add(<tna, P¥70>)

Fig. 4: Specification of pseudonym certificates revocation.
For all ¢,n € [T] x [N], the vehicle computes:

sk

t,n

= Sz,n +a¥- H(Ptv,n) = (xv + TZ,TL) : H(Pt\:n) + Skgﬁ

Since P, = (X" + RY), then P}, = (2" +},) - B also
holds, and thus PK}, = skj, - B = extract(P;,, PKfﬁ).

Security (sketch). For each certificate release procedure, a
vehicle receiving (sy,, ) ., can build a system of T - N linear
equations dependent on the same secret 7", instead of T - N
fresh secrets as in standard ECQV. However, since the CA uses
T - N independent keys <sktcﬁ> . > the system still depends on
(T-N+1) random secrets as in ECQV, and thus is indeterminate
with uniformly distributed solutions, perfectly hiding ¥ and
(skgh), . For multiple certificate release procedures, the
same CA secret key is only re-used with a fresh nonce 7",
even in presence of malicious vehicles possibly submitting the
same z", as in standard ECQV.

Performance. For efficiency at revocation time, for each time
period ¢ the CA maintains a reverse hash map S; mapping each
pseudonym implicit certificate Py, to the corresponding mas-
ter implicit certificate P, and the last time period (7+A;—1)
for which the vehicle obtained pseudonym -certificates. We
also observe that the proposed protocol is meant to minimize
network overhead, but other variants may be instantiated to
obtain different trade-offs. As an example, the CA may send
all implicit certificates (P, ) 1., S0 that the vehicle does not
have to compute them at its side. Finally, note that the vehicle
does not need to derive and store secret keys for following
time periods because crm stores all the due data to derive
them during refresh (see Section IV-C).

B. Pseudonym certificates revocation

Figure 4 shows details of the specification for pseudonym
certificates revocation. Let crt), be a certificate associated to
a misbehaving vehicle at time period ¢’ and sent to the CA by
some authority for revocation. If the certificate is not found
within S;, V¢, then the CA simply aborts because it means

Vehicle (crm, rrm)

vV 4 A
(" P St e, mA01g) O

2 P(V_rJrl),0 + pderive(P",mdl)

3: foreach n € [N]:

4: P(V7-+1),n — pderive(P("T+1>’0,n)

5 CA

sk y1y,n < crtrec(@’, s(o 41y o Pty PEG 1) 0)
6: ccm <SkZT+1)¢n,P(VT+1>’TL>7LE[N]

. \% vV v
7iocrm <”” Plrty,00 <Stvn>n,tE[N]><[7'+2,T+At71]>

8: crl < (0 [ Deleting crl of previous time period
9: rrm/ «+ 0 [/ Temporary data structure
10: foreach (tna, Py o) € rrm.pop() :

11 : if the <7

12: continue

13 : P("T+1>’0 — pderive(P("T)’mmdl)

14 : rrm/.add(<tna,P("7_+l>Y0>)

15: foreach n € [N] :

16 : P("TJrl)Yn — pderive(P("TJrl)YO,n)
17 crl.add(P(VTJrl)Yn)

18: rrm < rrm’

Fig. 5: Specification of refresh from time period 7 to (7 +1).

that it is associated with a time period older than 7 — T,
thus revocation is no longer needed. The same holds if the
certificate is found but it is associated with an expire time
tne < 7. Instead, if t,, > 7, the CA derives the master
certificate for the current time period and sends it as revocation
material rm to the vehicle, else if t,,, = 7 the first retrieved
certificate is directly sent without any derivation. The vehicle
then derives all the pseudonym implicit certificates associated
with the same vehicle within the current time period, and stores
the received master certificate within rrm for future refresh.

C. Certificate refresh

Figure 5 shows details of the refresh protocol. The refresh
of ccm is executed only if, at the end of 7, the vehicle has at
least one set of (s; ,,) for ¢ = 741 stored in crm. Whether the
vehicle has refreshed ccm from previous data stored in crm
or from a new invocation of the pseudonym certificate release
protocol, it must also update crl for the subsequent time period
using the revoked master certificates stored in rrm. If the
master certificate is associated with an expire time ¢,, < T,
then the vehicle skips the derivation because it means that it
is associated with a time period older than 7 — T, thus refresh
is no longer needed.

D. V2X message authentication and verification

We show protocol details in Figure 6. Given current time
period 7 and a certain index ¢ € [N] which is previously
selected with some logic that is orthogonal to our protocol,
a sender vehicle v can send a message M by signing it as
o« sign(sky ;,(m,i, PKS%)). Then, v sends (M, o, P ;. i).

T,07



Sender ceiver
m, sk} ;, Pl ,, PK, PK

ERA) T,

o <+ sign(sk. ;, <m7 i, PKEﬁ>)

<m,(T,P_‘,/_,i,L'>
-5

2:

3: if i & [N] :

4: reject

5: PK « extract(P:’i7 PKS_AY)

6: if Wverify(PEK, <m, i, PKS@> ,o)
7 reject

8: if P.,V.',i Ecrl:

9: reject

Fig. 6: Message authentication and verification in 7.

The receiver first checks the validity of i. As we assume
a loosely shared clock among participants of the vehicular
network (Section III), the receiver already shares the same
current period 7, and uses index i explicitly sent over the
network to select public key PKC?. Then, it proceeds with
key extraction, signature verification, and validation of the
certificate revocation status.

Note that signing PKS;? together with m and 7 is meant
to prevent attacks aiming at making the receiver correctly
verify the signed message by using a different CA key for
extraction, and is analogous to recommendations related to
preventing key substitution attacks in other more traditional
scenarios [22]. Instead, we do not explicitly sign the vehicle
public key because we assume that the sender already uses a
signature scheme resistant to key substitution attacks. If this
assumption does not hold, then the sender should also derive
its own public keys during refresh and include PK7 ; within
the signed message, thus requiring additional storage at the
vehicle side'.

V. COST EVALUATION

We discuss the PRPIC protocol costs asymptotically (Sec-
tion V-A) and concretely when instantiated with the NIST
p256 curve, comparing them with current standards and with
related literature (Section V-B).

A. Asymptotic analysis

Table I shows network and computation costs for release,
revocation and refresh. We consider the worst case for a
single execution of the protocol where A; = T. Moreover,
we evaluate dominant computational costs by considering the
most expensive underlying cryptographic operations, which in
PRPIC are represented by point scalar multiplications with a
fixed point (csrgen, crtgen, pderive) and, even more expensive,
with a variable point (extract). Other types of operations are
considered negligible.

Release. CA computation costs are dominated by N - T
pderive and crtgen routines, while for the vehicle they are

'Note that while public key extraction may also be performed at runtime
during message authentication, we consider it to introduce too much compu-
tational overhead due to expensive cryptographic operations.

Phase Entity Computation Network

Release CA. O(N-T) pderive -i.-crtgen ow-1)
Vehicle O(N) pderive

Revocation | CA O(T) pderive o)
Vehicle O(N) pderive

Refresh Vehicle | O(N +rev-N - T) pderive -

TABLE I: Asymptotic costs for computation and network
Type of data Storage | Storage cost
Pseudonym certs and private keys valid in 7 | ccm O(N)
Certificates revoked by the CA in 7 crl O(N-T)
Certificate refresh material crm O(N-T)
Revocation refresh material rrm O(1)
CA public key size PKCA Oo(N-7T)

TABLE II: Asymptotic costs for storage

dominated by one csrgen and N pderive®. Vehicle costs may
be reduced to the computation of N crtrec if the CA sends all
pseudonym certificates, however network costs would almost
double. Network is dominated by the exchange of a secret
contribution value sy ,, for each t,n € [T] x [N].

Revocation. Computation costs of the CA depend on the
presented certificate age, because the CA must derive the
master implicit certificate obtained from its hash map S; for the
current time period 7 using pderive. Considering a worst case
scenario, its computation cost is O(T). The vehicle computes
N pderive for each revocation. Network costs are constant for
each newly revoked vehicle, because the CA sends only a
single master implicit certificate independently of N and T.

Refresh. The vehicle performs N pderive to refresh ccm and
N - T pderive for each revoked vehicle to refresh crl. Network
costs are absent because the procedure is executed locally.

Table II shows vehicle storage costs for maintaining ccm,
crl, erm, rrm and the set of CA public keys for certificate
verification (PK®*). In each time period t, ccm includes
all private keys and pseudonym certificates <sk¥’n, Py ”>n for
each n € [N], thus storage cost is O(N). erl includes N
pseudonym certificates for each revoked vehicle, but consid-
ering that pseudonym certificates can be refreshed for up to T
time periods, we estimate storage costs to be O(N-T) for each
revoked vehicle. crm includes a CA private contribution sj ,,
for each ¢, n € [T] x [N], thus its storage cost is also O(N - T).
rrm includes a master implicit certificate for each revoked
vehicle, which in the worst case can be valid for up to T time
periods, thus storage cost is O(T). Finally, PK“? includes the
public keys used to verify all the pseudonym certificates issued
by the CA (see Section IV-D), thus storage cost is O(N - T).

B. Concrete evaluation and comparison

We analytically evaluate storage and network costs for
the NIST p256 elliptic curve [23] recommended by current
standards [24], [25], and compare them with SCMS both
based on implicit and on explicit certificates [11], and with

’In our specification, we assume that the vehicle trusts the CA and the
communication channel is authenticated, and thus it does not execute extract,
however if this operation is also executed then vehicle costs would almost
double.



Network overhead Storage overhead
V2X message relative size rm cem erl crm rrm PKCA
SCMS [11] implicit certificate 72-bit linkage value 320 bits 2.9 KB 3.6 MB 131 KB | 2 KB 32 B
explicit certificate 72-bit linkage value + 256-bit PKCA | 320 bits | 4.2 KB | 3.6 MB | 195KB | 2 KB 32 B
This paper: PRPIC (pseudorandom 6-bit local index 256 bits | 2.6 KB | 12.8 MB* | 65 KB | 8 KB | 66560 B
pseudonym implicit certificate)
Pseudorandom explicit pseud. cert. [10] 256-bit PKC4 (no index) 256 bits 2.6 KB 12.8 MB* 65 KB 8 KB 32 B

TABLE III: Network and storage overheads for NIST p256 elliptic curve protocol instantiation by considering settings and
workload proposed within SCMS [11]. V2X message relative size shows only information related to data which differ in the
different approaches (e.g., does not show digital signature size). rm shows the size of a single revocation material required to
revoke all the pseudonym certificates of a misbehaving vehicle. In crl, the asterisk symbol (x) reminds that PRPIC and [10]
sizes may be reduced to those of SCMS at the cost of introducing the same false positives rate. crm shows the maximum
amount of data that must be stored for refresh, which is that stored just after completing pseudonym certificates release.

pseudorandom explicit certificates [10]. Table IIT shows the
resulting costs considering the following parameters. Size of
both scalars and compressed elliptic curve points for NIST
p256 curve is 32 Bytes. We size other parameters according
to discussions proposed by SCMS for sizing their linkage
value [11, Section V.C], that is, N = 40 pseudonym certificates
associated with each time period and, considering 2.5 x 108 ve-
hicles, about 2.5x 10% x40 = 10° total pseudonym certificates
in use within each time period, with a revocation rate assumed
below 1%. The certificate preload time is one year and each
time period is one week long, thus T = 52. Finally, SCMS
recommends to plan support for 10000 revocation entries.

V2X message size. The second column of the table (V2X
message relative size) shows sizes of data which differ among
the considered approaches. SCMS [11] relies on global in-
dexing identifiers called linkage values, which are included
in each pseudonym certificate (similar to the Serial Number
in X.509 certificates [26]). Linkage values globally identify
pseudonym certificates among all vehicles, except for a certain
probability of collision which depends on its size. SCMS uses
72-bit linkage values to get a probability of collision (i.e. of
re-assigning the same linkage value to more vehicles) below
1075, which is estimated considering the birthday paradox. If
we consider a negligible probability related to cryptographic
standards, that is 2732 ~ 10719, a size of 85 bits would
be preferable [10]. In PRPIC, authenticated messages include
opaque indexing value i € [N] which is used by receivers to
select the due CA public key (Section IV-D), which is not
required to be unique among vehicles and time periods and
thus can be sized as [log,(N)]. Since we consider N = 40,
then size of 7 is 6 bits. In addition to the information included
in the table, strictly related to the parameters proposed by
SCMS, we observe that our index is also more scalable than
SCMS linkage value, because it scales linearly with regard to
the number of pseudonym certificates, which is much better
than the quadratic increase of global linkage values (again,
due to the birthday paradox). As an example, if N = 4096,
then size of 7 is 12 bits and that of the linkage value is 92 or
105 bits respectively for 107% and 2732 collision probability
with 2.5 x 108 vehicles, resulting in overhead gain increasing
from 66/79 bits to 80/93 bits for each message. However, it

must be reminded that PRPIC needs to maintain a CA public
key that also scales linearly to N and T, and for N = 4096 and
T = 52 key size would be ~ 6.8MB. We observe that using
pseudorandom explicit certificates [10] do not need to include
any index because there is just a single CA public key to verify
all messages and benefits of being completely independent
of the network workload and settings, however they incur in
the high overhead of sending the explicit digital signature of
the CA within the certificate, thus achieving worse overall
network overhead. Deploying SCMS with explicit certificates
has downsides of both having a linkage value and the explicit
digital signature, and thus achieves worse network overhead.

Size of a CRL sent for revocation. The third column of
the table shows sizes of revocation material (rm) sent by the
CA for revoking a vehicle from the network. In SCMS, the
revocation of a vehicle is performed by distributing seeds and
metadata that allows vehicles to reconstruct all pseudorandom
linkage values associated with the revoked pseudonyms. Two
authorities (Linkage Authorities) are involved in the revocation
process: the CRL includes two linkage value seeds (i.e., hash
chains) and the identities of the two authorities. The total size
of the revocation material is 2 x 128 + 2 x 32 = 320 bits,
where 128 bits are the linkage seeds created by the authorities
and 32 bits are identity strings associated with the authorities.

Current cryptographic material ccm includes signing keys
and pseudonym certificates for the current time period in all
approaches. Overall, sizes are not too different. More in detail,
both SCMS approaches and PRPIC need to store N 32B secret
keys, while [10] can store just one secret and derive the due
pseudorandom keys at authentication time. All approaches
need to store N certificates, however implicit certificates are
smaller (as described above for V2X message relative size) and
SCMS also require vehicles to maintain linkage values.

Current refresh material crm includes very different data
depending on the approaches. All approaches must store N x
(T—1) secret keys for all time periods (or, in PRPIC, all partial
secret values s; , provided by the CA plus the vehicle partial
secret value xV). However, while SCMS approaches must also
store all Nx (T—1) certificates and thus requires higher storage,
PRPIC and [10], adopting pseudorandom keys, must only store
one master key which is derived at each refresh.




Certificate revocation lists crl include the due material for
rejecting an authenticated message that would be otherwise
be accepted. The total size obviously depends on the number
of revoked vehicles. In our analysis, we considered SCMS
recommendations of providing storage for 10000 revoked ve-
hicles. For each pseudonym of all revoked vehicles, SCMS ap-
proaches store a 9-Byte linkage value. Instead, PRPIC and [10]
both store a 32-Byte EC point which acts as implicit certificate
and public key, respectively. Note that PRPIC and [10] do not
suffer from the false positives characterizing SCMS revocation
mechanisms (as discussed above), however they can achieve
the same storage overhead of SCMS at the cost of allowing
the same false positives by storing a truncated 9-Byte hash of
each EC point. Clearly, different trade-offs in terms of storage
overhead and false positive rate can be obtained by choosing
a different digest size.

Revocation refresh material rrm includes material to re-
fresh crl for the next time period. All approaches use deriva-
tion techniques to save storage: SCMS includes data to derive
linkage values; PRPIC and [10] store EC points which act
as master implicit certificates and master public keys, respec-
tively, similarly to crl.

CA public key material (PK®*). SCMS approaches
and [10] are conservative and only need one CA public key
for verifying all messages. Instead, PRPIC requires vehicles to
store N x T public keys. While the resulting cryptographic ma-
terial is obviously much larger, for the settings recommended
by SCMS it is comparable or smaller than other data that must
still be stored within vehicles, as described before.

VI. CONCLUSIONS

We proposed a novel protocol for communications based
on pseudonyms with low network overhead for authenticated
messages and certificate management operations, including
revocation with constant costs with regard to the number of
issued pseudonyms. Our work achieves the lowest network
overhead for any known authenticated communication system
based on asymmetric cryptography and pseudonyms, and thus
fits perfectly V2X communications, where network bandwidth
represents the most critical bottleneck. Computational over-
head for key management operations is affordable in the
context of vehicular communications, and so is the major
limitation of requiring CA public key size that is linear in the
number of pseudonyms associated with each vehicle. Future
work will try to overcome this limitation, but also to experi-
mentally evaluate the protocol in real scenarios, to investigate
variants involving different families of key derivation schemes,
and to deploy the protocol in a decentralized architecture
governed by multiple authorities.
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