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1 Introduction

The automotive industry has undergone significant transformation through vehicle domain innovations, evolving
from isolated, mechanical vehicles to interconnected systems within Cooperative Intelligent Transportation Sys-
tems (C-ITS) [7]. Initially, the focus was on onboard electronics and telematics, but the shift to C-ITS integrates
connectivity, enabling vehicles to interact with each other, surrounding infrastructure, and other transporta-
tion users. This connectivity provides drivers with real-time information for enhanced safety, efficiency, and
sustainability [18]. The integration of technologies such as Vehicle-to-Everything (V2X) communication marks
a paradigm shift from standalone vehicles to cooperative ecosystems. This transformation addresses challenges
such as traffic congestion, road accidents, and environmental impacts. Key innovations, such as Cellular-V2X
(C-V2X), improve communication latency and reliability compared to traditional Dedicated Short Range Com-
munications (DSRC), thereby paving the way for automated and connected mobility [22]. Furthermore, the
rise of software-defined vehicles (SDVs) emphasizes software over hardware, enabling rapid innovation through
over-the-air updates and modular architectures. The incorporation of artificial intelligence for predictive main-
tenance, personalized user experiences, and advanced driver assistance systems (ADAS) contributes to smarter,
more responsive vehicles. As vehicles become increasingly connected, they integrate into larger intelligent trans-
portation networks, facilitating seamless communication with smart city infrastructures and enabling features
such as dynamic route optimization based on real-time traffic data.

1.1 C-ITS and VANETs

A crucial aspect of C-ITS is its reliance on Vehicular Ad-hoc Networks (VANETs) as the foundational commu-
nication framework. VANETs enable dynamic, ad-hoc networking among vehicles, supporting real-time data
exchange, and serve as the cornerstone for C-ITS applications [1]. These networks are vital for facilitating
Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure (V2I) interactions, enabling communication between ve-
hicles and roadside units (RSUs), traffic signals, and other infrastructure. This constant exchange of information
is key to safety-critical applications, such as collision avoidance, cooperative driving, and situational awareness,
allowing vehicles to “see” beyond their immediate surroundings and make more informed decisions [6].

Through VANETs, real-time cooperative awareness is established, with vehicles sharing critical information
such as position, speed, and heading. This enables proactive actions like avoiding collisions and optimizing
traffic flow. VANETs also support advanced applications like platoon driving, where vehicles travel closely
together to reduce air resistance and improve fuel efficiency, and intersection management, where vehicles can
communicate with traffic signals to reduce congestion and waiting times.

In addition to safety, VANETs also support Vehicle-to-Cloud (V2C) communication, allowing vehicles to in-
teract with cloud-based services for enhanced traffic management, fleet monitoring, and predictive maintenance.
This allows vehicles to share data on road conditions, weather, and traffic, which can then inform decisions such
as real-time traffic rerouting or environmental monitoring.

The inherent mobility and dynamic nature of VANETs address challenges like high mobility, variable topol-
ogy, and intermittent connectivity. Through multi-hop communication, where vehicles relay messages to one
another, VANETs maintain connectivity in highly dynamic environments, such as highways or urban areas with
dense traffic. Furthermore, the adherence to standards like IEEE 802.11p and ETSI ITS-G5 ensures inter-
operability across different manufacturers and infrastructure providers, promoting global scalability for C-ITS
systems.

Beyond basic safety, VANETs play a crucial role in integrating smart city infrastructures, enabling commu-
nication with smart traffic systems, parking management, and environmental monitoring. This helps improve
both urban mobility and energy efficiency. As C-ITS evolves, VANETs will be central to supporting autonomous
driving and smart mobility services, ensuring reliable and low-latency communication for autonomous vehicles
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operating alongside human-driven vehicles.

1.2 V2X Communication

At the core of VANETs and C-ITS are V2X messages, which encompass various communication types, including
Vehicle-to-Vehicle (V2V) for collision avoidance, Vehicle-to-Infrastructure (V2I) for traffic signal coordination,
Vehicle-to-Pedestrian (V2P) for pedestrian safety alerts, and Vehicle-to-Network (V2N) for broader connectivity
[22]. These messages transmit critical data, such as position, speed, heading, acceleration, and event notifica-
tions, in standardized formats like Cooperative Awareness Messages (CAMs) and Decentralized Environmental
Notification Messages (DENMs) for ETSI-based systems, or Basic Safety Messages (BSMs) in IEEE-based
systems [13]. The periodic and event-driven nature of these messages enables proactive decision-making in
connected and automated driving scenarios.

V2X communication is supported by a layered protocol stack, defined by ETSI ITS-G5 in Europe and IEEE
WAVE (Wireless Access in Vehicular Environments) in the United States. At the physical and medium ac-
cess control layers, both stacks rely on IEEE 802.11p, a variant of IEEE 802.11 designed for low-latency and
high-mobility vehicular environments. Above the access layer, the networking and transport layers support both
IPv6-based and non-IP communication, allowing flexibility to meet diverse application needs. The facilities layer
defines standardized message formats, such as CAMs, DENMs, and map-related messages, enabling interoper-
ability across different vehicle manufacturers and infrastructure providers. A dedicated security layer, based on
Public Key Infrastructure (PKI), ensures message authentication, integrity protection, and privacy-preserving
mechanisms through pseudonym certificates. This layered architecture enables the efficient dissemination of
safety-critical information while maintaining interoperability and security across diverse vehicular environments.

!"#$%#&'(!"#$%#&'(

)*+,-,)..%/012, , ,3, , ,3,3,4567, , , , ,3,3, ,890%,:#;.1<#9&0$,=0>,?@AABC5AD, =9%#E.%,FG9<,H0I.%J,

890%,:#;.1<#9&0$,=0>890%,:#;.1<#9&0$,=0>
/012';9"&% ,/"#$%#&'
>0I.K.&< ,;.(#%.&<#0$L/"#$%#&'
;90% ,(#%.M0$2 ,(2N(1;0>.;
(<;..<

O;9>.;<#.(O;9>.;<#.(

8.$0<.%8.$0<.%

H0I.%,O;.I#.MH0I.%,O;.I#.M

, , ,, , , , , , , , , , , , , , , , , , , , , , , , , , ,

Figure 1: Example of C-ITS scenario

V2X communication significantly enhances transportation efficiency, road safety, and the overall driving
experience by facilitating direct and cooperative interactions between vehicles and infrastructure. Use cases
include platoon driving to reduce fuel consumption, cooperative perception to extend vehicle sensing ranges,
and priority management for emergency vehicles at intersections. As V2X technology evolves with the advent
of 5G, it is expected to support ultra-reliable low-latency communications and massive connectivity, further
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enabling advanced automated driving functions and dense urban deployments. An example of a VANET-
enabled C-ITS scenario is shown in Figure 1, where vehicles and infrastructure entities cooperate through V2X
communications in proximity to road intersections.

The remainder of this document is structured as follows. Section 2 provides a detailed background on C-ITS
security mechanisms, attacker models, and existing misbehavior detection approaches. Section 3 presents the
proposed local misbehavior detection system, which leverages vehicle onboard sensors and fuses them with V2X
information to improve detection accuracy and resilience against stealthy attacks. Finally, Section 6 present
the conclusion of this work.
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2 Background

In this section we will provide a detailed description of the required knowledge for the understanding of this
document. In particular, Section 2.1 describes the Public key Infrastructure as a pillar of the VANETs network,
while Section 2.2 analyze the two types of attackers considered as threat model of a general VANETs. Lastly,
Section 2.3 introduce the SixPack attack, a stealthy attack which mimic the behavior of real vehicle using
Vehicle-to-Vehicle communication.

2.1 PKI in VANETs

Public Key Infrastructure (PKI) has long been the backbone of security in vehicular ad-hoc networks (VANETs).
PKI ensures that only legitimate vehicles and roadside units (RSUs) are allowed to communicate by using digital
certificates and public/private key pairs [26]. The public key is used to verify the authenticity of messages, while
the private key is used to sign messages, ensuring their integrity and preventing tampering. This setup effectively
defends against impersonation and man-in-the-middle attacks.

Within the European context, the ETSI (European Telecommunications Standards Institute) standards
define how PKI is structured and used for vehicular communication. The technical specification ETSI TS 103
097 defines the security header and certificate formats for Cooperative ITS (C-ITS) applications, specifying
how certificates should be formatted and included in ITS messages to support secure data structures [8]. This
standard profiles and reuses elements from the North American IEEE 1609.2 standard (used in IEEE WAVE
security), defining appropriate extensions and constraints for European deployments. In particular, ETSI TS
103 097 specifies secure data structures (including security headers and signed data), certificate formats, and
security profiles that dictate how certificates are attached to periodically transmitted messages like CAMs and
DENMs [17].

In practice, each vehicle or RSU is provisioned with a public–private key pair and a set of certificates issued
by a trusted Certification Authority (CA). Certificates in the ETSI framework include Root CA certificates,
subordinate CA certificates, Authorization Tickets, and Enrolment Credentials, each serving roles in establishing
identity and trust chains within the PKI system. To reduce communication overhead, ETSI TS 103 097 also
allows the use of certificate digests in safety messages, where a short digest of a certificate is included in most
messages, with full certificates sent less frequently; vehicles can request the full certificate when needed to verify
a digest [24]. This mechanism balances security with bandwidth constraints inherent in high-frequency V2X
communication.

The ETSI ITS PKI framework does not operate alone. It is supported by complementary specifications such
as ETSI TS 102 941 [9], which defines trust and privacy management including certificate revocation and trust
list management, and ETSI TS 103 601 [10], which addresses security management messages and distribution
protocols for PKI deployment. These standards work together to implement a coherent security credential
management system (SCMS) that ensures authorized communication across vehicles and infrastructure.

Other international standards also influence vehicular PKI architectures. For example, the IEEE 1609.2
family (used in the United States) defines message domain security services, including certificate usage and
cryptographic message formats, which ETSI TS 103 097 aligns with for cross-compatibility [21]. Addition-
ally, broader automotive cybersecurity standards such as ISO/SAE 21434 emphasize secure key management
and secure software practices within vehicle systems, reinforcing PKI’s role in the overall security lifecycle.
These standards together ensure that the PKI not only authenticates message sources but also integrates with
vehicle-wide cybersecurity measures.

Despite its robustness in authenticating messages, PKI does not inherently validate the semantic correctness
of the data carried in V2X messages. Vehicles may still broadcast incorrect positions, inaccurate speeds, or
false hazard warnings while possessing valid certificates, thereby exploiting the trust granted by PKI. This
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highlights the need for additional mechanisms such as Misbehavior Detection Systems (MDS) to detect and
mitigate internal attacks that leverage legitimate credentials.

2.2 VANETs attacker and Misbehavior Detection System

In a VANET, we can define two main types of attackers: external attackers and internal attackers.
External attackers are typically unauthorized entities trying to disrupt communication, often using tech-

niques like jamming or spoofing. Jamming interferes with communication channels by flooding the frequency
with noise, preventing legitimate vehicles and infrastructure from transmitting critical safety messages. Spoof-
ing involves impersonating legitimate vehicles or roadside units (RSUs), injecting fake messages into the network
to mislead other nodes. These attacks can have serious consequences, such as preventing emergency alerts from
reaching drivers or causing vehicles to misinterpret their surroundings [28]. These attacks are detectable by
PKI, which ensures that only authenticated entities can broadcast messages. PKI-based systems can verify the
identity of the message sender, preventing unauthorized entities from disrupting communications or by revoking
authorization to malicious users.

On the other hand, internal attackers are authorized entities within the network that have valid credentials,
making them much more difficult to detect. Since they are part of the trusted system, internal attackers can
broadcast messages that appear legitimate, making traditional security measures such as PKI insufficient. PKI
only ensures the authenticity of the message source, not the content of the message itself. An internal attacker
might falsify position, speed, or hazard information, leading to unsafe driving decisions or traffic disruptions. For
example, an attacker could send false position data that causes surrounding vehicles to take incorrect actions,
such as braking or changing lanes unnecessarily, which could result in accidents. This ability to manipulate
the system without raising alarms makes internal attackers particularly dangerous, as they exploit the inherent
trust in the system.

To address this limitation, recent academic efforts have focused on developing Misbehavior Detection Systems
(MDS) that analyze the content and context of the messages being exchanged. These systems go beyond PKI
and attempt to detect anomalous behavior that might not be immediately apparent from identity verification
alone. One such solution is the GOLIATH framework, which integrates blockchain technology for decentralized
verification of messages. By storing messages in an immutable ledger, GOLIATH can detect tampered data
and provide an additional layer of trust and transparency, making it harder for internal attackers to manipulate
data without being detected [19]. Other solutions incorporate machine learning models, which are trained on
large datasets of driving behavior to identify anomalies or deviations from expected patterns. These models can
help detect internal attacks by flagging data that does not conform to typical vehicular behavior.

Another promising approach uses plausibility and consistency checks, as seen in the F 2MD [15] framework,
which performs these checks to validate the content of V2X messages for inconsistencies. This system cross-
references the reported data with expected road conditions, traffic patterns, and vehicle trajectories to determine
whether the reported message is plausible. For example, if a vehicle reports a sudden change in position that is
inconsistent with surrounding traffic, the system would flag it as potentially malicious.

While these solutions are effective at detecting simple attacks, such as incorrect positioning or basic message
inconsistencies, they struggle to identify more complex and stealthy attacks, such as the SixPack attack [29].
In a SixPack attack, the malicious vehicle mimics the behavior of real vehicles, sending data that fits typical
driving patterns and traffic conditions, making it difficult to detect through traditional content analysis. Since
the attack focuses on mimicking realistic behavior rather than broadcasting false data, it can evade detection
systems that rely solely on plausibility checks or statistical models. SixPack attacks highlight the challenge of
detecting sophisticated and stealthy attacks that do not exhibit obvious anomalies in the content of the V2X
messages but instead carefully simulate normal driving behavior to blend in with the network.
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2.3 SixPack Attack

The SixPack attack, introduced as a dynamic internal attack on Vehicular Ad-hoc Networks (VANETs), was
originally designed to manipulate the behavior of C-ITS (Cooperative Intelligent Transport Systems) entities
by simulating the activation of the braking system, leading to unsafe driving decisions and traffic disruptions.
In its original version, SixPack included six phases: Start, Init, FakeBrake, Recovery, Rejoin, and Stop, each
phase contributing to the attack’s success in evading detection by misbehaving vehicles while maintaining the
appearance of normal driving behavior.

SixPack v2 builds upon this foundation by enhancing the core phases of the attack, namely FakeBrake,
Recovery, and Rejoin, to improve its evasion capabilities. The attack’s primary goal is to manipulate the digital
representation of the vehicle (its position, speed, and braking status) in the V2X messages while maintaining
consistency with the actual vehicle’s trajectory, thereby avoiding detection by traditional misbehavior detection
systems like F 2MD.

In the FakeBrake phase, the attacker simulates a sudden activation of the Anti-lock Braking System (ABS),
sending a message indicating a sharp deceleration, even though the vehicle itself is not braking. This causes
surrounding vehicles and infrastructure to react as if the vehicle is in an emergency braking situation. The
attacker then enters the Recovery phase, where the vehicle’s digital representation is gradually adjusted to
match the real position of the vehicle, following a predefined interpolation algorithm. This phase ensures that
the digital and physical positions of the vehicle gradually rejoin, making it more challenging for detection
systems to notice any discrepancies.

The Rejoin phase further refines this process, with an enhanced interpolation mechanism that takes into
account the vehicle’s actual movement and surrounding traffic, creating a more realistic path that closely
matches the vehicle’s real trajectory. This avoids triggering the position and speed plausibility checks commonly
used in misbehavior detection systems. The major enhancement in SixPack v2 is the use of a novel path-
reconstruction algorithm, which generates a more realistic representation of the vehicle’s trajectory. This
improvement significantly increases the attack’s ability to evade detection, especially in systems like F 2MD

that rely on plausibility checks based on the vehicle’s reported data. The attack’s dynamic nature, combined
with realistic path simulation, allows it to remain undetected even by advanced detection mechanisms that
analyze the content of V2X messages. The improvements implemented in SixPack v2 are visualized in Figure 2,
where both versions of SixPack are tested in an equal scenario. The trajectory depicted in Figure 2 illustrates
the recovery phase of the algorithms, demonstrating how both versions of SixPack produce forged GPS positions
to emulate a genuine vehicle.

unfeasible

Real

SixPack v1

SixPack v2

Figure 2: Real trajectory vs. SixPack v1 vs. SixPack v2
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Attacks like SixPack, which simulate normal vehicle movements, require more sophisticated detection meth-
ods that not only analyze the content of the messages but also incorporate broader contextual information,
including the vehicle’s interactions with other vehicles and infrastructure. Thus, while systems like F 2MD can
effectively detect simpler attacks, SixPack v2 showcases the limitations of current detection frameworks when
faced with stealthier, behavior-mimicking attacks.

The performance of F 2MD in detecting both versions of the SixPack attack are presented in Figure 3. The
first version of the SixPack attack is depicted in blue, while the the SixPack v2 is presented using the orange
color. On the x− axis of Figure 3 are reported the three metrics used to evaluate the detection performance of
F 2MD (Precision, Recall, F1 ); while on the y − axis is reported the value of this indexes.

Precision =
TP

TP + FP
(1)

Recall =
TP

TP + FN
(2)

F1 = 2× Precision×Recall

Precision+Recall
(3)

F2MD - SixPack V1
F2MD - SixPack V2

Figure 3: Performance evaluation of F 2MD detection method against SixPack and SixPackv2.

The precision metric (Formula 1) measures the proportion of correctly identified anomalies among all de-
tected anomalies, while the recall metric (Formula 2) reflects the proportion of true anomalies successfully
identified out of the total number of actual anomalies. In this context, TP , FP , and FN represent the counts
of true positives (anomalous messages correctly detected), false positives (legitimate messages wrongly flagged
as anomalies), and false negatives (anomalous messages incorrectly classified as normal), respectively. The F1
(Formula 3) is calculated as the harmonic mean of precision and recall, providing a balanced summary where
both metrics are equally weighted. Each of these performance measures ranges from 0 to 1, with values near 0
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indicating poor detection capability (correspondingly, the ability of the attack to evade detection) and values
close to 1 indicating almost perfect detection performance (i.e., the inability of the attack to evade detection).

As it possible to observe from Figure 3 SixPack v2 is able to achieve higher evasion performance, almost
halving the detection capabilities of F 2MD framework. In particular, focusing on the precision metric the
original version of SixPack reach a low value of 0.32 which is even reduced by the new version of the SixPack v2

reaching 0.19 value. A stronger trend can be observed considering the recall index, where the original version
of the SixPack attack reach value of about 0.8, while the F 2MD framework against the SixPack v2 struggles
to reach 0.4. As a result the F1 metric of F 2MD against the SixPack v2 reach value of 0.25 meaning that the
F 2MD framework is not able to detect stealthy attacks like the SixPack which mimic the behavior of legitimate
vehicle. Moreover, the performance increase reached by the SixPack v2 highlight that the improvements of
trajectory reconstruction algorithm decrease the detection capabilities of misbehavior detector based on the
only analysis of the content of the V2X messages.
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3 Design of the Local Misbehavior Detection System

This section presents a novel detection methodology designed to identify stealthy attacks in C-ITS communi-
cation using information extracted from received V2X message and external perceptual systems. Our detection
mechanism is based on the assumption that each node of the C-ITS participating in the detection task has
access to trusted information about the position of nearby vehicles generated by some form of physical system.

Examples of these perceptual systems include LiDARs and radars commonly deployed on vehicles to support
Advanced Driver Assistance Systems (ADAS), as well as surveillance cameras and other perceptual devices that
can be deployed on roadside units. These data sources can be used by a detector to create a simplified digital
representation of its surroundings, employing various approaches proposed in the literature [5, 27, 12]. Our
detection model does not require a complete and detailed digital model of all nearby objects, since it focuses
only on the positions of vehicles in close proximity of the detector. The Local detection is presented in Section 3.1
where the two variants are described in two different subsections.

3.1 Vehicle detection

The Local detection method is designed for deployment on vehicles participating in C-ITS, and it necessitates
them to be equipped with on-board perceptual systems, such as radars, LiDARs and cameras to measure the
relative positions of entities in the proximity of the vehicle. We designed and tested two different versions of
the Local detection model to represent different perceptual systems, providing common coverage areas [20].

Vehicle - Cone

The first version of the Local detector (cone) represents a vehicle equipped with forward-facing sensors, typical
in modern vehicles as a basic form of ADAS. This configuration results in a conical-shaped coverage area (which
can be defined as Ca) positioned in front of the vehicle, as illustrated in Figure 4. The conical shape is effective
for detecting objects in front of the vehicle, offering a balance between range and coverage width [14].

Figure 4: Representation of the conic-shaped coverage area in front of the vehicle

Since the conical shape can be represented as a section of a circular area, we used formula 4 to define the
min (αmin) and the max (αmax) of the circular section. Additionally, GPS coordinates are converted into radial
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and polar coordinates using formula 5 and 6, respectively.

[αmin, αmax]⇒ α± β

2
(4)

ρ = 2

√
(xp − xc)2 + (yp − yc)2 (5)

θ = arctan

[
(yp − yc)

(xp − xc)

]
(6)

Here, β represents the width of the cone centered on the same axis with respect to the heading of the vehicle.
The GPS coordinates (xc, yc) are used to compute the polar coordinates (xp, yp) of nearby vehicles.

The detection algorithm uses the conditions expressed in Formula 7 to check whether the GPS coordinates
of surrounding vehicles fall within the coverage area Ca of the detector vehicle. In this formula, θ (angle) and ρ

(distance) are the polar conversion of the positions of the nearby vehicles, while αmin and αmax represents the
boundary angles of the detector vehicle and R is the maximum distance of the perceptual system.

αmin ⩽ θ ⩽ αmax, ρ ⩽ R (7)

Vehicle - Ellipse

The second version of the Local detector (ellipse) represents a vehicle equipped with multiple perceptual systems,
such as radars and LiDARs, capable of identifying objects all around the vehicle. This results in an elliptical-
shaped coverage area (which we defined again as Ca) with the center of the ellipse slightly shifted towards the
front of the vehicle [14], as depicted in Figure 5.

Figure 5: Representation of the elliptic-shaped coverage area surrounding the vehicle
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The detection algorithm utilizes formula 8 to check whether the GPS coordinates of surrounding vehicles
fall within the coverage area Ca of the detector vehicle. In this formula, (xc, yc) represents the center of the
ellipse, (xp, yp) represents the coordinates of nearby vehicles, and α is the heading of the detector vehicle.

[cos(α)(xp − xc) + sin(α)(yp − yc)]
2

a2
+

[sin(α)(xp − xc)− cos(α)(yp − yc)]
2

b2
≤ 1

(8)

The size of the ellipse is determined by the parameters a and b, representing the length (i.e., the maximum
distance from the center of the ellipse on the horizontal axis) and the height (i.e., the maximum distance from
the center of the ellipse on the vertical axis) of the ellipse, respectively.

Occlusion

A critical limitation for both versions of the Local detection (cone and ellipse) arises when a vehicle or an
obstacle obstructs the line of sight of the detector’s perceptual system. This obstruction creates a blind zone
where the detector is unable to perceive any other vehicle, as illustrated in Figure 6. This limitation decreases the
perceptual capabilities of both versions of the Local detector, especially in scenarios involving sudden braking like
the one proposed by the SixPack v2 attack. The blind zone has significant implications for V2X communication:
if a vehicle located in the blind zone broadcasts its position via BSM or CAM message, the detector vehicle
cannot verify that information with its own data obtained by the perceptual system. Consequently, the integrity
and reliability of the shared position cannot be confirmed, raising concerns about trustworthiness and potential
security vulnerabilities.

Figure 6: Representation of the shadow area

To better understand this limitation, we introduce a mathematical formulation of the shadow area. Using
a polar coordinate system centered on the detector vehicle, the shadow area can be described based on angular
and radial boundaries determined by the distance and width of the occluding vehicle. The shadow area is
depicted in Figure 7, where the blue color represents the coverage area of the perceptual system. This area is
primarily focused on the forward direction but can be applied to either the ellipse or cone versions of the Local
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detector. The light blue color indicates the blind zone generated by the occluding entity, which is represented
using the black vertical line.

Figure 7: Polar representation of the shadow area

This formalization enables a near approximation of the zone that is inaccessible by the perceptual systems
of the vehicles, and of V2X messages whose broadcasted positions cannot be confirmed through the on-board
perceptual systems.

Let the detector vehicle be located at the origin (0, 0) of a polar coordinate system (ρ, θ), where ρ is the
distance and θ is the angle measured from the polar axis. Based on the geometry depicted in Figure 7, the
shadow area can be defined with γ ∈ [±γshadow] and ρ ∈ [docc, R], where:

• docc is the radial distance from the detector vehicle to the rear of the occluding entity;

• R is the maximum perceptual range of the detection system in the forward direction;

• γmin and γmax correspond to the angular span of the occlusion based on the width of the obstructing
entity.

The shadow area S can therefore be formally described as:

S = {(ρ, θ) | docc ≤ ρ ≤ R, γmin ≤ θ ≤ γmax} (9)

Within this region, any position xp, yp received via standard V2X communication (BSM or CAM message) from
a surrounding vehicle cannot be verified by the detector vehicle’s perceptual system. We define the verification
function V (xp, yp) as:

V (xp, yp) =

0, if (xp, yp) ∈ S

1, if (xp, yp) ∈ Ca − S
(10)

Hence, for all (xp, yp) ∈ S, the detector vehicle is effectively blind and unable to confirm the consistency of
the received V2X information through its own perception systems. The check of the shadow area of Formula 10
needs to be included in the previous validation outlined above for both versions of the vehicle detector. By
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incorporating the shadow area verification, the system can more effectively identify whether a V2V message
falls within the occluded region, ensuring that only reliable and verifiable positions are used in the detection
process.
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4 Detection procedure

The detection procedure, which requires data from both C-ITS and perceptual system to identify any potential
attack, begins after reception of a V2X message, which can be either BSMs in the DSRC/WAVE standard or
CAMs in the ETSI ITS-G5 standard. Both BSMs and CAMs messages include the following three mandatory
parameters:

• position: the vehicle GPS coordinates;

• timestamp: the timestamp associated with the last BSM or CAM message containing position information;

• pseudonym: a value used to identify the vehicle.

We emphasize that the pseudonym is included in the mandatory part of V2X communication messages,
known as TemporaryID in [16] and authorization tickets in [11], and they are used to enhance the privacy
of communications within C-ITS networks [3]. The detection algorithm discards all messages whose coordinates
are outside the coverage range of the perceptual system used by the detector. If the GPS coordinates extracted
from the message are within the vehicle’s range, the algorithm analyzes the output of the sensor fusion system
to identify the vehicle corresponding to the extracted GPS coordinates. The detection algorithm is designed to
consider an approximation error due to the sensor fusion procedure. If the location extracted from the message
does not match any entity location identified with the perceptual system of the vehicle, then an anomaly is
raised. We defined three main phases of the detection algorithm, being the V2X message evaluation, perceptual
system representation, and anomaly detection phases.

The flowchart in Figure 8 illustrates the three phases of the detection procedure, outlining the sequence of
steps used to validate V2X messages with the data obtained by the detector’s perceptual system, following a
left-to-right flow. We also want to remark that the process begins after the reception of every V2X message.
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Figure 8: Flowchart of the detection procedure

4.1 V2X message evaluation

As a first step of the detection procedure, the system computes the detection area (Ca) based on the current
position of the detector entity and its perceptual system. Then, for each incoming V2X message, the algorithm
verifies whether the GPS coordinates (xp, yp) contained in the message fall within the entity’s coverage area,
according to the coverage area cone and ellipse for Local entities.
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The cone variant converts the GPS position received in the V2X message into radial and polar (For-
mula 4 and 6). Then, the algorithm employs the constraints of Formula 7 to evaluate whether the polar
value is within the circular sector, and the radial distance is within the maximum range, respectively. The
ellipse variant method use Formula 8. All the detection areas are calculated using the algorithm 1 based on the
type of the detector.

When the position is validated, i.e., it resides within the perception area of the perceptual system used in
the different variants, the algorithm proceeds to the next phase. Otherwise, if the coordinates of the message
results outside the detection area Ca, the detection procedure ends.

Algorithm 1: Check Detection Area

1 Function check_detection_area(xp, yp)
2 (xc, yc)← detector.get_position();
3 dtype ← detector.get_type();
4 if dtype is elliptical then
5 α← get_vehicle_direction();
6 Ca ← calculate_ellipse_area(xc, yc, α);
7 else if dtype is conical then
8 α← get_vehicle_direction();
9 Ca ← calculate_cone_area(xc, yc, α);

10 return (xp, yp) is in Ca;

4.2 Perceptual system representation

In this phase, the algorithm identifies entities that fall within the entity’s coverage area using the formulas
previously described. In particular, the detector uses its current position along with the output from its own
perceptual system to evaluate the coordinates of surrounding entities. If the positions are expressed using
distance vectors, an additional step is performed to calculate the absolute coordinates. The first phases of
the detection procedure are stated in the Algorithm 1 where a general position xp, yp (either a V2X message
or surrounding entity) is evaluated to verify the coordinates are within the coverage area depending on the
detection node considered. As an example, a vehicle equipped with a LiDAR can compute (xp, yp) of a given
object within the LiDAR range by combining its own position (xc, yc) with the distance and angles provided by
the LiDAR, while an ITL equipped with calibrated cameras can extract positions from the video stream using
computer vision approaches [23].

The next step of the detection process (which is mostly related to the Local detection) evaluates the position
of the surrounding entities to determinate the presence of occlusions and calculate the corresponding blind zone
(S).

4.3 Anomaly detection

In the final phase, the algorithm compares the digital representation of entities extracted from the received
V2X message (which fall inside the updated coverage are Ca − S) with their real representation extracted from
the perceptual system of the detector. An anomaly is raised if the digital representation of an entity does not
align with any entity seen from the perceptual system with a tolerance of ±2 meters to account for any sensor’s
approximation errors. We set this value considering a tolerance higher than the ones presented in [4], where
the authors experimentally demonstrate that different automotive perception sensors have an approximation
error up to 1 meter. In particular, we increase the approximation error by 1 meter to consider any additional
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approximation error of the GPS antenna in the presence of obstruction, which is not evaluated in [4]. We
remark that this additional approximation error on the GPS antenna is extremely conservative, and that in the
presence of high buildings (i.e., the GPS satellites are not visible at road level) the GPS system could provide
a position that falls between 1 and 5 meters [25].

Additionally, we implemented a time-based filter to overcome the limitation of the simulation environment,
where the data (i.e., V2X messages and perception systems output) are only available after the simulation is
completed. In particular, each detection entity compares the position of each entity extracted by the perceptual
system representation with the last V2X message received for each entity up to a maximum of Tb, which is
the beacon interval of the simulation. In our experiments, Tb is set equal to 1 second. We remark that this
threshold value in the simulation environment allows the detection entity to use only the last message sent by
the visible C-ITS entities, and that in a real-world application C-ITS entities could have different beacon period,
thus requiring an additional filtering step.

The entire detection procedure phases are reported in Algorithm 2 starting from the reception of a V2X
message to the last signaling phase.

Algorithm 2: Detection Procedure

1 Function Comparison_Checks(msg)
2 (xc, yc)← extract_position(msg);
3 if check_detection_area(xc, yc) then
4 find← False;
5 entities← get_surrounding_entities();
6 for e in entities do
7 epos ← get_position(e);
8 if epos is a distance vector then
9 epos ← calculate_coord(epos);

10 S ← calculate_shadow_area(vpos, epos);
11 if mpos in (Ca − S) and mpos ≈ epos then
12 find← True;
13 break;

14 if not find then
15 sender ← extract_sender(msg);
16 raise_anomaly();

17 else
18 return // detection procedure ends
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5 Performance of the local detection

In this section, we compare the detection performance of both variants of the Local detection method (i.e., the
cone and ellipse variants) with the F 2MD framework against the SixPack v2 attack. We clarify that F 2MD

is used in its intended form: all C-ITS entities (vehicles) run their local misbehavior checks and forward the
resulting reports to the Management Authority (MA), which performs the global detection stage. For this
reason, although the Local detector operates at vehicle level and F 2MD is designed to operates a higher-
level (infrastructure-oriented) framework, both detection methods rely on the same C-ITS data produced by
participating entities.

In the different test scenarios, we configure the cone variant of the detection algorithm with a value of β
equal to 20 degrees and ρ equal to 35 meters, while the ellipse variant is configured with a value of a equal to
35 and b equal to 3 meters. We remark that all the values used to model the perceptual systems in both Local
and detection methods are compliant with the current specifications of sensors commercially available on the
market [14, 4].

In every simulation, each vehicle is configured to be either attacker, detector, or neutral. The percentage
of vehicles belonging to the attacker category is fixed throughout all the simulation scenarios (5% of the total
number of vehicles).

This attacker probability is set to replicate a realistic scenario where malicious vehicles are the minority,
ensuring that the detection system is challenged without overwhelming the normal traffic flow. We remark
also that such low attacker percentage represents a worst-case scenario for the detection system, since a higher
number of attackers would improve the recall of the detectors, thus leading to higher detection performance.
The main goal of these experiments is to provide a meaningful understanding of the capabilities of the detection
system against a stealthy attack that is conducted by a minority of the vehicles. Hence, we focus the results on
the comparison between different percentages of detector nodes with a fixed number of attacker vehicles.

The number of vehicles in the detector category is a test parameter on which the performance evaluation
is based. All vehicles in the detector category are configured to evaluate both our Local implementations and
F 2MD checks simultaneously. Due to the nature of the SixPack v2 attack, which targets vehicles trailing the
one used to launch the attack, vehicles belonging to the attacker category are configured to only launch an
attack when at least one vehicle is trailing. This configuration choice is required to ensure that all instances of
SixPack v2 have a valid target and to avoid activation of the attack without consequences for other vehicles.
We also want to remark that, to create a more challenging and realistic testing scenario, the target vehicles are
chosen independently of all the vehicle categories. This means that, if the target vehicle belongs to the neutral
or attacker category the attack could not be detected.

Performance of the F 2MD and the Local detectors is compared by considering a variable percentage of
vehicles in the detector category, from 10% to 100% of the vehicles not already selected as attackers. For each
detection configuration, we replicate the same simulation scenario 100 times and used a boxplot representation
to highlight variance in the detection results.

The detection results of the F 2MD framework and the cone and ellipse variants of the Local detection
method are summarized in three plots, one dedicated to the precision metric (Figure 9), one for the recall
metric (Figure 10), and one for the F1 metric (Figure 11). The x-axis of each figure contains the percentage
of vehicles in the detection category (with the corresponding number of vehicles in round brackets) used by the
detectors, while the y-axis shows the scale of the performance index. In each of these plots, results of F 2MD

are red, while results of the Local methods are green (cone) and blue (ellipse).
Focusing on the precision metric (Figure 9) it is possible to notice that our approach outperforms the F 2MD

detection framework in both variants. In particular, the precision metric of the Local detection methodology
reaches the maximum value of 1.0 in both detection configurations with a standard deviation close to 0, implying
that both approaches of the Local detection method are extremely resilient to false positives. On the other
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Figure 9: Comparison of the precision index of F 2MD and the Local detection methods against the SixPack
v2 attack.

hand, the median precision value of the F 2MD framework has a decreasing trend inversely proportional to the
percentage of vehicles contributing to the detection process, starting with a value slightly higher than 0.4 with
10% of detectors down to a value close to 0.25 with 100% of vehicles participating in the detection process. The
decrease in both the median and variance of the precision for F 2MD occurs because, as more vehicles contribute
reports, the MA aggregates a larger amount of partially redundant information, increasing the likelihood of false
positives. This results in more consistent (lower variance) but slightly less precise (lower median) outcomes.
When only a few vehicles participate, the system relies on a smaller and more heterogeneous set of reports,
leading to greater variability and occasional high-precision results when the contributing vehicles have favorable
coverage.

This high false positive rate is a well known issue for all intrusion detection algorithms, often preventing
their applicability in real contexts [2].

Results focused on the recall of the Local detectors and F 2MD are presented in Figure 10, where it is
possible to notice that all three detectors are able to achieve high recall values with a higher number of vehicles
participating in the detection task. The F 2MD framework achieves higher recall values than both variations
of the Local detection method, with the cone implementation being more effective in the identification of an
ongoing attack than the ellipse variation. However, we remark that all detection methods exhibit a similar
trend and very similar recall performance, reaching values higher than 0.6 with 100% of detection vehicles.

The F 2MD achieves a slightly higher recall performance compared to both versions of Local detection since
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Figure 10: Comparison of the recall index of F 2MD and the Local detection methods against the SixPack v2

attack.

it relies only on the analysis of the content of the messages, allowing all vehicles receiving malicious messages to
contribute in the detection process, ensuring a wider range. In contrast, Local detection only analyzes messages
which are within its own sensing area be it cone or ellipse shape, as defined in Section 3.1.

A limitation of the Local detection arises from the presence of shadowed areas in the perceptual system
representation phase. When an attacking vehicle is occluded by another neutral vehicle positioned between
the attacker and the detector, the detector’s sensing model prevents it from observing the attacker’s reported
position. As a consequence, the corresponding V2X messages cannot be evaluated in the detection process,
leading to an increased number of false negatives. This effect directly contributes to the lower recall observed
in Figure 10 and reflects the inherent constraints of on-board sensing systems when line-of-sight is obstructed.

Finally, the F1 of the Local detectors and F 2MD are summarized in Figure 11, showcasing that both
variations of our novel detection method outperforms F 2MD, which has a median F1 value always lower than
0.4 without regards to the number of detectors. On the other hand, the F1 achieved with both Local detection
variations is higher than the one achieved by F 2MD when at least 20% of the vehicles are participating in the
detection task, with an overall detection maximum of 0.9142 with the cone variant (with 100% of the vehicles
participating in the detection task). We remark that the poor detection performance of F 2MD (and the good
detection performance of the Local variations) are mainly related to the poor (high for Local) precision presented
in Figure 9 of the detector, with the Local variations being able to achieve high detection results without raising
a single false positive.
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attack.
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6 Conclusions

In conclusion, this deliverable introduced a local misbehavior detection approach that leverages on the compar-
ison between the data gathered from the perception system of the vehicle to assess the consistency of received
V2X messages with the physical environment. The proposed method formalizes the notion of verifiable space
through two detector configurations: conical and elliptical model thereby adapting the verification process to
heterogeneous sensing capabilities. In addition, the algorithm explicitly accounts for occlusions by defining a
shadow region that is removed from the verification set, which limits false accusations in situations where per-
ception cannot provide reliable confirmation. Building on these definitions, the detection procedure combines
(i) message parsing and localization of claimed positions, (ii) extraction and normalization of perceived entities
(including transformation from relative to absolute coordinates when required), and (iii) a spatial association
step that flags a message as suspicious when its claimed position cannot be matched to any perceived vehicle
within a chosen tolerance. Overall, this work have two main contributions: demonstrates how misbehavior
detection based on the analysis of the V2X messages are not sufficient for detecting stealthy attacks such as the
SixPack attack. The second part perception-grounded checks can complement communication-only plausibility
mechanisms and improve robustness against stealthy, behavior-mimicking attacks. Future work should focus on
quantitative evaluation under realistic sensor noise and localization uncertainty, principled selection of matching
thresholds, and extensions that handle dense traffic and multi-object association more systematically, as well
as cooperative fusion across multiple detectors to increase coverage and reduce blind spots.
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